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SecTrail Certificate Manager

SecTrail Certificate Manager (CM) is a comprehensive platform designed for enterprise-grade SSL/TLS digital
certificate lifecycle management.

VERSION INFORMATION

This documentation is prepared for SecTrail CM v2.7.0.

Overview

SecTrail CM addresses critical certificate management challenges that organizations face:

* Inventory Gaps: Tracking certificates in distributed systems
e Manual Processing Burden: Automation of time-consuming manual processes
o @ Expiration Date Tracking: Monitoring certificate expirations

e Operational Overhead: Reducing workload and increasing efficiency

Why SecTrail CM?

With SecTrail Certificate Manager, organizations:

e [OK] Transition from reactive, crisis-driven management to proactive automation
e [OK] Automate repetitive manual processes

e [OK] Gain complete visibility in certificate inventory

[OK] Simplify operations in digital transformation processes

[OK] Prevent unexpected service disruptions

Key Features

Certificate Discovery

Automatically discover all certificates in your infrastructure and add them to your inventory.

Certificate Inventory

Track and manage all your certificates in a centralized catalog.

Certificate Authority (CA)

Manage your internal CA infrastructure and create internal certificates.

Certificate Monitoring

Continuously monitor certificate statuses and receive proactive alerts.

Certificate Workflow

Manage approval and request processes. Simplify your workflows with fully automated process management.
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System Integrations

Seamless integration with third-party systems.

RBAC Authorization

Secure management with role-based access control.

Quick Start

To quickly get started with SecTrail CM:

1. Installation Guide - System installation and configuration
2. Quick Start - First steps and basic usage

3. User Guide - Detailed usage scenarios

Next Steps

You can continue your SecTrail CM journey with these steps:

Getting Started

Installation and basic configuration

Overview ->

Features

Explore all features

Certificate Discovery ->

Integrations

Integrate with your systems

Integration Guide ->

Support and Community

Do you have any questions or need support?

©2026 SecTrail
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Channel Description Link
Support Portal Technical support and ticketing system destek.bntpro.com
Product Page Product information and updates www.sectrail.com/cm
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Overview

SecTrail Certificate Manager (CM) is a digital platform that enables end-to-end management of the entire SSL/TLS
certificate lifecycle from a single portal.

What is SecTrail CM?

SecTrail Certificate Manager is a certificate lifecycle management system that enables organizations to discover,
monitor, manage, and automate their digital certificates from a centralized platform.

Core Problem and Solution

Today, organizations must manage hundreds or even thousands of SSL/TLS certificates alongside their growing
digital infrastructure. These certificates can be distributed across different servers, cloud platforms, load balancers,

and CDNs. Certificates managed using manual tracking systems, Excel files, or scattered tools create serious risks
for organizations:

o Expiration Risks: Certificates not renewed in time can cause critical service outages and business losses

e Security Vulnerabilities: Certificates with weak algorithms, low bit lengths, or signed by untrusted CAs pose
security threats

» Compliance Issues: Failure to meet regulatory requirements can lead to audit process problems and potential
penalties

e Lack of Visibility: It's unclear how many certificates the organization has, where they are used, and what their
status is

e High Operational Burden: Extra time and human resources are spent on certificate management
SecTrail CM solves these challenges with automatic discovery, centralized management, proactive monitoring, and

intelligent automation features, enabling organizations to perform certificate management in a secure, efficient, and
scalable manner.

Challenge SecTrail CM Solution

Scattered Infrastructure View all certificates from a single point with automatic discovery
Manual Processes Complete automation of the certificate lifecycle

Lack of Visibility Centralized inventory and real-time monitoring

Expiration Risks Proactive alerts and automatic renewal

Compliance Challenges Detailed reporting and audit trail
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Key Benefits

(o:11:Ts[0]3Y Benefits

** Operational Efficiency** Reduce manual operations by up to 80%, increase team productivity

** Risk Reduction** Prevent outages, proactively detect security vulnerabilities, minimize non-compliance risk
** Cost Savings** Reduce operational costs, prevent outage costs

** \/isibility and Control** Complete inventory, real-time monitoring, detailed reporting

©2026 SecTrall 9/239
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Installation Guide

This section contains detailed installation steps for SecTrail Certificate Manager.

Installation Overview

SecTrail CM is delivered as a Virtual Appliance in OVA format. This approach greatly simplifies installation:

« [OK] Easy Installation: Deploy the OVA file to your virtualization environment

needed
Basic Steps:

1. Import the OVA image to your virtualization platform
2. Start the VM and log in with the stadmin user
3. Configure network settings with the config command

4. Access the system from the web interface

System Requirements

[OK] Pre-configured: All components (database, web server, etc.) come ready

[OK] Quick Start: Just configure network settings and start using

[OK] No Manual Installation: No package management, dependency resolution, or service configuration

Hardware Requirements

Minimum Requirements
e CPU: 4 Cores
e RAM: 8 GB
- Disk: 100 GB
e Network: 1 Gbps

Recommended Requirements (Production Environment)
e CPU: 8 Cores
« RAM: 16 GB
e Disk: 200 GB
e Network: 1 Ghps

Pre-Installation Preparation

1. Virtualization Environment Requirements

SecTrail CM is distributed as a virtual machine image in OVA format.

©2026 SecTrail
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2. Network Configuration Preparation

Have the following network information ready before installation:

Parameter Description

IP Address Static IP address for SecTrail CM (in CIDR notation)
Gateway Default gateway IP address
DNS Servers Primary (and optionally secondary/tertiary) DNS server addresses

3. Firewall and Port Configuration

The following ports must be open for SecTrail CM to function properly:

Port Protocol Usage Direction
443 HTTPS Web Interface Inbound
22 SSH Remote management (optional) Inbound

Installation Steps

SecTrail CM is delivered as a Virtual Appliance and distributed in OVA (Open Virtualization Archive) format. Manual
package management is not required for installation.

1. Deploying the OVA Image to Virtualization Environment

Deploy the SecTrail CM OVA image to your virtualization environment.
2. Initial Login and Network Configuration
After starting the VM, follow these steps from the console screen:

Login Credentials

Use the following username for initial login:

e Username: stadmin

e Password: Password will be shared with you
Network Configuration

After logging in, start network configuration:

stadmin@SecTrailCM ~]$ config

When the command is executed, the SecTrail CM Configurator will start.

Step 1: IP Address Configuration

Please enter a valid IP Address in CIDR Notation (e.g. 192.168.1.10/24)

IP Address: 10.34.24.56/24
0K
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e Enter the IP address and subnet mask in CIDR notation (e.g., 10.34.24.56/24 )

e Press Enter to confirm

Step 2: Gateway Address Configuration

Please enter a valid Gateway Address

Gateway IP Address: 10.34.24.1
0oK

o Enter the default gateway IP address

¢ Press Enter to confirm

Step 3: DNS Server Configuration

How many DNS servers do you want to configure? (1-3)
1

Please enter a valid DNS Server Address

DNS Server IP Address: 10.34.24.150

e Enter the number of DNS servers you want to configure (between 1-3)

o Enter the IP address for each DNS server

Step 4: Configuration Summary and Confirmation

IP: 10.34.24.56/24 -- GW: 10.34.24.1 -- DNS SERVERS: 10.34.24.150

Network Configuration will be set. Do you want to continue? (y/n)y

* Review the information you entered

 If correct, press y to continue

Configuration Activation

Activating Network Configuration

Setting IP Address
IP Address Set

Setting Default Gateway
Default Gateway Set

DNS Servers Set
Connection successfully activated (D-Bus active path:
/org/freedesktop/NetworkManager/ActiveConnection/2)

Settings Saved

Network Configuration Completed Successfully

You will see the above messages when network configuration is completed successfully.

©2026 SecTrail
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3. Application Key Generation (Optional)

After network configuration is completed, SecTrail CM offers the option to generate an application key:
SecTrail CM Application Key Generator

regenerate Application Key

Do you want to generate SecTrail CM Application Key (y/n)?y

e Press y to generate a new application key

e Press n to keep the existing key

Application key set successfully.

4. Configuration Completed

After configuration is completed, you can use the IP address you set to access the web interface.

Post-Installation Checks

1. Web Interface Access

After network configuration is completed, go to the following address from your browser:

https://your-server-ip

SSL CERTIFICATE WARNING

On first access, your browser may display a security warning due to the self-signed SSL certificate. For
production environments, it is recommended to use a certificate signed by a corporate CA.

Initial Login Credentials

Default administrator account for initial web interface login:

e Username: admin

e Password: admin

2. License Activation

You need to activate the license on first login. Follow these steps for license activation:
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A License Issues!
Usage limit exceeded: 120 /0 Licensa expres in 0 Days

Certificate Manager = O R O sectail
@ Dashboard
# Inventory
T Certificate Authorities (CA)
3 Monitoring ’
82 Automation Activate Your License
€ moED Enter your license key to activate Certificate Manager
D) G App Key ‘GAF4EOiJablYpSbhhMOmICm2WgzAXyuKKeRSLzFx6+Y=
= Dossier g;.;:um 159?25 y. § s TV@ZJ1mZmUdM]HZWJszthTNJMTA]UGJhM:\J:zTIYW]’MIFJDDQlL[JW‘{:;;:i;;t;iii\:;:;

© Info +

1. The license activation screen will appear when you first log in to the web interface

2. Share the App Key and Dossier information shown on the screen with the SecTrail CM support team

3. Enter the License Key provided by the support team in the relevant field

4. License verification will be performed automatically

After license activation is completed, you can view your license details:

Certificate Manager = L R O sectail
@ Dashboard
#® Inventory
M Certificate Authorities (CA) SecTrailCM-PreProd © Registered
' Monitoring Subseriien
0F Automation
£ Work Flow

Certificate Usage 3500/10000
I Ownership
G
&5 Integrations
> o # 10000 = 203 & 2028-11-25 @ Subscription
> S‘NMP & Delete
3 Settings
@ Info +

CERTIFICATE COUNTING

SecTrail CM counts certificates as unique under the license scope. Even if the same certificate is used on
different systems (for example, on different servers or load balancers), it is counted only once. This allows you
to manage your actual certificate count and use your license efficiently.

OBTAINING LICENSE

You can obtain your license key by sending your App Key and Dossier information to destek@sectrail.com or
sdg-dev@bntpro.com.

©2026 SecTrail 14 /239
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Quick Start

Welcome to SecTrail Certificate Manager! This guide contains the essential steps to get you started with the
platform.

1. Platform Access

Navigate to your SecTrail CM address from your web browser:

https://your-sectrailcm-server

2. Public Dashboard

PUBLIC DASHBOARD

You can view the Public Dashboard before logging into SecTrail CM. This screen displays the general status
of certificates in your infrastructure publicly.

SecTrail

Yea ™

Total Managed Certificates Total Discovered Hosts Total Discovered Certificates Certificates Expiry in 30 Days Expired Certificates
126 ) 217 126 | 2 ) 22

INTERNAL Certificates EXTERNAL Certificates
w Show 10 rows ~  Show/Hide Columns ~ @ Show 10 rows > Show/Hide Columns ~

Search: Search:

Alert Alert
Subject Subject Alternative Names. Expire Date Days Subject Subject Alternative Names. Expire Date Days
©  CN=denemet.local DNS:denemet.local 31-08-2026 15:44:36 125 ©  CN=register.sectrail.com DNS:register.sectrail.com 04-06-2026 11:43:50 37
©  CN=denemet.local DNS:denemet.local 31-08-2026 15:46:34 125 ©  CN=testersectrail.com DNS:tester.sectrail.com 05-06-2026 02:59:59 38
©  CN=denemehashicorp DNS:denemehashicorp 21-09-2026 15:31:36 146 ©  CN=bntpro.com DNS:*bntpro.com, DNS:bntpro.com 30-06-2026 08:06:44 63
@ CN=sec.local C=TR ST=Istanbul L=tr O=secrusen  DNS:sec.local 18-12-2026 18:50:05 234 @ C=TRSTEISTANBUL L=Tuzla Oisbank DNS:deneme.isbank.com.tr 15-08-2026 16:01:36 109
OU=arslan CN=deneme.isbank.com.tr
Showing 1 10.4 of 4 entries0 columns selectedo cells selected Previous - Next @ C=TRST=ISTANBUL L=Tuzla Oxisbank DNs:local.isbank.com.tr 09-10-2026 17:44:46 164
CN=localisbank.com.tr

C=TR ST=ISTANBUL L=Tuzla O=isbank DNS:tester.isbank.com.tr 12-10-2026 10:49:01 167
CN=tester.isbank.com.tr

C=TR ST=ISTANBUL L=Tuzla O=isbank DNs:sinerjimobil.isbank.com.tr 24-03-2027 11:46:33 330
CN=sinerjimobil.isbank.com.tr

©

Showing 1to 7 of 7 entriesO columns selected0 cells selected Previous - Next

SecTrail CM Public Dashboard - General Certificate Status

Dashboard Metrics

You can see the following important metrics on the Public Dashboard:
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Metric Description

Total Managed Certificates Total number of managed certificates
Total Discovered Hosts Total number of discovered hosts
Total Discovered Certificates Total number of discovered certificates
Certificates Expiry in 30 Days Certificates expiring within 30 days
Expired Certificates Expired certificates

Certificate Views
The dashboard lists certificates under two main categories:
 INTERNAL Certificates: Certificates on the internal network

« EXTERNAL Certificates: Certificates on the external network

Certificate Details

The following information is displayed for each certificate:

Subject - Certificate subject

Subject Alternative Names - Alternative names (SAN)

Expiry Date - Expiration date

Days to Expiry - Days until expiration

TIP

e You can customize the columns you want to see with the Show/Hide Columns button

e You can access certificate details by clicking the + button

3. Login

DEFAULT LOGIN CREDENTIALS

Default login credentials are used in the initial installation. For security, you must change these credentials
after the first login.

Enter your login credentials:

e Username: admin

¢ Password: admin

4. Main Dashboard

After logging in, you will see the main dashboard. This screen provides a comprehensive view of your system.
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© svsrew e @ svTew curnenT i £ svsTeN 0s veRsioN
2 Weeks [ Apr 28 11:33:36 SSL Manager v2.7

Certificate Summary Report Certficate Signature Types
0

&

TLS Versions Used On Hosts

LS i Vrsion Usa O Hosts B TLS Max Vrsion Use O Hosts

TLS Fallback Used on Hosts. OpenSSL Heartbleed Used on Hosts.
o ot Wil [ p— .
10

Defiate Compression Used on Hosts OpenSSL CCS Injection Used on Hosts.

SecTrail CM Main Dashboard - System Overview

On the dashboard, you can see:

System Metrics: Uptime, current time, OS version, disk usage

Certificate Status Charts: Valid/expiring/expired certificates

Security Charts: TLS versions, cipher suites, security vulnerabilities

e Left Menu: Access to all platform features

DETAILED INFORMATION

L M 0 amn

Certficate Key Sizes

Robot Attack Used on Hosts.

[T pr—

Session Resumption Used on Hosts

‘Session Renegoiation Used on Hosts

For detailed explanations of all charts and metrics on the dashboard, please review the Dashboard User

Guide page.

Left Menu - Main Navigation

You can access all platform features from the left menu:
Dashboard : Main screen and overall system status

Discovery : Discover new certificates

Inventory : Certificate inventory

Certificate Authorities (CA) : Certificate authorities management
Monitoring : Certificate monitoring and alerts

Automation : Manage automated tasks

Work Flow : Workflow management

Ownership : Certificate ownership

©2026 SecTrail

171239



SecTrail CM 1.3 Getting Started v2.7.0

Integrations : Integrations

Users : User management

©2026 SecTrall 18 /239
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Certificate Discovery

Certificate Discovery is a powerful feature of SecTrail CM that automatically finds all SSL/TLS certificates in your
infrastructure and adds them to inventory.

Overview

WHY IS CERTIFICATE DISCOVERY IMPORTANT?

Not knowing where certificates are used in organizations poses a major security risk. Expired or forgotten
certificates can lead to service interruptions and security vulnerabilities.

Key Features

SecTrail CM's Certificate Discovery feature simplifies certificate management:

Feature Description

Automatic Discovery Automatically finds all certificates in your infrastructure
Centralized Inventory Collects all certificates in a single centralized system

Regular Scanning Keeps inventory up-to-date with scheduled scans

Fast Scanning Scans large networks quickly and efficiently

Multiple Methods Comprehensive discovery with network scanning and CT Logs

Discovery Methods

SecTrail CM offers two powerful discovery methods suitable for different scenarios:
1. Network Scanning

WHAT IS NETWORK SCANNING?

Network Scanning detects SSL/TLS certificates on devices in the network by scanning specified IP ranges or
subnets.

How Does it Work?

The Network Scanning method detects active SSL/TLS connections by scanning IP ranges and ports you specify.
Each certificate found is automatically added to inventory, and the scan is repeated at configured intervals to
discover new certificates.

Use Cases

The Network Scanning method is used in the following scenarios:

e ** Server Infrastructure** - Regularly scan your entire server infrastructure

e ** Datacenter Scanning** - Scan a specific datacenter or subnet

©2026 SecTrall 19/239
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e ** New Servers** - Automatically discover newly added servers

e ** Port-based Scanning** - Find services running on non-standard ports
2. Certificate Transparency Logs (CT Logs)

WHAT ARE CERTIFICATE TRANSPARENCY LOGS?

Certificate Transparency Logs are records of publicly issued certificates. Certificate Authorities (CAS) register
the certificates they issue in these logs. This method is used for domain-based certificate discovery.

How Does it Work?

The Certificate Transparency Logs method scans public certificate authority (CA) records for the domain you
specify. This way, you can discover all public certificates belonging to your organization that you may not be aware
of. SecTrail CM uses trusted CT Log services like crt.sh and SSLMate.

Advantages
Advantage Description
Public Certificates Finds all publicly issued certificates
Unknown Certificates Discovers certificates belonging to your organization that you didn't know about
Shadow IT Detects certificates obtained by unauthorized departments
Subdomain Discovery Finds all subdomain certificates linked to the main domain
Use Cases

The Certificate Transparency Logs method is used in the following scenarios:

e ** Public Certificates** - Discover all your internet-facing certificates
e ** Organization Inventory** - Scan all domains belonging to the organization
e ** Shadow IT Detection** - Find unauthorized certificates

e ** Subdomain Monitoring** - Track all subdomain certificates
3. Discovery from Integration Systems

WHAT IS INTEGRATION DISCOVERY?

Integration Discovery automatically discovers certificates in these systems by directly integrating with existing
systems in your infrastructure (load balancer, web server, keystore, etc.). It provides real-time certificate
inventory through API or protocol-based connections.

How Does it Work?

SecTrail CM automatically discovers all certificates in integrated systems by establishing secure API or protocol
connections. After configuring integration, the system automatically scans at specified intervals and adds newly
added or updated certificates to inventory.

Supported Integration Systems

SecTrail CM can perform automatic certificate discovery from the following systems:

©2026 SecTrall 20/ 239
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e F5 BIG-IP - Citrix NetScaler - FortiWeb - FortiGate - FortiManager

NGINX / NGINX Plus - Palo Alto Networks - PaloAlto Panorama

Apache - IS - Apache Tomcat
e Windows TrustStore - Java Keystore (JKS)

IBM DataPower - HashiCorp Vault

Use Cases

Integration Discovery is used in the following scenarios:

o ** Configuration Management** - Centrally manage certificates on load balancers and web servers
e ** Keystore Monitoring** - Track certificates in Java Keystore and Windows TrustStore
e ** Automatic Synchronization** - Instantly capture changes in production systems

e ** Secret Management** - Discover certificates in secret management systems like HashiCorp Vault

INTEGRATION SETUP

Visit the Integrations page to set up integrations with supported systems.

Recommended Approaches

Recommendation Description

@ Regular Scanning Quickly capture new certificates by performing daily automatic scans
Test Environment Test in a test environment before moving to production
& Proper Scheduling Run scans outside business hours (at night)

Considerations

Topic Description

Network Load Avoid large network scans during peak hours

Traffic Monitoring Monitor network traffic during scanning

Firewall Rules Ensure the ports SecTrail CM will scan are open

© Rate Limiting Don't open too many connections simultaneously, pay attention to rate limiting
Permissions Obtain necessary permissions for networks you will scan

Discovery Operations

SecTrail CM offers both scheduled automatic discovery and instant manual discovery:

Automatic Discovery (Scheduled)

You can create discovery tasks that run automatically at specified intervals (daily or weekly). This way, new
certificates in your infrastructure are continuously discovered and your inventory stays up-to-date.

©2026 SecTrail 21/239
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Manual Discovery (Instant)

You can perform one-time quick scans without creating scheduled tasks. Useful when you add a new server or
need urgent verification.

Get Started

e User Guide: Discovery - CA integration and configuration steps
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Certificate Inventory

Certificate Inventory allows you to view, manage, and organize all your certificates from a central location.

Overview

Certificate Inventory features:

e Centralized certificate catalog
e Advanced search and filtering
e Tagging and grouping

e Detailed certificate information

e Visualization and reporting

Certificate Inventory Sources

Certificate Inventory collects and manages certificates from different sources in one central location. Your system

automatically performs certificate discovery from the following sources:

Network Scanning

Certificates discovered through automatic scanning in your infrastructure:

e TLS/SSL certificates accessible via open ports
e Web servers, API gateways, load balancers
e Regular scans on specified IP ranges or domains

e Automatic discovery on specific port ranges (443, 8443, etc.)

Certificate Transparency Logs Scanning (CT Logs)
Certificates discovered from public certificate logs:
e CT log scanning for domains belonging to your organization

» Detection of incorrectly or unauthorized issued certificates

» Monitoring all certificates issued by public CAs

Certificates Signed Through Application

Certificates created and signed on the platform:
 Certificates created with Certificate Signing Request (CSR)
 Certificates signed through integrated CAs

o Self-signed certificates

e Internal CA certificates

Imported Certificates

Certificates manually added to the system:

©2026 SecTrail
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o Certificates uploaded in PEM, DER, PFX/P12 formats

 Certificate chains transferred from external systems

 Certificates obtained from third-party CAs

Discovered from Integration Systems

Certificates automatically discovered through integrated systems:

e F5 BIG-IP - Citrix NetScaler - FortiWeb - FortiGate - FortiManager
e NGINX/ NGINX Plus - Palo Alto Networks - PaloAlto Panorama

e Apache - IIS - Apache Tomcat

¢ Windows TrustStore - Java Keystore (JKS)

IBM DataPower - HashiCorp Vault

ADDING INTEGRATION

Visit the Integrations page to add a new integration and follow step-by-step installation instructions.

Discovered Certificates List

WHAT ARE DISCOVERED CERTIFICATES?

This is a detailed list of all certificates found in your infrastructure as a result of Certificate Discovery
operations. This list is updated after each discovery, and new certificates are automatically added.

Key Features

The Discovered Certificates list offers powerful features that simplify certificate management:

Feature Description

Detailed Filtering Ability to search separately for each column

Customizable View Select the columns you want to see

Bulk Operations Perform the same operation on multiple certificates simultaneously
Export Export selected certificates in different formats

Quick Access Instant access to critical information like last seen time, port, type

Provided Information

In the certificate inventory, basic information for each certificate is presented in list view. When you click on a
certificate, you can access all the details of the certificate.
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Information Displayed in List View

Information Description

Last Seen When the certificate was last seen

Server Server address where the certificate is located

Port Port number on which the certificate is running

Type Discovery method (Network Scanning, CT Logs, Import, Integration, Manual)
Subject Certificate owner information (CN, OU, O)

Not Before Certificate validity start date

Not After Certificate validity end date

Detailed View

SecTrail CM parses certificates and stores all information. In detailed view, you can access all fields in the X.509
standard (Subject, Issuer, Serial Number, Public Key, Extensions, Fingerprint, Certificate Chain, etc.) along with
discovery source, related systems, and usage history.

Bulk Operation Capabilities

Bulk operations that can be performed from the list:

[OK] Change Status - Bulk update status of selected certificates

Export - Export selected certificates (CSV, Excel, PDF)

Delete - Clean up certificates no longer in use

e Create Sighing Request - Generate signing request (CSR) for renewal

Get Started

e User Guide: Inventory - CA integration and configuration steps
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Certificate Monitoring

SecTrail CM monitors your certificates 24/7 continuously and prevents service interruptions by detecting issues in
advance.

WHY IS CERTIFICATE MONITORING IMPORTANT?

An expired certificate can cause critical services to crash, resulting in revenue loss and reputation damage.
With proactive monitoring, you can detect and prevent issues in advance.

Overview

SecTrail CM's certificate monitoring system continuously checks the health of your certificates and creates
automatic alarms for critical situations.

Key Features
o @ 24]7 Monitoring - Continuous automatic certificate status checks
e Proactive Detection - Early warning before problems occur
e Centralized Dashboard - View all certificate statuses from a single screen
e Smart Alarms - Customizable thresholds and notifications

o Trend Analysis - Certificate lifecycle and usage statistics

Monitoring Metrics

SecTrail CM collects and analyzes comprehensive metrics for your certificates:

Expiration Monitoring

Track certificate expiration dates to ensure timely renewal:

Expiration Date - Certificate expiration date

Days Until Expiration - Number of days until expiration

Expiration Status - Valid, Expiring Soon, Expired

Renewal Window - Recommended renewal time

RENEWAL RECOMMENDATIONS
e 90+ days: Start planning
e 30-90 days: Initiate renewal process
e 7-30 days: Urgent renewal required

e 0-7 days: Critical situation!

Certificate Validity

Validate technical validity of certificates:
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e Signature Verification - Signature accuracy check
» Key Usage - Key usage purpose compliance
o Extended Key Usage - Extended key usage check

e Basic Constraints - Basic constraints validation

Chain Validation

Verify certificate chain integrity:

Chain Integrity - Existence of all intermediate certificates

Root CA Trust - Whether root CA is trusted

Chain Order - Correctness of chain ordering

Cross-Signing - Cross-signing status

Security Scoring

Evaluate certificate security levels:

Criterion Evaluation

Key Size 2048+ bit RSA or 256+ hit ECC recommended
Signature Algorithm SHA-256 or stronger recommended

TLS Version TLS 1.2+ recommended, TLS 1.0/1.1 insecure
Cipher Suites Use of strong cipher suites

Security Score Overall security score from A+ to F

SECURITY WARNINGS
e MD5 or SHA-1 signed certificates are now considered insecure
e 1024 bit RSA keys are insufficient
e SSL 3.0, TLS 1.0, and TLS 1.1 protocols should no longer be used

Alarm Mechanism

SecTrail CM continuously monitors certificate statuses and creates automatic alarms for critical situations.

Alarm Types

SecTrail CM creates different alarm levels for different situations:
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Alarm Level Status Example

Critical Immediate action required Certificate expired or will expire within 7 days
Warning Attention required Certificate will expire within 7-30 days

Info Information Certificate will expire within 30-90 days

OK No issues Certificate is valid and healthy

Alarm Triggers

The following situations create alarms:

o @ Expiration Approaching - Based on defined threshold values

e Security Issue - Weak algorithm or key size
Notification Channels

MULTIPLE NOTIFICATION CHANNELS

You can use multiple notification channels simultaneously for certificates that have entered alarm status.

SecTrail CM supports the following notification channels:
Email Notifications
The most commonly used notification method:

e Automatic email delivery to relevant teams or users
 Direct action links
e Group or individual notifications

e Customizable email templates

SNMP Trap

For enterprise monitoring systems:

 Integration with centralized monitoring systems
e SNMPv2c and SNMPv3 support

e Customizable trap messages
Ownership Management

SMART ALARM ROUTING

You can use a flexible ownership model to ensure alarms reach the right people and teams.

SecTrail CM offers a two-level ownership model:

Server-based Ownership

Responsibility assignment at the server level:

Advantages:
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« All certificates on a single server are routed to the same team
e Organization based on infrastructure responsibility

e Easy bulk management
Certificate-based Ownership
Define custom ownership for each certificate:

Advantages:

e Granular control and responsibility
» Domain-based organization

e Custom application ownership
Ownership Priority
Priority order in case of ownership conflict:

1. Certificate-based Ownership
2. Server-based Ownership

3. Default Ownership

BEST PRACTICE

For critical certificates, you can provide dual-layer notifications by defining both certificate-based and server-
based ownership.

Reporting and Analysis

Monitoring Reports

SecTrail CM generates regular monitoring reports:

o Daily Status Report - Daily certificate status summary

Weekly Trend Analysis - Weekly changes and trends

Monthly Compliance Report - Compliance and security status

e Custom Reports - Customized reports based on needs

Dashboard and Visualization
* Real-time Dashboard - Instant certificate status
o Expiration Timeline - Expiration calendar view

e Alarm History - Historical alarms and interventions

Get Started

e User Guide: Monitoring - CA integration and configuration steps
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Certificate Authority (CA)

SecTrail CM enables you to centrally manage your organization's Certificate Authority (CA) infrastructure.

WHY IS CA MANAGEMENT IMPORTANT?

Modern organizations use both internal and external CAs. Scattered CA management across different
systems creates security vulnerabilities and operational complexity. SecTrail CM allows you to manage all
your CAs from a single platform.

Key Features

SecTrail CM's CA management features include:

Multi-CA Management

Manage different CA providers from a single platform:

Local CA - For internal certificate needs (ADCS, HashiCorp Vault)

External CA - Trusted certificates for internet-facing systems (DigiCert, GlobalSign)

Hybrid Environments - Ability to use multiple CAs simultaneously

Centralized Control - Manage all CAs from a single interface

Certificate Request Management

Automate certificate request processes:
» Certificate Sighing Request (CSR) - Automatic certificate signing request generation
 Template Support - Create standard certificate profiles

e Bulk Operations - Request multiple certificates simultaneously

e Approval Processes - Workflow-based certificate approval mechanism

Automated Lifecycle Management

Automatically manage your certificates:

Automatic Renewal Automatically renew certificates before they expire. The system automatically initiates renewal
operations based on the threshold values you define.

Flexible Thresholds Ability to customize renewal scheduling. You can define different renewal policies for each
certificate type or environment.

Smart Notifications Receive automatic alerts for critical events. Instant notifications for renewal failures,
approaching expirations, and other important situations.

Seamless Transition Zero-downtime certificate updates. Perform certificate renewal operations in your production

environments without experiencing interruptions.

Secure Key Management
Securely store your private keys:
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e Hardware Security Module (HSM) Support - Highest security level with hardware security module integration
« Encrypted Storage - Comprehensive data protection with encryption at rest and in transit
« Key Rotation - Maintain security standards with periodic key renewal

» Access Control - Prevent unauthorized use with role-based key access

Centralized Monitoring and Reporting

Track all CA operations:

o Detailed Audit Logs - Recording every operation and historical tracking
+ Performance Metrics - CA usage statistics and analytics

+ Alarms and Notifications - Automatic alerts for abnormal situations

Supported CA Providers

EXTENSIVE CA SUPPORT

SecTrail CM integrates with industry-standard CA systems. Whether you use enterprise, public, or ACME
protocol CAs - manage them all from a single platform.

Category CA Provider Use Case Key Features

** Enterprise Microsoft AD CS Enterprise Windows PKI  Windows integration, template support, auto-

CA**
HashiCorp Vault Cloud-native & DevOps
PKI
** External CA** DigiCert Public SSL/TLS
certificates
GlobalSign Internationally trusted

CA

*»* ACME CA** Let's Encrypt Free automatic SSL

ZeroSSL Let's Encrypt alternative
Buypass Free CA option

Google Trust GCP optimized
Services

SSL.com ACME commercial CA

Security and Compliance

enrollment

Dynamic secrets, short-lived certificates,
Kubernetes support

OV/EV/DV certificates, CertCentral API, loT/code
signing

SSL/TLS, code signing, Atlas Platform integration

Domain validation, wildcard support, 90-day
automatic renewal

Free SSL, automatic validation
ACME protocol, Norway-based trusted CA

Optimized for Google Cloud Platform

Various certificate types, ACME support

SECURITY AND COMPLIANCE

SecTrail CM supports the highest security and compliance standards in certificate management.
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Integration and Automation

API AND AUTOMATION

With SecTrail CM's powerful API, you can automate all your CA operations and integrate them into your
DevOps processes.

API Features

SecTrail CM offers comprehensive API support for CA management.

Automation Scenarios

Automatic Certificate Request - Generate signing request (CSR) and send to CA
Automatic Renewal - Renew certificates before expiration

Automatic Deployment - Automatic deployment of new certificates

Automatic Revocation - Certificate revocation when necessary

Automatic Monitoring - Monitor certificate statuses

Get Started

User Guide: CA Management - CA integration and configuration steps
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System Integrations

SecTrail CM automates certificate management by directly integrating with critical systems in your enterprise
infrastructure.

WHY IS SYSTEM INTEGRATION IMPORTANT?

Manual certificate deployment is time-consuming, error-prone, and risky. With automatic integrations,
certificate exchange processes are performed securely and quickly without human intervention.

Overview

SecTrail CM's System Integrations module automates one of the most critical stages of certificate lifecycle
management: certificate deployment and exchange processes. The platform ensures secure certificate updates
by establishing agentless connections to target systems.

Key Features

Automatic Deployment Renewed certificates are automatically deployed to relevant systems
Agentless Architecture Integration without requiring agent installation on target systems
Secure Communication Connection through secure protocols like SSH, HTTPS, WinRM

I« Rollback Support Automatic rollback to previous certificate in case of error
Multi-platform Load balancer, firewall, web server, and application server support

Supported Integrations

SecTrail CM integrates with leading load balancer, firewall, web server, and application server platforms in the
industry.

Load Balancer and Application Delivery Controller (ADC)

Platform (VET-Nor: 11
F5 BIG-IP Load balancing, SSL offload, high availability
Citrix NetScaler (ADC) Application delivery, remote access gateway, SSL offload

Firewall and Security

Platform Use Cases
Palo Alto Networks SSL inspection, forward proxy, GlobalProtect
Fortinet FortiWeb Web application firewall, OWASP protection
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Web Servers

NGINX Reverse proxy, API gateway, microservices
Apache HTTP Server Traditional web server, PHP applications
s Windows environments, ASP.NET, SharePoint

Application Server

Platform Use Cases
Apache Tomcat Java web applications, Spring Boot
Java Keystore (JKS) Java applications, Kafka, Elasticsearch

Certificate Store

Platform Use Cases

Windows Certificate Store Windows servers, domain environments, Active Directory

Automatic Certificate Exchange Process

SecTrail CM fully automates the certificate exchange process and provides error checking and rollback support
at each step:

Step Stage Operation In Case of Error

1d Connection Secure connection to target system ['] Operation canceled,
(SSH/WinRM/API) and access control send notification

20 Backup Backup of existing certificate (certificate + key + ['] Stop operation, safe
config) exit

30 Deployment Secure transfer of new certificate files to target Restore old certificate
system

40 Configuration Certificate configuration update Restore from backup

50 Service Update Service reload Restart with old

certificate

60 [x] Validation SSL/TLS connection and accessibility test Complete rollback

70 Notification Success/error status reporting, audit log recording, [OK] Rollback notification
dashboard update sent

AUTOMATIC ROLLBACK GUARANTEE

If an error is detected at any step, the system automatically returns to the previous working state. The old
certificate is preserved, and no service interruption occurs.
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Integration Advantages

Operational Efficiency

Advantage Description

& Time Savings Minutes instead of hours by automating manual operations
Error Minimization 99.9%+ success rate by eliminating human errors
24/7 Operation Automatic certificate renewal outside business hours
Scalability Simultaneous certificate deployment to hundreds of systems
Security
Advantage Description
@ Timely Renewal Eliminate expired certificate risk
Centralized Control Single-point management of all certificates
Secure Communication Secure protocols like SSH, TLS, WinRM
Audit Trail Detailed recording of every operation
Get Started

e User Guide: CA Management - CA integration and configuration steps
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Certificate Workflow

SecTrail CM's Certificate Workflow module automates the certificate lifecycle from end to end, minimizing manual
intervention.

WHY IS WORKFLOW AUTOMATION IMPORTANT?

Manual certificate renewal and deployment processes create forgotten renewal dates, interruption risks, and
operational overhead. With automatic workflows, certificates are renewed before expiration and deployed to
systems seamlessly.

Overview

SecTrail CM's Workflow module manages the automatic renewal, approval, and deployment to target systems
processes of certificates. A customizable workflow can be defined for each discovered certificate, and the entire
process can be automated from end to end.

Automatic Workflow Process

| |
| Certificate Workflow Scenario
L |

Certificate Detection

\Y%

® Renewal Time (30 days before)
\Y%

CA Selection

\Y%

[OK] Approval Process

Y

Obtain New Certificate

Y

Install on Target Systems
Y

[x] Test and Notify

SecTrail CM fully automates the certificate renewal process and records every step:
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Stage Description

Discovery and Monitoring Certificates detected by the Certificate Discovery module are continuously monitored
@ Automatic Trigger Workflow is initiated based on defined threshold values

Authority Selection CA selection based on existing authority or policies and integration status check

[OK] Approval Mechanism Optional manual checkpoint (recommended for production)

Certificate Request Automatic communication with CA and certificate acquisition

Automatic Deployment Deployment to target systems (web servers, load balancers, firewalls, cloud platforms)

[x] Validation & Notification SSL/TLS tests, accessibility checks, and reporting

ROLLBACK SUPPORT

Error checking is performed at each step, and automatic rollback is performed if necessary.

Workflow Advantages

Operational Efficiency

& Time Savings Reduce labor costs by automating manual processes

Error Minimization 99.9%+ success rate by eliminating human errors

24/7 Automatic Operations Continuous certificate management outside business hours
Scalability Simultaneous workflow management for hundreds of certificates

Security and Compliance

Advantage Description

@ Timely Renewal Completely eliminate expired certificate risk
Complete Audit Trail Detailed recording of every operation
Centralized Control Single-point management of all workflows

Workflow Configuration

SecTrail CM allows you to create customized workflow templates for different certificate groups:

¢ Renewal Thresholds: Custom trigger times based on certificate type
e Approval Rules: Multi-layer approval mechanisms for critical systems
e Deployment Targets: System groups for automatic deployment

» Notification Settings: Email, SNMP Trap

¢ Rollback Policies: Automatic or manual rollback on error
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Get Started

e User Guide: Workflow - CA integration and configuration steps
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RBAC and Authorization

SecTrail CM offers a secure and flexible authorization system with enterprise-level Role-Based Access Control
(RBAC). Centrally manage all security layers from user management to permission control.

WHY RBAC?

Certificate management is a sensitive operation. Wrong people performing critical operations can lead to
security breaches. With RBAC, you ensure that each user has only the permissions appropriate for their role.

CORE PRINCIPLES
e Least Privilege - Users are given only the minimum permissions they need
e Separation of Duties - Critical operations are distributed among different roles

o Defense in Depth - Multi-layered security control is provided

Key Features

Flexible User Management

SecTrail CM supports multiple user sources to meet different enterprise needs:

Active Directory (AD) /| LDAP Integration

Use your existing enterprise identity infrastructure:

e Automatic Synchronization - User information is automatically updated
¢ Group-based Management - Map AD groups directly to roles

¢ Centralized User Management - User addition/removal is done in AD

Local User Accounts

Independent user management:

e For external consultants and temporary users
o Alternative for users without AD access
e Customizable password policies

e Manual user creation and management

Hybrid Management

You can use both methods simultaneously. For example, employees can log in with AD while external consultants
can use local accounts.

Role-Based Access Control (RBAC)

Powerful and flexible role management system:

Hierarchical Role Structure

e System Roles - Immutable predefined roles
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e Custom Roles - Create roles specific to your organization

¢ Role Inheritance - Roles inheriting permissions from each other

Granular Permission Control

Separate permission definition for each operation (CRUD + Execute model):

Permission Description Example

Create Add new resource Create new certificate request
Read View information View certificate details

Update Modify existing resource Update certificate information
Delete Remove resource Delete certificate or CA
Execute Trigger operation Certificate renewal, deployment

Organization and Group Management

User Groups

Organize users:

« Department-based - IT, DevOps, Security, Network teams
e Project-based - Teams for specific projects
* Region/Location-based - Istanbul, Ankara, 1zmir offices

« Bulk Role Assignment - Automatic role distribution to groups

Dynamic Membership

Automatic group membership management:

e AD Group Synchronization - Active Directory groups are automatically synchronized
* Rule-based Assignment - Automatic group membership based on user attributes

e Attribute Filtering - Filtering based on attributes like department, title, location

Detailed Audit and Monitoring

Record all authorization operations and meet compliance requirements:

User Activity Log

Monitor all user interactions:

e [OK] Who logged into the system when?
e [OK] What operations were performed?
o [OK] Which resources were accessed?
e [OK] Failed login attempts

e [OK] IP address and user agent information

Role and Permission Changes

Track authorization changes:
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e Role Assignment/Removal - Who assigned/removed which role to whom, when?
e Permission Changes - Which permissions were added/removed?
e Group Membership Changes - Complete history of group memberships

e Change Author Information - The person who made each change is recorded

Compliance Reports

Audit and compliance reports:

e User Access Rights - Report of each user's permissions

e Activellnactive User List - User analysis by usage status

e Last Login Times - User activity tracking

¢ Permission Change History - Changes made within a specific date range

e Privileged User Report - List of highly authorized users

Predefined Roles

SecTrail CM offers ready-made roles for quick setup:

Role Description Basic Permissions Use Case
Admin System administrator with all - All modules: full access For system administrators and IT
permissions - User management leaders

- System settings
- Role definition

API System user for API access - Certificates: read, For automation and integration
execute systems
- Integrations: execute
- API: full access

CUSTOM ROLE DEFINITION

These roles meet basic needs. You can create new roles based on your organization's special requirements
or customize by cloning existing roles.

Use Cases

Scenario 1: Department-based Access
Situation: IT department manages all certificates while DevOps team only sees and can renew certificates for their
own projects.

Solution:

e |IT team is assigned the certificate Manager role
e Acustom DevOps Certificate Operator role is created for DevOps team
e Access is restricted with project-based tags
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Roles:
— IT Team -> Certificate Manager (all certificates)
L— DevOps Team -> DevOps Certificate Operator (only tag:project=devops)

[OK] Scenario 2: Approval Mechanism
Situation: Junior employees can create certificate requests but cannot deploy certificates to production
environment without manager approval.

Solution:

e Juniors getthe certificate Requester role (create, read permissions)
e Managers getthe certificate Approver role (execute, deploy permissions)

e Approval mechanism is set up with workflow system

Workflow:

1. Junior -> Creates certificate request (create)

2. Manager -> Reviews and approves request (approve)
3. System -> Deploys approved certificate (execute)

Scenario 3: External Consultant Access

Situation: Temporary consultant workers can be given limited-time and read-only access to specific certificates.
Solution:

e Local user account is created (outside AD)
e External Auditor role is assigned (read-only permissions)
e Account expiration date is set

e Access is restricted to specific certificate groups

Consultant Profile:

— User Type: Local (outside AD)

— Role: Certificate Viewer (read-only)

— Access Duration: 90 days

L— Restriction: Only "Production-Web" certificates

Scenario 4: Multi-Tenant Structure

Situation: Different companies or business units can use the same platform but cannot access each other's data.
Solution:

e Separate organization is defined for each company/unit
e Organization-based data isolation is provided

e Users access only their organization's data

Organization Structure:

— Company A

| F— Users: useri@companyA.com, user2@companyA.com
| '— certificates: *.companyA.com
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— Company B
| — Users: useri@companyB.com, user2@companyB.com
| “— certificates: *.companyB.com

L— company C
— Users: useril@companyC.com
L— certificates: *.companyC.com

MORE INFORMATION

Review the User Guide: RBAC Management page for user management and role configuration.
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Introduction

SecTrail CM offers two main integration categories to automate every phase of the certificate lifecycle: Certificate
Authority (CA) integrations and System Integrations.

Integration Types

Certificate Authority (CA) Integrations

CA integrations automate certificate acquisition and renewal processes. SecTrail CM works seamlessly with both
public and private certificate authorities, fully automating certificate requests, approval processes, and certificate
acquisition.

Key Features:

e Automatic certificate request and approval process

e Automatic renewal

Multi-CA support

Template-based request management

e API-based secure communication

Supported CA Types:

CA Type Integrations

Public CA DigiCert, GlobalSign
Private CA Microsoft ADCS, HashiCorp Vault
ACME Let's Encrypt, ZeroSSL

System Integrations

System integrations automate the deployment and management of certificates obtained from CAs to target
systems. They establish secure connections to load balancers, firewalls, web servers, and application servers using
an agent-less architecture to automatically perform certificate exchanges.

Key Features:

e Agent-less architecture

e Secure protocols (SSH, WinRM, HTTPS API)
e Automatic rollback support

e Post-deployment validation

e Detailed audit logs

Supported System Categories:
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Category Integrations

Load Balancer F5 BIG-IP, Citrix NetScaler

Firewall Palo Alto, PaloAlto Panorama, Fortinet FortiWeb, FortiGate, FortiManager
Web Server NGINX, Apache, IIS

App Server Tomcat, Java Keystore

Certificate Store Windows Trust Store
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GlobalSign

SecTrail CM integrates with the GlobalSign ManagedSSL service to centrally manage ordering, renewal, and
revocation of SSL/TLS certificates.

Connection Requirements

Requirement Detail Description
Protocol SOAP API (HTTPS) GlobalSign
ManagedSSL APl is
used
API Endpoint https://system.globalsign.com/kb/ws/v1l/ManagedSSLService? ManagedSSL SOAP
wsdl service
Authentication Basic Authentication Authentication with

Username and

Password
User ManagedSSL API Access Certificate order, query,
Permission and management
permission

Automatic Operations

SecTrail CM automatically performs the following operations on GlobalSign:

1. Certificate Order: Creating a new SSL/TLS certificate request
2. Order Query: Viewing the status of existing certificate orders
3. Certificate Renewal: Renewing certificates about to expire

4. Certificate Revocation: Revoking certificates that are no longer used or compromised

Configuration Steps

1. Add GlobalSign Profile

Navigate to Certificate Authorities (CA) > GlobalSign > Accounts and click the Add New Global Sign Profile
button:
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Add New Global Sign Profile

Name * globalsign

© Enter a descriptive name for this GlobalSign profile

URL* globalsign. ervice?wsdl

@ GlobalSign WSDL service URL (default: hitps://system.globalsign.com/kb/ws/v2/ManagedSSLService 2wsdi)

Username * sectrailcm

O Enter your GlobalSign API username

Password* e
© Enter your GlobalSign API password
First Name * Bntpro
@ Enter the first name of the contact person for certificate requests.
Last Name * SecTrail
@ Enter the last name of the contact person for certificate requests
Phone® e
© Enter the contact phone number for certificate requests
E-mail * sdg-dev@bntpro.com
@ Enter the contact email address for certificate requests
O Enable @ Disable
Proxy

@ Enable proxy if your network requires proxy for external connections

Enter the following information:

e Name: Give a descriptive name for the profile

e URL: GlobalSign ManagedSSL API endpoint address

* https://system.globalsign.com/kb/ws/v1l/ManagedSSLService?wsdl

e Username: Your GlobalSign API username

e Password: Your GlobalSign API password

¢ Proxy: Proxy usage (Enable/Disable). After enabling the proxy, complete your proxy configuration from

Settings -> Proxy settings.

Click Submit button to save the profile.

CONTACT INFORMATION

GlobalSign will use the specified contact information for certificate operations. Ensure this information is

accurate and up-to-date.

2. View GlobalSign Accounts

After adding a profile, it will be displayed in the Certificate Authorities (CA) > GlobalSign > Accounts list:

W Delete m Show 10rows ~  Select ~ Search:

Name URL T Username Domain Details

globalsign globalsign. sectrailcm DSMS10000018111 - bntpro.com.tr ‘) P
Showing 110 1 of 1 entries 0 columns selected 0 cells selected Previous - Next

© Info

The list screen displays the following information:

¢ Name: Profile name
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e URL: API endpoint address

¢ Username: Username

¢« Domain Details: Associated domain information

Account Operations

The following operations can be performed for each profile:

» Refresh (): Refresh profile information
o Edit (): Edit profile settings
e Delete (): Delete profile

View Certificate Orders

After GlobalSign integration, you can view all your certificate orders:

Navigate to Certificate Authorities (CA) > GlobalSign > Orders:

GlobalSign Orders
W Delete m Show 25rows ~  Select ~ Search:

Order Request Date Order 1 Ccommon Name Product Status Days Revoke Certificate Renew Certificate
e B = ] — S

2026-03-24 BNTO260324154009 local.bntpro.com.r m

2026-03-18 BNTO260318153118 test1.bntpro.com.tr PV m 158 n

2026-03-09 BNTO260309151521 deneme-test.bntpro.com.ir PV m 149 B

2026-02-20 BNTO260220149201 mobilt.bntpro.com.r PV m 330 n

2026-02-18 BNTO260218148952 test2.bntpro.com.tr PV m 328 n

2026-02-17 BNTO260217148775 test3.bntpro.com.tr PV m 327 n

2026-02-15 BNTO260215148523 trontpro.com.tr PV m 325 n

2026-01-07 BNTO260107142591 deneme.bnpro.com.ir PV m 286 n

2025-12-29 BNTO251229141570 citrix.bntpro.com.r PV 277 n

2025-12-18 BNTO251218140468 mobil.bntpro.com.tr PV m 266 n

2025-12-18 BNTO251218140467 deneme.isbank.com.r PV m 266 a
Showing 1 to 12 of 12 entries 1 row selected 0 columns selected 0 cells selected Previous - Next

@ Info a

Order Information

Field Description

Order Request Date Certificate request date

Order GlobalSign order number

Common Name Domain name where the certificate will be used
Product Certificate product type

Status Certificate status (Issued, Pending, etc.)

Days Remaining validity period (days)

©2026 SecTrall 48 /239



SecTrail CM 3.1 Integrations — CA v2.7.0

Certificate Statuses
e Issued : Certificate successfully issued and active
e Pending : Order is being processed
e Revoked : Certificate revoked

e Expired : Certificate expired

Certificate Management

Certificate Renewal (Renew)

To renew certificates about to expire:
1. Navigate to Certificate Authorities (CA) > GlobalSign > Orders
2. Find the certificate you want to renew
3. Click Renew Certificate button ( green icon)

4. Confirm the renewal

RENEWAL TIMING

It is recommended to start renewing certificates at least 30 days before the expiration date.

Certificate Revocation (Revoke)

To revoke compromised or no longer used certificates:
1. Navigate to Certificate Authorities (CA) > GlobalSign > Orders
2. Find the certificate you want to revoke
3. Click Revoke Certificate button ( red icon)

4, Confirm the revocation

REVOCATION PROCESS

Once a certificate is revoked, this action cannot be undone. A revoked certificate can no longer be used.
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DigiCert

SecTrail CM integrates with the DigiCert API service to centrally manage ordering, renewal, and revocation of
SSL/TLS certificates.

Connection Requirements

Requirement Detail Description

Protocol REST API (HTTPS) DigiCert REST API is used

API Endpoint https://www.digicert.com/services/v2/ DigiCert API v2 service

Authentication API Key Authentication Authentication with API Key

User DigiCert APl Access Certificate order, query, and management
Permission permission

Automatic Operations

SecTrail CM automatically performs the following operations on DigiCert:

1. Certificate Order: Creating a new SSL/TLS certificate request

2. Order Query: Viewing the status of existing certificate orders

3. Certificate Renewal: Renewing certificates about to expire

4. Certificate Revocation: Revoking certificates that are no longer used or compromised

5. Certificate Download: Automatic downloading of issued certificates

Configuration Steps

1. Add DigiCert Profile

Navigate to Certificate Authorities (CA) > DigiCert > Accounts and click the Add New DigiCert Profile button:

Name * digicert

@ Enter a descriptive name for this DigiCert profile

URL* https:/www.digicert.com/servicesiv2/

@ DigiCert API service URL (default: hiips:/www. digicert com/servicesh/)

APl Key

© Enter your DigiCert AP! key

Proxy OEnable @ Disable

@ Enable proxy if your network requires proxy for external connections

Enter the following information:

e Name: Give a descriptive name for the profile
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e URL: DigiCert API endpoint address

e https://www.digicert.com/services/v2/
e API Key: Your DigiCert API key

e Proxy: Proxy usage (Enable/Disable). After enabling the proxy, complete your proxy configuration from
Settings -> Proxy settings.

Click Submit button to save the profile.

API KEY

You can create your DigiCert API key from the DigiCert account management panel. Ensure that the API key
has sufficient permissions.

2. View DigiCert Accounts

After adding a profile, it will be displayed in the Certificate Authorities (CA) > DigiCert > Accounts list:

IR stowtorons- select Searh:
Name T uRL Domain Details
digicert https:/Awww.digicert.com/services/v2/ 1923220 - register.sectrail.com o 0
1923220 - tester-digicert. sectrail.com
Showing 110 10f 1 entries 0 columns selected 0 cells selected Previous - Next
@ Info +

The list screen displays the following information:

¢ Name: Profile name
e URL: API endpoint address

e Domain Details: Associated domain information

Account Operations

The following operations can be performed for each profile:

+ Refresh: Refresh profile information
o Edit: Edit profile settings

e Delete: Delete profile

View Certificate Orders

After DigiCert integration, you can view all your certificate orders:

Navigate to Certificate Authorities (CA) > DigiCert > Orders:

©2026 SecTrall 51/239



SecTrail CM 3.2 Integrations — CA v2.7.0

Digicert Orders
W Delete | STEEA  Show 25rows > Select ¥ Search:

Created At 1 Order Common Name Product Status Days Revoke Certificate Fetch Certificate Renew Certificate
2026-03-24 16:11:51 1488552824 dvtester.sectrail.com RapidSSL Standard DV SSL m 0
2026-03-24 16:01:34 1488548555 dvtester.sectrail.com RapidSSL Standard DV m 33 B
2026-03-24 15:58:09 1488547062 dvtester.sectrail.com RapidSSL Standard DV m 33 B
2026-03-24 15:36:18 1488538440 dvtester.sectrail.com RapidSSL Standard DV SSL Pending 0 n
2026-03-09 05:10:05 1477016322 dvtester.sectrail.com RapidSSL Standard DV m -49 n
2026-03-06 11:46:50 1475547720 dvtester.sectrail.com RapidSSL Standard DV m 51 n
2026-01-26 20:48:55 1445569882 dvtester.sectrail.com RapidSSL Standard DV Pending 0 ﬂ
2026-01-26 20:35:29 1445564170 dvtester.sectrail.com RapidSSL Standard DV Pending 0 n
2025-12-30 15:02:40 1424164160 dvtester.sectrail.com RapidSSL Standard DV Pending 0 n
2025-12-17 17:09:45 1414935382 dvtester.sectrail.com RapidSSL Standard DV Pending 0 n
Showing 1 to 10 of 10 entries 0 columns selected 0 cells selected Previous ' Next
© Info o

Order Information

Field Description

Created At Certificate request date and time

Order DigiCert order number

Common Name Domain name where the certificate will be used
Product Certificate product type (e.g., RapidSSL Standard DV)
Status Certificate status (Issued, Expired, Renewed, Revoked)
Days Remaining/elapsed validity period (in days)

Certificate Statuses
e Renewed: Certificate renewed and active
o Expired: Certificate expired (negative day value)
e Revoked: Certificate revoked

» Issued: Certificate successfully issued and active

Certificate Management

Download Certificate (Fetch)

To download issued certificates:

1. Navigate to Certificate Authorities (CA) > DigiCert > Orders
2. Find the certificate you want to download
3. Click Fetch Certificate button

4. Certificate is automatically downloaded and added to the system
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AUTOMATIC DOWNLOAD

Certificates issued by DigiCert can be automatically downloaded to the system. This feature eliminates the
need for manual downloading.

Certificate Renewal (Renew)

To renew certificates about to expire:

1. Navigate to Certificate Authorities (CA) > DigiCert > Orders
2. Find the certificate you want to renew
3. Click Renew Certificate button

4, Confirm the renewal

RENEWAL TIMING

It is recommended to start renewing certificates at least 30 days before the expiration date. Negative values in
the "Days" column indicate expired certificates.

Certificate Revocation (Revoke)

To revoke compromised or no longer used certificates:
1. Navigate to Certificate Authorities (CA) > DigiCert > Orders
2. Find the certificate you want to revoke
3. Click Revoke Certificate button

4, Confirm the revocation

REVOCATION PROCESS

Once a certificate is revoked, this action cannot be undone. A revoked certificate can no longer be used.
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Microsoft ADCS

SecTrail CM integrates with Microsoft Active Directory Certificate Services (ADCS) to enable automatic requesting
and management of enterprise SSL/TLS certificates.

Connection Requirements

Requirement Detail Description

Protocol HTTPS Certificate Enrollment Web Service is used
Port 443 (default) Standard HTTPS port

Authentication NTLM / Kerberos authentication Windows authentication

User Permission Certificate request and enrollment Certificate request and enrollment permission

Automatic Operations

SecTrail CM automatically performs the following operations on Microsoft ADCS:

1. Certificate Request: CSR submission

2. Certificate Enrollment: Certificate issuance through ADCS

3. Template Management: Using different certificate templates

4. Automatic Approval: Automatic approval for configured templates

5. Pending Order Tracking: Tracking certificates awaiting CA manager approval

Configuration Steps

1. Add ADCS Service
Navigate to Certificate Authorities (CA) > ADCS > Accounts and click the Add New ADCS Service button:

Edit ADCS

Domain Name * BNTPRO
© Enter the Active Directory domain name (e.g., company.ocal)

Hostname * WIN-KNBO4LQAV49.bntpro-viab.com
© Enter the ADCS server hostname or FQDN (e.g., ca-server.company.local)

Device Users * test v
© Select credentials to authenticate with the ADCS server

Port * 443
@ Enter the port number for ADCS service (default: 443 for HTTPS)

Priority 1 v
© Set deployment priority (lower numbers deploy first)

Auth Method Kerberos v
© Select authentication method: NTLM (challenge-response) or Kerberos (ticket-based)

Enter the following information:

©2026 SecTrall 54 /239



SecTrail CM 3.3 Integrations — CA v2.7.0

e Domain Name: Active Directory domain name
e Hostname: Hostname of the ADCS server

o Username: Username for ADCS access. You can create a user from Automation > Device Users and select
it here.

e Port: ADCS Web Enrollment service port (default: 443)
e Priority: Service priority level (between 1-10)

e Auth Method: Authentication method (NTLM / Kerberos)

Click Submit button to save the service.

2. View ADCS Services
After adding a service, it will be displayed in the Certificate Authorities (CA) > ADCS > Accounts list:

+ Create | JSTLEA  Show 10rows > Select v Search
Domain Name T Hostname Username Port Priority Templates
BNTPRO WIN-KNBO4LQAV49.bntpro-viab.com bntpro-vlab.com\\administrator 443 1 user (5] Va
efs
administrator
efsrecovery
webserver
subca
sectrail web server
copyofsectrailwebserver-approvalrequired
copy of code signing
Showing 1to 1 of 1 entries 0 columns selected 0 cells selected Previous - Next
@ Info +

The list screen displays the following information:

Domain Name: The Active Directory domain name that SecTrail CM connects to when submitting certificate
requests. All ADCS requests are routed to the ADCS server within this domain.

Hostname: The network address of the ADCS server.
Username: The account name used to authenticate against the ADCS server.
Port: The port number the ADCS Web Enrollment service listens on (default: 443).

Priority: Determines which server takes precedence when multiple ADCS services are configured (1-10, lower
value means higher priority).

Templates: The list of certificate templates fetched from this ADCS server, available for use during certificate
signing.

Service Operations
The following operations can be performed for each service:

» Refresh: Re-fetches service information and the template list from the ADCS server
» Edit: Edit service connection settings

e Delete: Delete service

Orders

After submitting a certificate request to ADCS, you can track all pending and completed orders from:
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Certificate Authorities (CA) > ADCS > Orders

ADCS Orders
EEZBIEEEEE svovesrows- seea- Search:

Created At +  RequestID Common Name ADCS Domain Template Status Fetch Certificate

n L __—

Certeate issued successful
@ DNS Names: sec.local

o 2026-04-21 13:11:04 632 deneme.local BNTPRO sectrail web server m

o 2026-04-15 13:04:12 625 testerdeneme BNTPRO sectrail web server m

o 2026-04-15 13:02:05 624 deneme.local BNTPRO sectrail web server m

o 2026-04-01 13:29:53 609 fmg3.bntpro-viab.com bntpro-vlab.com sectrail web server m

o 2026-04-01 13:29:34 608 fmg2.bntpro-viab.com bntpro-vlab.com sectrail web server m n

o 2026-04-01 13:20:24 607 fmg?1.bntpro-viab.com bntpro-viab.com sectrail web server m

o 2026-03-31 14:45:11 606 psslsectrail2.local bntpro-viab.com sectrail web server m

o 2026-03-31 14:44:53 605 psslsectrailt.local bntpro-viab.com sectrail web server m n

o 2026-03-24 15:01:29 589 tester.sectrail.local bntpro-viab.com sectrail web server m

Showing 1 to 10 of 10 entries 1 row selected 0 columns selected 0 cells selected

Previous - Next
© Info +

About Approval-Based Templates

Some ADCS certificate templates require CA manager approval before issuance. When a certificate is requested
using one of these templates, the request is not issued immediately — it is queued and must be manually approved
by a CA administrator on the ADCS server.

TRACKING PENDING REQUESTS

If you submitted a certificate request using an approval-required template and the certificate has not been
issued yet, navigate to Certificate Authorities (CA) > ADCS > Orders to check its status. Once the CA
manager approves the request on the ADCS side, you can use the Fetch action to retrieve the issued
certificate into SecTrail CM.

Order Fields

Field Description

Created At Date and time the request was submitted to the ADCS server

Request ID The request ID returned by ADCS after submission

Common Name The domain name for which the certificate will be issued

ADCS Domain The Active Directory domain name the request was routed to

Template The ADCS certificate template used for signing

Status The current status of the order (Issued, Pending, Denied)

Fetch Certificate Action button used to import the issued certificate into the SecTrail CM inventory
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Order Statuses
e Issued : Certificate has been approved and issued — use Fetch to retrieve it
¢ Pending : Awaiting CA manager approval on the ADCS server

e Denied : Request was rejected by the CA manager

Order Operations
e Fetch: Retrieve the issued certificate into SecTrail CM inventory

¢ Delete: Remove the order record

APPROVAL-BASED WORKFLOW

If your organization uses approval-required ADCS templates, coordinate with your CA administrator to
approve pending requests. After approval, return to Certificate Authorities (CA) > ADCS > Orders and use
Fetch to import the certificate.

CERTIFICATE SIGNING

With ADCS integration, you can perform certificate signing with your desired template. Template selection
determines the certificate's validity period, purpose, and security level.
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ACME - Automatic Certificate Management

SecTrail CM integrates with all Certificate Authority systems that support the ACME (Automatic Certificate
Management Environment) protocol, enabling automatic ordering, renewal, and management of SSL/TLS
certificates.

Supported ACME Providers

SecTrail CM is compatible with the following Certificate Authorities that support the ACME protocol:

e Let's Encrypt - Most popular ACME provider for free DV certificates

e Let's Encrypt Staging - Test server for test and development environments
e ZeroSSL - ACME service providing free SSL certificates

e Buypass - Norway-based free Certificate Authority

e Buypass Staging - Buypass test environment

e SSL.com RSA - SSL.com commercial certificates with RSA algorithm

e SSL.com ECC - SSL.com certificates with ECC (Elliptic Curve) algorithm

e Google Trust Services - Google's enterprise ACME service

e Google Trust Services Staging - Google test environment

» DigiCert - DigiCert ACME service (enterprise)

ACME PROTOCOL

ACME protocol is an open standard (RFC 8555) that enables automation of the certificate lifecycle. This
documentation will explain integration steps using Let's Encrypt as an example.

Connection Requirements

Requirement Detail Description

Protocol ACME v2 (HTTPS) RFC 8555 standard

Authentication Email ACME account registration

Validation Methods DNS-01, HTTP-01 Domain ownership validation

DNS-01 Port 53 (DNS) Required for Domain Delegation (optional)
HTTP-01 Port 80 (HTTP) Required for HTTP validation (optional)
DNS Integration PowerDNS, Akamai Recommended for DNS-01 automation

Automatic Operations

SecTrail CM automatically performs the following operations through the ACME protocol:

1. ACME Account Registration: Creating an ACME account for certificate orders
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2. Certificate Order: Creating a new SSL/TLS certificate request

3. Domain Validation: Domain validation via DNS-01 or HTTP-01 challenge

4. Automatic DNS Record Management: Automatic creation and deletion of DNS validation records
5. Certificate Issuance: Automatic retrieval of the certificate

6. Certificate Renewal: Automatic renewal of certificates about to expire

7. Certificate Deployment: Automatic addition of issued certificates to the system

Configuration Steps

1. Create ACME Account

Navigate to Certificate Authorities (CA) > ACME > Accounts and click the Register button:

Register ACME Account

E-mail sdg-dev@bntpro.com
© Enter the email address associated with the certificate.
Vendor * Let's Encrypt
© Select the ACME account to be used for certificate issuance
- i O
External Account Binding © Disable O Enable
@ Enable External Account Binding (EAB) if your ACME provider requires it for

Enter the following information:

e E-mail: Email address for ACME account

e Vendor: ACME provider selection
e Let's Encrypt

e Let's Encrypt Staging

e ZeroSSL

e Buypass

e Buypass Staging

e SSL.com RSA

e SSL.com ECC

e Google Trust Services

e Google Trust Services Staging

e DigiCert

e Use External Account Binding: Required for some providers (default: Disable)

account registration

Click Submit button to create the ACME account.

ACCOUNT REGISTRATION

When an ACME account is created, a key pair is automatically generated and registration is performed.

Account information is securely stored.
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2. View ACME Accounts
After adding an account, it will be displayed in the Certificate Authorities (CA) > ACME > Accounts list:

Accounts

+ Register | W Delete m Show 10rows~  Select ~ Search:
E-mail Vendor Status. Endpoint Created At 4
salih.demir@bntpro.com ZeroSSL valid https://acme.zerossl.comA2/DV90 2025-12-17 18:15:37
sdg-dev@bntpro.com Let's Encrypt valid ) 02.api i y 2025-06-23 16:04:08
test@gmail.com Let's Encrypt Staging valid Y taging-v02.api. i y 2025-06-02 17:15:04
deneme@gmail.com Let's Encrypt Staging valid taging-v02.api. i y 2025-05-22 19:49:57
Showing 110 4 of 4 entries 0 columns selected 0 cells selected Previous - Next
© Info +

The list screen displays the following information:

e E-mail: ACME account email address

e Vendor: ACME provider being used

e Status: Account status (valid/invalid)

e Endpoint: ACME directory endpoint URL

o Created At: Account creation date

Account Operations

The following operations can be performed for each account:

o Delete: Delete the account

ACCOUNT DELETION

When an ACME account is deleted, all orders created with this account become invisible. However, issued
certificates remain in the system.

3. Validation Methods

Two different validation methods are used when signing certificates with the ACME protocol:

DNS-01 Validation (DNS Validation)

You must use DNS validation method to sign wildcard certificates.
There are two different methods for DNS validation:

Method 1: Domain Delegation (Recommended)

Requirements:

e SecTrail CM application must have port 53 (DNS) open to the internet

e The _acme-challenge subdomain of the domain to be signed must be delegated to the SecTrail CM server
Configuration:

Create the following NS record in your domain DNS:

_acme-challenge.domainname NS 3600 sectrailcm.server.address
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Advantages:

e Fully automatic process
¢ No manual intervention required

¢ |deal for continuous certificate renewal

Method 2: Manual TXT Record

Configuration:

For each certificate request, you must manually create a TXT record in your domain DNS:

_acme-challenge.domainname TXT 3600 TOKEN_VALUE

Disadvantages:

* Requires manual intervention for each certificate request
» Token value changes for each order

¢ Not suitable for automatic renewal

MANUAL TXT RECORD

This method is not recommended as it requires manual intervention. Domain Delegation or External DNS
integration should be used for automatic certificate renewal processes.

Method 3: External DNS Integration (Recommended)
Supported DNS Providers:

From the Certificate Authorities (CA) > External DNS section, you can configure one of the following DNS
providers:

e PowerDNS - Open source DNS server

o Akamai - Enterprise DNS management
Configuration:

1. Navigate to Certificate Authorities (CA) > External DNS
2. Select your DNS provider
3. Enter API credentials

4, Test and save
Advantages:

e Fully automatic DNS record management
e TXT records are automatically created and deleted
 |deal for wildcard and multi-domain certificates

o Full automation of certificate renewal

DNS INTEGRATION
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With PowerDNS and Akamai integrations, DNS validation records are fully automatically managed. No manual
intervention is required, and certificate renewal processes run uninterrupted.

HTTP-01 Validation (HTTP Validation)

Use Case: Can only be used for single domain certificates. Not supported for wildcard certificates.
Requirements:

1. Port 80 Access: The domain to be signed must respond to HTTP requests on port 80
2. Public IP: The domain's public IP address must be able to receive requests

3. Web Server: There must be a web server configuration for the domain
If Using F5 Load Balancer:

e The domain's public IP must route requests to F5
e You must know which virtual server it lands on

e Access to the /.well-known/acme-challenge/ path must be provided via port 80
ACME Challenge Process:

1. ACME server sends an HTTP GET request to http://domainname/.well-known/acme-challenge/TOKEN
2. Your web server must respond to this request with the validation token

3. Once the token is validated, the certificate is issued

HTTP-01 LIMITATIONS
e Cannot be used for wildcard certificates
e Must be accessible via port 80 (not HTTPS)
e Separate validation required for each domain

e May require load balancer or firewall configuration

VALIDATION METHOD SELECTION
e For Wildcard Certificates: DNS-01 validation must be used (mandatory)
e For Single Domain: HTTP-01 or DNS-01 can be used
e For Automatic Renewal: DNS-01 with External DNS is recommended

¢ For Manual Process: HTTP-01 can be used

4. DNS Integration Configuration

External DNS integration must be configured to use DNS-01 validation.

DNS Challenge Records

When an ACME certificate order is created, TXT records are automatically created for DNS validation:

You can view challenge records in the Certificate Authorities (CA) > ACME > Acme DNS Domains section:
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Acme DNS Domains

| =8 Show 10 rows ~ Search:

Domain T Type T Value Status

_acme-challenge.bntpro.com. PowerDNS 30 "BN2m1WS6BMeNuPTxOdNV_wFDIMRRpzVw4uYwKoYkCo" Not Ready [}

_acme-challenge.tester.sectrail.com. PowerDNS 30 "W3x0XFB-YyqK3ZXX1C2gU7PYxRqdr-E4_QkP7z7k2c8" ¥

_acme-challenge.tester1.sectrail.com. PowerDNS 30 "HMzs1JRBmG3M4P7aJskdTHK_Lyzy6p-AMxHhX_a3vDs" U
Showing 1 to 3 of 3 entries Previous Next

@ Info <P

DNS Record Information

« Domain: Domain where the challenge record will be created (_acme-challenge.example.com)

e Type: DNS record type (PowerDNS, Akamai, etc.)

e TTL: Time to Live value (seconds)
e Value: ACME challenge token value

Status: Record status (Not Ready, Ready, Valid)

AUTOMATIC DNS MANAGEMENT

DNS validation records are automatically added when a certificate order is created and automatically deleted
after validation is complete. No manual intervention required.

DNS Record Statuses
* Not Ready: DNS record created, waiting for propagation
+ Ready: DNS record propagated, validation can be initiated

o Valid: Validation successful, certificate issued

Create Certificate Order

To create a new certificate order via ACME:

Navigate to Certificate Authorities (CA) > ACME > Orders and click the Create ACME Order button:

Create ACME Order

Vendor * rusen.arslan@bntpro.com --- Let's Encrypt v

© Select the ACME account to be used for certifcate issuance

Validation Type * dns-01 v
© Select validation type: dns-01 (DNS validation) or hitp-01 (HTTP validation)
CSR* test.sectrail.com v

© Select the Certifcate Signing Request (CSR) to be signed by the ACME certfcate authority

Domain Name * test.sectrail.com

@ Domain name that wil be validated and included in the certficate

External DNS * PowerDNS v

© Select the exteral DNS provider for ACME validation

Certificate Profile Classic (90 days) v

© Select ACME profie: Classic (90 days valdiy) or Shortived (6 days validy)
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Order Information

Enter the following information:

¢ Vendor: ACME account selection (email --- vendor format)

e Validation Type: Validation method selection

e dns-01: DNS validation (mandatory for wildcard certificates, recommended for single domain)
e http-01: HTTP challenge (only for single domain certificates)

e CSR: Certificate Signing Request selection

e Select from previously created CSRs

e CSRs can be created from the Integration section

e Domain Name: Domain names for the certificate

« External DNS: DNS provider selection for DNS validation (only for dns-01)

o PowerDNS, Akamai, Cloudflare, Route53, etc.

Click Submit button to create the order.

CSR (CERTIFICATE SIGNING REQUEST)

Before creating an order, you need to create a CSR from the Certificates > CSR section. CSR contains the
required domain names, organization information, and public key for the certificate.

View Certificate Orders

To view your ACME certificate orders:
Navigate to Certificate Authorities (CA) > ACME > Orders:

+Create | WDelete | B»Export~ WECWRLILIERGMEETTL 34 Search:
Order Id Domain Name Vendor Validation Type Order Status Order Validation Record Created At +
o  STE0s08eI633 vpn.bntpro.com Let's Encrypt Staging hitp-01 valid oa PRIPQ1L9Zgsx14.51yQ20LL 1AHZ-EtuLw 2026-03-06 12:42:58 B © &
register.sectrail.com hitp-01 TOMyShJnY4{VIYNaVIXoyY.S1yQ23LLy (Q800aCAIEZqQ6W1AHZ-EtuLw
@® External DNS PowerDNS
o  ST-653080519d testert sectrail.com Let's Encrypt Staging dns01 valid HMzs1JRBmGIMAP7aJSkdTHK_Lyzy6p-AMxHhX _a3vDs. 2026-03-06 11:41:24 B © 4
o  ST-438eldfacc testert sectrail.com ZeroSSL dns01 revoked tMVIK6_ WHX293nLBY0BGCgDAZXSAINTGIfISPMII3Ko 2026-03-06 11:30:18 o ¢
ST-2019201559 tester.sectrail.com Let's Encrypt Staging dns01 valid W3XOXFB-YyqKaZXX1C2gU7PYxRqdr-E4_QkP727k2c8 2026-03-06 11:26:55 B © 4
) testert sectrail.com dns-01 IRATGE[0YIUOIXHQZLLOZWAINGTQBW_RrsJeNaYzNO
bntpro.com dns01 OGNV P o
o ST-19958305ef tester sectrail.com ZerosSL dns01 revoked bkm; 4 OXHTFDVI 2026-03-06 10:54:20 o ¢
Showing 1105 of 5 entries 0 columns selected 0 cells selected Previous - Next

Order Information
e Order Id: SecTrail order ID

External DNS: DNS provider being used
« Domain Name: Certificate domain names

Vendor: ACME provider

Account Email: ACME account email
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« Validation Type: Validation method (dns-01 or http-01)

e Order Status: Order status (valid, processing, invalid)
e Order Validation Record: ACME challenge token values

e Created At: Order creation date

Order Operations

The following operations can be performed for each order:

o Refresh Order: Update order status
e Finalize Order: Retrieve certificate when validation is complete
« Download Certificate: Download issued certificate

o Delete Order: Delete order

Order Statuses

e pending: Order created, waiting for validation

ready: Validation successful, ready to finalize

e processing: Certificate is being issued

valid: Certificate issued successfully

invalid: Validation failed

Certificate Lifecycle

1. Order Creation
1. Create CSR (Certificates > CSR)
2. Select ACME account
3. Select validation type and External DNS

4. Create order

2. DNS Challenge (Validation)

After order creation, automatically:

1. DNS validation records are created ( _acme-challenge.example.com )
2. DNS propagation is awaited (typically 30-60 seconds)
3. ACME server validates domain ownership

4. When validation is successful, order status becomes "ready"”

3. Certificate Retrieval (Finalization)
After successful validation:

1. Click Finalize Order button

2. Certificate is automatically issued

3. Order status becomes "valid"

4. DNS validation records are automatically deleted
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4. Certificate Download
1. Click Download Certificate button
2. Certificate is automatically added to the system

3. Can be viewed from the Certificates section

AUTOMATIC OPERATIONS

DNS validation record creation, validation, and certificate retrieval operations are fully automatic. No manual
intervention required.

Certificate Renewal

ACME certificates can be automatically renewed:

1. Select the certificate about to expire from the Certificates section
2. Click Renew button
3. Anew ACME order is automatically created

4. Validation and finalization occur automatically

LET'S ENCRYPT VALIDITY PERIODS

Let's Encrypt certificates are valid for 90 days.
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HashiCorp Vault

SecTrail CM integrates with HashiCorp Vault to enable automatic requesting and management of enterprise
SSL/TLS certificates.

Connection Requirements

Requirement Detail Description

Protocol HTTPS Vault APl is used

Port Used Port Standard Vault API port

Authentication Token Authentication Authentication with Vault token

User Permission PKI Secret Engine Read/Write Certificate request and enrollment permission

Automatic Operations

SecTrail CM automatically performs the following operations on HashiCorp Vault:

1. Certificate Request: CSR (Certificate Signing Request) submission
2. Certificate Enrollment: Certificate issuance through Vault PKI Engine
3. Role Management: Using different certificate roles

4. Automatic Approval: Automatic approval for configured roles

Configuration Steps

1. Add HashiCorp Vault Profile

Navigate to Certificate Authorities (CA) > Hashicorp and click the Create button:

Edit HashiCorp Vault Profile

Name * hashicorp

© Enter a descriptive name for this HashiCorp Vault profile

URL* https://10.34.24.161:8200/v1

© Enter the HashiCorp Vault server URL (e.g., hitps://vault example.com:8200)

Token *

@ Enter your HashiCorp Vault access token for authentication

O Enable @ Disable

© Enable proxy if your network requires proxy for external connections to Vault

Enter the following information:

 Name: Profile name
e« URL: Vault server URL
o Token: Vault API token
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e Proxy: Proxy usage (Enable/Disable). After enabling the proxy, complete your proxy configuration from
Settings -> Proxy settings.

Click Submit button to save the profile.

2. View HashiCorp Vault Profiles
After adding a profile, it will be displayed in the Certificate Authorities (CA) > Hashicorp list:

| DS Show 10rows > Select ~ Search:
Name T uRL Templates
hashicorp hitps://10.34.24.161:8200/1 pki - role1 s s
pki - role2
sectrail_pki - sectrailom_role1
sectrail_pki - sectrailem_role2
Showing 1to 1 of 1 entries 0 columns selected 0 cells selected Previous - Next
© Info +

The list screen displays the following information:

 Name: Profile name
¢ URL: Vault server address

o Templates: Available certificate roles (PKI roles)

Profile Operations

The following operations can be performed for each profile:

» Refresh: Refresh profile information and role list
« Edit: Edit profile settings

o Delete: Delete profile

CERTIFICATE SIGNING

With HashiCorp Vault integration, you can perform certificate signing with your desired role. Role selection
determines the certificate's validity period, purpose, and security level.
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F5 BIG-IP

SecTrail CM enables automatic deployment and renewal of SSL certificates by establishing agentless connections
to F5 BIG-IP devices.

Connection Requirements

Requirement Detail Description

Protocol iControl REST API (HTTPS) F5 BIG-IP's native REST APl is used

Port 443 Standard HTTPS port

Authentication Basic Authentication Authentication via Username and Password
User Permission tmsh + Administrator Certificate upload and configuration permission

Automated Operations

SecTrail CM automatically performs the following operations on F5 BIG-IP:

1. Certificate and Key Upload: Secure transfer of SSL certificate and private key
2. Virtual Server Update: Configuring relevant virtual servers to use the new certificate

3. Configuration Sync: Automatic synchronization to peer devices in HA environments

Configuration Steps

1. Creating F5 BIG-IP User

Navigate to Automation > Device Users and create a user for F5.

USER PERMISSIONS

Ensure the user has tmsh (Traffic Management Shell) permissions.

2. Adding F5 Device to SecTrail CM

Click Automation > Devices > Add New Device button and enter the following information:
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Add New Device

Name * f5-test

© Device name for identification

Device Users * 5 v

P f5-test.sectrail.com

© Device IP address or hostname

Device Type * F5 BIG-IP v
© Select the device type/platform

Deployment Type Override v
Cert Upload Only @ Disable O Enable

Force Sync @ Disable O Enable

Certificate Upload Mode Certificate & Chain (Separate) v
Partition Name all

Execution Server default v

[meey

» Name: Provide a descriptive name for the device

» Device Users: Select the user created in Step 1

e IP: Enter the IP address of the F5 BIG-IP device

e Device Type: Select F5 B1G-IP from the dropdown menu

e Deployment Type: Select Generative or Override mode

e Cert Upload Only: Should only certificate be uploaded? (Disabled/Enabled)

e Force Sync: Should automatic synchronization to standby device be active? (Disabled/Enabled)

o Partition Name: Can be left as all by default

Deployment Type Options
e Generative: SecTrail CM creates a new Client SSL Profile and automatically updates the Virtual Server

e Override: Directly modifies the existing SSL Profile

FORCE SYNC

In HA (High Availability) environments, you can enable Force Sync to ensure automatic synchronization to
the standby device.

AUTOMATIC DISCOVERY

After the F5 device is added to SecTrail CM, the IP addresses and ports of all Virtual Servers defined on the
device are automatically included in the discovery period and scanned regularly.

3. Viewing Device Information

After the device is added, it will be displayed in the Automation > Devices list. Click on the row to view device
details:
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<+ Add New Device | Import | & SyncAll Devices | DEEEN  Show 25 rows ~ Search:  10.34.4.69

Name Type Last Sync Time + Actions

P
n_ o -

Search:

Virtual Server T Profile Name Type P Port Common Name Fingerprint Deploy

10.34.28.17 AppViewX-profile Client-Side 10.34.28.47 443 testa.local 130c4f 19d0abe1sstel g
342b15

adfs_tester_adfs_vs_443 adfs_tester_client-ss|_ST- Client-Side 10.34.24.238 443 denemet.local 48 Oacaf 193 g

150fa81b2c 8f65dct

adfs_tester_adfs_vs_443 adfs_tester_server-ss| Server-Side 10.34.24.238 443 testd7.local 1d467c9736806: Py
0f18¢2259

always-on-vpn always-on-client-ss|_ST- Client-Side 10.34.28.19 443 tesst.com b3d1b708 1c3a620f 6078653 4

Showing 1 to 43 of 43 entries

Showing 1 to 1 of 1 entries (filtered from 9 total entries) 2 rows selected 0 columns selected O cells selected Previous n Next

© Info +

Virtual Server: Virtual Server names defined on the F5 device

¢ Profile Name: SSL profile names

e Type: Client-Side or Server-Side SSL profile type

e Destination Address and Port: IP and port that the Virtual Server listens on
¢ Common Name: Common Name value of the current certificate

e Fingerprint: Certificate fingerprint

o Deploy: For certificate deployment

Certificate Deployment

Step 1: Virtual Server and Certificate Selection
1. Select your F5 device from Automation > Devices
2. In the device details, find the Virtual Server where you want to deploy the certificate
3. Click the Deploy button on the relevant row

4. In the Deploy Certificate window that opens:

e Virtual Servers: Target Virtual Server information is displayed

» Certificate: Select the certificate you want to deploy from the dropdown menu

Deploy Certificate

Virtual Servers 10.34.28.17/10.34.28.17 / 443 / 1

@ Virtual server information where the certificate will be deployed

Certificate test.local - 24-03-2028 12:36:06 v

© Select the certificate to deploy to the virtual server

A Deploy
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Step 2: Starting the Deployment Process

Click the Deploy button to start the certificate deployment process.

Step 3: Process Tracking

The deployment process can be tracked from Automation > Processes:

Generative Mode:

*D Rollback m Show 10 rows ~ Select ~ Show Hide Columns ~ Search: 5

1d Updated At 4 Device IP Device Name Device Type Virtual Server Status
ST-06e606904b 14-04-2026 17:46:32 1034469 15 F5 BIG-IP Standalone Manual-Rollback
C)
10342817 1034.28.17 43 AppViewX-profile

o Certificate file is uploaded successfully © 17:42:50

o Key file is uploaded successfully © 17:42:53

o Chainfile is uploaded successfully © 17:4254

o ClientSSL profile is created successfully © 17:42:56

o Virtual server /Common/10.34.28.17 is updated successfully ©17:43:12

o F5 configuration saved for Task © 17:43:19

o success for Task ST- ©17:43:20

'D ROLLBACK Process (Rollback) 14Apr2026 17:46 —

e VS settings are restored. © 17:46:19
e ClientSSL profile is deleted. © 17:4821
@ Chain is deleted successfully ©17:4623
e Certificate is deleted successfully © 17:4624
@ Key is deleted successfully © 17:4626
@ F5 configuration saved for Task ST- ©17:4632
@ Rollback is successful for Task ST-06e606904b © 17:4632

Override Mode:

EEAEEEE s oo sole~ ShowtideCaum -

Id Updated At 4 Device IP Device Name Device Type Virtual Server Status
ST-beaSecsled  30-04-2026 16:50:04 1034469 15 F5 BIG-IP Standalone ([N R EeTIATION I m e AT ROrE Manual-Rollback
©
briskest 10.34.28.17 443 rusen1
© DEPLOY Process (Success) 30Apr2026 16:47  —
0 Certficate file is uploaded successfully © 16:47:39
o Key file is uploaded successfully © 16:47:41

Chain already exists 0 16:47:41

F5 i ion saved for Task ST- © 16:47:51

o ServerSSL profile is updated successfully © 16:47:44

*D ROLLBACK Process (Rollback) 30 Apr 2026 16:49  —

e ServerSSL profile reverted to the old certificate. © 16:49:53
e The Chain File cannot be deleted because it is in use by a ClientSSL or ServerSSL CertKeyChain Entry © 16:49:55
e The Certificate File cannot be deleted because it is in use by a ClientSSL or ServerSSL CertKeyChain Entry © 16:49:56
e The Key File cannot be deleted because it is in use by a ClientSSL or ServerSSL CertKeyChain Entry © 16:49:57
e F5 i ion saved for Task ST- © 16:50:04
e Rollback is successful for Task ST-bea5ecéfe3 © 16:50:04
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Operation Details

Step  Generative Mode Override Mode

1 Certificate, key, and chain files are uploaded to F5 BIG-IP Certificate, key, and chain files are uploaded to F5
device BIG-IP device

2 A new Client SSL profile is created using the existing Client Existing Client SSL profile is directly updated (no
SSL profile as parent new profile created)

3 The created new profile is assigned to the Virtual Server Certificate in the profile is updated without changing

VS configuration

Rollback Operation

The Manual Rollback feature can be used in case of issues after certificate deployment.

AUTOMATIC ROLLBACK

If an error occurs at any step during the deployment process, the system automatically performs a rollback
and all changes are reverted.

Rollback Steps
1. Navigate to Automation > Processes
2. Find the operation you want to rollback
3. Use the Manual-Rollback option in the Status column

4., Confirm

Operations During Rollback

Step  Generative Mode Rollback Override Mode Rollback
1 VS's previous profile settings are restored Certificate references in the profile are reverted to the old
certificate
2 Profile created during deployment is removed Newly uploaded certificate, key, and chain files are deleted
3 Certificate, key, and chain files are deleted from F5 -
device
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Citrix NetScaler

SecTrail CM enables automatic deployment and renewal of SSL certificates by establishing agentless connections
to Citrix NetScaler Application Delivery Controller (ADC) devices.

Connection Requirements

Requirement Detail Description

Protocol NITRO REST API (HTTPS) NetScaler's native REST APl is used

Port 443 Standard HTTPS port or custom management port
Authentication Basic Authentication Authentication via Username and Password

User Permission Nnsroot or superuser role Certificate upload and configuration permission

Automated Operations

SecTrail CM automatically performs the following operations on Citrix NetScaler:

1. Certificate and Key Upload: Secure transfer of SSL certificate and private key
2. CertKey Creation: Creating and managing certificate-key pairs
3. Virtual Server Binding: Binding certificates to SSL Virtual Servers

4. Configuration Save: Making configuration persistent

Configuration Steps

1. Creating NetScaler User

Navigate to Automation > Device Users and create a user for F5.

2. Adding NetScaler Device to SecTrail CM

Click Automation > Devices > Add New Device button and enter the following information:

Add New Device

Name * netscaler-test

© Device name for identification

Device Users * netscaler

0 sele

dentials for device authentication

[N netscaler-test.sectrail.com

© Device IP address or hostname

Device Type * Citrix NetScaler v

© Select the device typelplatiorm

Cert Upload Only @® Disable O Enable

Execution Server default v
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e Name: Provide a descriptive name for the device

e Device Users: Select the user created in Step 1

e IP: Enter the NSIP address of the NetScaler device

e Device Type: Select citrix NetScaler from the dropdown menu

e Cert Upload Only: Should only certificate be uploaded? (Disabled/Enabled)

AUTOMATIC DISCOVERY

After the NetScaler device is added to SecTrail CM, the IP addresses and ports of all Virtual Servers defined
on the device are automatically included in the discovery period and scanned regularly.

3. Viewing Device Information

After the device is added, it will be displayed in the Automation > Devices list. Click on the row to view device
details:

Devices

+ Add New Device | S Import & Sync All Devices Show 25 rows ~ Search: net
Name P Type Last Sync Time 4 Actions
Search:
Virtual Server T Address CertKey Name SerialNumber Type Deploy
10.34.24.230 10.34.24.230:443 testert 13 ADDRESS Py
10.34.24.231 10.34.24.231:443 testert 13 ADDRESS s
rusentest 0.0.0.0:0 tester2 3740203 1 D5D91DE ADDRESS Py
testert 0.0.0.0:0 testert 13 ADDRESS s
Showing 110 4 of 4 entries
Showing 1 to 1 of 1 entries (filtered from 15 total entries) 2 rows selected 0 columns selected 0 cells selected Previous n Next
@ Info +

 Virtual Server: Virtual Server names defined on the NetScaler device
e Address: IP address and port of the Virtual Server

o CertKey Name: Current certificate-key pair names

o SerialNumber: Certificate serial number

o Type: Shows the address type

» Deploy: For certificate deployment

Certificate Deployment

Step 1: Virtual Server and Certificate Selection

1. Select your NetScaler device from Automation > Devices
2. In the device details, find the Virtual Server where you want to deploy the certificate

3. Click the Deploy button on the relevant row
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4. In the Deploy Certificate window that opens:

e Virtual Servers: Target Virtual Server information is displayed (IP, port, CertKey name)

o Certificate: Select the certificate you want to deploy from the dropdown menu

Deploy Certificate

Virtual Servers 10.34.24.230 / tester! / 2F000000130BC0819364573571000000000013 / 1

© Virual server information where the cerlfiate will be deployed

Certificate. testing - 20-12-2027 07:50:39

© Select the certifcate to deploy 1o the virtual server

4 Deploy

Step 2: Starting the Deployment Process

Click the Deploy button to start the certificate deployment process.

Step 3: Process Tracking

The deployment process can be tracked from Automation > Processes:

Processes
m Show 10rows ~  Select~  Show Hide Columns ~ Search:  nets x
d Updated At 1 Device IP Device Name Device Type Virtual Server Status
ST-4c599d4e7a 14:09-2025 13:42:48  10.34.24.212  netscaler Citrix NetScaler _m Manual-Rollback
C)
10.34.24212 rusentest 00000 tester2_ST-295b4909a
© DEPLOY Process (Success) 14 Sep 2025 13: -
o Certificate file is created or already exists. © 13:42:17
o Key file is created or already exists © 13:42:1
o CertKey is created ©13:42:18
o Existing binding tester2 is unbinded 0 13:42:19
o Configuration success for Task ST-4c599d4e7a 0 13:42:19
*D ROLLBACK Process (Rollback) 14Sep202513:42  —
@ Existing binding is unbinded 0 13:42:46
9 VS settings are restored 0 13:42:46
Existing certkey will be removed if not used © 13:4247

Cert file will be removed if not used ©13:42:4

@ Key file will be removed if not used ©13:42:48

Operation Details

The following steps are performed during deployment:

Step Operation Description

1 Certificate and key file are uploaded to the system
2 Certificate-key pair is created

3 Existing certificate binding is removed

4 New certificate is bound to virtual server

I AUTOMATIC CLEANUP
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I SecTrail CM automatically cleans up unused old certificate and key files after deployment.

Rollback Operation

The Manual Rollback feature can be used in case of issues after certificate deployment.

AUTOMATIC ROLLBACK

If an error occurs at any step during the deployment process, the system automatically performs a rollback
and all changes are reverted.

Rollback Steps
1. Navigate to Automation > Processes
2. Find the operation you want to rollback
3. Use the Manual-Rollback option in the Status column

4. Confirm

Operations During Rollback

Step Operation

1 Old certificate-key pair is preserved

2 Virtual Server's previous binding settings are restored
3 Newly uploaded certificate and key files are deleted
4 Certkey created during deployment is removed
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Palo Alto Networks

SecTrail CM enables automatic deployment and renewal of SSL certificates by establishing agentless connections
to Palo Alto Networks firewall devices.

Connection Requirements

Requirement Detail Description

Protocol XML API (HTTPS) Palo Alto's native XML API is used

Port 443 Standard HTTPS port or custom management port
Authentication Username and Password Authentication via Username and Password

User Permission Admin or Certificate Manager role Certificate upload and configuration permission

Automated Operations

SecTrail CM automatically performs the following operations on Palo Alto Networks firewall:

1. Certificate and Key Upload: Secure transfer of SSL certificate and private key
2. Certificate Import: Importing certificate and key to the device
3. SSL Profile Update: Updating SSL decryption profiles

4. Configuration Commit: Committing and making configuration persistent

Configuration Steps

1. Creating Palo Alto User

Navigate to Automation > Device Users and create a user for Palo Alto.

2. Adding Palo Alto Device to SecTrail CM

Click Automation > Devices > Add New Device button and enter the following information:
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Add New Device

Name * paloalto-test

© Device name for identification

Device Users * paloalto v

@ Seloct credentials for device authentication

P paloalto-test.sectrail.com

© Device IP address or hostname

Device Type * Palo Alto Firewall v

@ Select the device type/platiorm

Deployment Type Append v
Cert Upload Only @® pisable O Enable
Force Sync @© Disable O Enable
Wait For Completion @ Disable O Enable
Execution Server default ~
E=3

» Name: Provide a descriptive name for the device

» Device Users: Select the user created in Step 1

e |IP: Enter the management IP address of the Palo Alto device

e Device Type: Select palo Alto Firewall from the dropdown menu

e Deployment Type: Select deployment type

e Append: Adds new certificate to existing decryption rule (existing certificates are preserved)
e Override: Replaces existing certificate with new one (old certificate is deleted)

e Cert Upload Only: Should only certificate be uploaded? (Disabled/Enabled)

e Force Sync: Should changes be automatically committed? (Disabled/Enabled)

e Wait For Completion: Should commit operation completion be awaited? (Disabled/Enabled)

AUTOMATIC DISCOVERY AND MONITORING

After the Palo Alto device is added to SecTrail CM, all certificates defined on the device are automatically
included in the discovery period and scanned regularly. Automatic alarms are created for certificates that are
about to expire or have issues.

3. Viewing Device Information

After the device is added, it will be displayed in the Automation > Devices list. Click on the row to view device
details:
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Devices

+ Add New Device | Simport | & SyncAll Devices | EB»Export~ | W Delete JEEHEIVPIFLIT04 Search: palo
Name P Type Last Sync Time 1 Actions
o= == = S
Name T Destination Subject Fingerprints NotAfter Deploy
test3 any denemef.local 12676c3801d57769522e54efb2a34{0cd6427af3 2026-08-31 s
test3 any sectrailmfa.local 1094c78071035bc3df 2026-03-18 s
test_bntpro test tunnel-ip sec.isbank.com.tr 105 78 2026-11-04 Py
test_bntpro test,tunnel-ip stestlocal 1 14c03 2028-02-18 1

Showing 1 to 19 of 19 entries

Showing 1 to 1 of 1 entries (filtered from 7 total entries) 1 row selected 0 columns selected 0 cells selected Previous - Next

© Info +

e Name: Certificate names defined on the device

« Destination: Certificate usage area (any, tunnel-ip, etc.)
e Subject: Certificate subject information

¢ Fingerprints: Certificate fingerprint

¢ NotAfter: Certificate expiration date

e Deploy: For certificate deployment

Certificate Deployment

Step 1: Virtual Server and Certificate Selection
1. Select your Palo Alto device from Automation > Devices
2. In the device details, find the Virtual Server where you want to deploy the certificate
3. Click the Deploy button on the relevant row

4. In the Deploy Certificate window that opens:

e Virtual Servers: Target Virtual Server information is displayed (Name/Destination/Subject format)

 Certificate: Select the certificate you want to deploy from the dropdown menu

Deploy Certificate

Virtual Servers test3 / test3 / test3 / 1

© Vitual server information where the certficate will be deployed

Certificate testfmg1.local - 05-04-2028 07:02:58 v

@ Select the cerificate to deploy to the virtual server

Step 2: Starting the Deployment Process

Click the Deploy button to start the certificate deployment process.
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Step 3: Process Tracking

The deployment process can be tracked from Automation > Processes:

Processes

PIUETE B ST 8 Show 10rows > Select~  Show Hide Columns ~ Search:
Id Updated At 1 Device IP Device Name Device Type Virtual Server Status
ST-8aa0058303  30-04-2026 17:03:35 10.34.2528 paloalto Palo Alto o Manual-Rollback
)
10.34.25.28 test3
© DEPLOY Process (Success) 30 Apr 2026 16:56 —

e Certificate has been successfully uploaded. © 16:56:23

0 Decryption rules i for Task ST- © 16:56:26

o Configuration is committed for Task ST-8aa0058303 © 16:58:10

0 Configuration is for Task ST- 0 16:58:10

*D ROLLBACK Process (Rollback) 30Apr202617:01 —

e Decryption rules rollback for Task ST- © 17:01:45
e Certificate deleted for rollback, Task ST-8aa0058303 © 17:01:47
e Configuration is committed for Task ST-8aa0058303 © 17:03:35
e Rollback is successful for Task ST-82a0058303 © 17:03:35

Operation Details

The following steps are performed during deployment:

Operation Description

Certificate is successfully updated

2 Decryption rules are configured

3 Configuration is committed

4 Configuration is successfully completed
COMMIT

When Force Sync is enabled, SecTrail CM automatically commits configuration changes after deployment
and makes them persistent.

Rollback Operation

The Manual Rollback feature can be used in case of issues after certificate deployment.

AUTOMATIC ROLLBACK

If an error occurs at any step during the deployment process, the system automatically performs a rollback
and all changes are reverted.
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Rollback Steps
1. Navigate to Automation > Processes
2. Find the operation you want to rollback
3. Use the Manual-Rollback option in the Status column

4. Confirm

Operations During Rollback

Step Operation

1 Newly uploaded certificate is deleted

2 Previous configuration is restored

3 Decryption rules are reverted to their previous state
4 Rollback operation is successfully completed
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PaloAlto Panorama

SecTrail CM enables automatic deployment and renewal of SSL certificates to all managed firewall devices by
establishing agentless connections to the Palo Alto Panorama central management platform.

Connection Requirements

Requirement Detail Description

Protocol XML API (HTTPS) Panorama's native XML API is used

Port 443 Standard HTTPS port or custom management port
Authentication Username and Password Authentication via Username and Password

User Permission Admin or Certificate Manager role Certificate upload and configuration permission

Automated Operations

SecTrail CM automatically performs the following operations on Palo Alto Panorama:

1. Certificate and Key Upload: Secure transfer of SSL certificate and private key
2. Certificate Import: Importing certificate and key to devices managed through Panorama
3. SSL Profile Update: Updating SSL decryption profiles

4. Configuration Commit: Committing and making configuration persistent

Configuration Steps

1. Creating Panorama User

Navigate to Automation > Device Users and create a user for Panorama.

2. Adding Panorama Device to SecTrail CM

Click Automation > Devices > Add New Device button and enter the following information:

©2026 SecTrall 83/239



SecTrail CM 3.9 Integrations — System v2.7.0

Add New Device

Name * panorama-test

© Device name for identification

Device Users * panorama v

O Sele ntication

IP* panorama-test.sec

© Device IP address or hostname

Device Type * Palo Alto Panorama v

© Select the device type/platiorm

Deployment Type Append v
Skip Commit @ Disable O Enable
Wait for Completion @® Disable O Enable
Skip Push O Disable @ Enable
Execution Server default v
[Eema]

e Name: Provide a descriptive name for the device

e Device Users: Select the user created in Step 1

e |IP: Enter the Panorama management IP address

e Device Type: Select panorama from the dropdown menu

o Deployment Type: Select deployment type

e Append: Adds new certificate to existing decryption rule (existing certificates are preserved)
* Replace: Replaces existing certificate with new one (old certificate is deleted)

e Skip Commit: Should changes be committed? (Disabled/Enabled)

» Skip Push: Should the certificate be pushed to the target device? (Disabled/Enabled)

AUTOMATIC DISCOVERY AND MONITORING

After the Panorama device is added to SecTrail CM, all certificates on devices managed by Panorama are
automatically included in the discovery period and scanned regularly. Automatic alarms are created for
certificates that are about to expire or have issues.

3. Viewing Device Information

After the device is added, it will be displayed in the Automation > Devices list. Click on the row to view device
details:
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Devices

+ Add New Device | import | & SyncAll Devices | [DEETEE  Show 25 rows ~

Name Type Last Sync Time

Search:  panor x

+  Actions

P
o= = S S

Rule Name T Device Group Template Template Stack Rule Type Cert Name Common Name
decrypt-policy SecTrail-DG SecTrail-Template SecTrail-Stack J-inbound-inspecti fmg3_ST-343b77d158 testimg1.local
pa-signer pa-signer
sectrailt testerdeneme
tester 10.34.25.35
new-policy SecTrail-DG2 SecTrail-Template2 Trail-Stack J-inbound-inspecti tester123 tester123
testimg1-local
sec2fmg-local sec2fmg.local
policv2 SecTrail-DG SecTrail-Template SecTrail-Stack I-inbound-inspecti deded deded

Showing 1 to 7 of 7 entries

Showing 1 to 1 of 1 entries (filtered from 8 total entries) 1 row selected 0 columns selected 0 cells selected

@ Info

e Rule Name: Name of the rule defined on Panorama

« Device Group: Device group the certificate belongs to

o Template: Panorama template name the certificate is associated with
o Template Stack: Template stack name the certificate belongs to

* Rule Type: Type of the rule (e.g. decryption rule)

e Cert Name: Name of the certificate defined on the device

e Common Name: Common Name (CN) information of the certificate

* Not After: Certificate expiration date

e Deploy: For certificate deployment

Certificate Deployment

Search:

Not After

2028-04-05 10:02:58
2027-04-01 16:25:29
2028-04-14 12:51:51
2027-04-17 09:04:26
2027-04-09 10:01:05

2028-04-13 17:25:20

2028-04-14 12:48:32

Deploy

+

Step 1: Virtual Server and Certificate Selection
1. Select your Panorama device from Automation > Devices
2. In the device details, find the Virtual Server where you want to deploy the certificate
3. Click the Deploy button on the relevant row

4. In the Deploy Certificate window that opens:

Certificate: Select the certificate you want to deploy from the dropdown menu

©2026 SecTrail
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Deploy Certificate

Virtual Servers decrypt-policy / SecTrail-DG / testimg1.local,pa-signer,testerdeneme, 10.34.25.35

© Rule Name / Device Group / Common Name

Deploy Type Append

Certificate test1.local - 24-03-2028 12:36:06 v

@ Select the certiicate to deploy to the virtual server

Step 2: Starting the Deployment Process

Click the Deploy button to start the certificate deployment process.

Step 3: Process Tracking

The deployment process can be tracked from Automation > Processes:

© roback Show 10rows~ St~ | Show e ot~

Id Updated At ! Device IP Device Name Device Type Virtual Server Status
ST-1082595762  30-04-2026 17:08:15  10.34.25.27  panorama Palo Alto Panorama _m BUEVICEaROor m Manual-Rollback
)
10.34.25.27 decrypt-policy SecTrail-DG pssisectrail1 local
© DEPLOY Process (Success) 30Apr2026 17:06  —
o Certificate il1-loc_ST-10¢ " imported to template SecTrail-Template. © 17:06:06
0 Decryption rule "decrypt-policy" certi updated in SecTrail-DG post-rulebase. © 17:06:11
° commit (job 127): © 17:06:15
*D ROLLBACK Process (Rollback) 30 Apr2026 17:07 —
e Decryption rule "decrypt-policy” certificates restored successfully in SecTrail-DG post-rulebase. © 17:07:37
g Certificate "psslsectrail1-loc_ST-1082595762" deleted from Panorama Template "SecTrail-Template". © 17:07:39

e Panorama rollback commit completed (job 128): ['Configuration

, 'Local i ion size: 3 MB', i i ion size: 14 MB', Total configuration @ 17:08:14
size(local, predefined): 18 MB', 'Maximum recommended configuration size: 120 MB (15% configured)]

Operation Details

The following steps are performed during deployment:

Step Operation Description

1 Certificate is successfully updated

2 Decryption rules are configured

3 Configuration is committed

4 Configuration is successfully completed

COMMIT

When Skip Commit is disabled, SecTrail CM commits the configuration changes after deployment and makes
them persistent.
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Rollback Operation

The Manual Rollback feature can be used in case of issues after certificate deployment.

AUTOMATIC ROLLBACK

If an error occurs at any step during the deployment process, the system automatically performs a rollback
and all changes are reverted.

Rollback Steps
1. Navigate to Automation > Processes
2. Find the operation you want to rollback
3. Use the Manual-Rollback option in the Status column

4., Confirm

Operations During Rollback

Step Operation

1 Newly uploaded certificate is deleted

2 Previous configuration is restored

3 Decryption rules are reverted to their previous state
4 Rollback operation is successfully completed
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FortiWeb

SecTrail CM enables automatic deployment and renewal of SSL certificates by establishing agentless connections
to Fortinet Fortiweb Web Application Firewall (WAF) devices.

Connection Requirements

Requirement Detail Description

Protocol REST API (HTTPS) Fortiweb's native REST APl is used

Port 443 Standard HTTPS port or custom management port
Authentication Basic Authentication Authentication via Username and Password

User Permission Administrator or Certificate Manager Certificate upload and configuration permission

Automated Operations

SecTrail CM automatically performs the following operations on FortiWeb:

1. Certificate and Key Upload: Secure transfer of SSL certificate and private key
2. Certificate Chain Creation: Creating chain with Intermediate CA certificates

3. Server Policy Update: Updating certificate references in server policy

4. SNI Members Update: SNI-based certificate assignments

5. Configuration Apply: Activating the configuration

Configuration Steps

1. Creating FortiWeb User

Navigate to Automation > Device Users and create a user for Fortiweb.

2. Adding FortiWeb Device to SecTrail CM

Click Automation > Devices > Add New Device button and enter the following information:

©2026 SecTrall 88 /239



SecTrail CM 3.10 Integrations — System v2.7.0

Add New Device

Name * fortiweb-test

© Device name for identification

Device Users * fortiweb v

© Select credentias for device authentication

P fortiweb-test.sectrail.com

© Device IP address or hostname

Device Type * FortiWeb v

© Select the device type/platiorm

Cert Upload Only @® pisable O Enable

Execution Server default ~

* Name: Provide a descriptive name for the device

» Device Users: Select the user created in Step 1

« |IP: Enter the management IP address of the FortiWeb device
e Device Type: Select Fortiweb from the dropdown menu

e Cert Upload Only: Should only certificate be uploaded? (Disabled/Enabled)

AUTOMATIC DISCOVERY

After the FortiWeb device is added to SecTrail CM, the IP addresses and ports of all Server Policies and SNIs
defined on the device are automatically included in the discovery period and scanned regularly.

3. Viewing Device Information

After the device is added, it will be displayed in the Automation > Devices list. Click on the row to view device
details:

+Add New Device | Bimport | & SyncAll Devices Show 25 rows ~ Search: fortiw

Name Type Last Sync Time L Actions

P

Search:

Name 1. Address Domain Name SNI Profile Name Common Name Not After Deploy
bnttest 10.34.99.238:443 bntpro.local salih.local 2027-01-22 14:25:15 2
bnttest - bntpro.local cm-prod.bntpro-viab.com 2028-01-21 11:25:04 ES
bnttest sdg.local bntpro.local salih.local 2027-01-22 14:25:15 2
bnttest sectrail.local bntpro.local test211.local 2025-10-13 10:52:17 ES

Showing 1 to 10 of 10 entries

Showing 1 to 1 of 1 entries (filtered from 15 total entries) 1 row selected 0 columns selected 0 cells selected Previous n Next

@ Info +

» Server Policy: Server Policy names defined on the Fortiweb device

o Type: Shows policy type (Server-Policy or SNI)
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e SNI: Server Name Indication name (for SNI types)

« Domain Name: Associated domain name of the SNI profile
e Address: IP address and port of the virtual server

e Common Name: Common Name value of the certificate

* Not After: Certificate expiration date

» Deploy: For certificate deployment

Certificate Deployment

Step 1: Server Policy and Certificate Selection
1. Select your FortiWeb device from Automation > Devices
2. In the device details, find the Server Policy or SNI where you want to deploy the certificate
3. Click the Deploy button on the relevant row

4. In the Deploy Certificate window that opens:

e Server Policy/SNI: Target policy information is displayed

e Certificate: Select the certificate you want to deploy from the dropdown menu

Deploy Certificate

Virtual Servers

Certificate tester.sectrail.com - 25-04-2026 14:47:38 A

© Select the cerifate to deploy to the virtual server

Step 2: Starting the Deployment Process

Click the Deploy button to start the certificate deployment process.

Step 3: Process Tracking

The deployment process can be tracked from Automation > Processes:
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Processes

' Rollback | [E» Export~ Show 10 rows ~ Select ~ Show Hide Columns ~ Search:

Id Updated At L DeviceIP Device Name Device Type Virtual Server Status
ST-e29cb14365 06-05-2026 11:55:05 | 10.34.4.69 Fortiweb =r LSERVER POLICY NAME VADDRESS OCERTIFICATE Manual-Rollback
10.90.10.241 FileDownload 10.34.50.169/32 nitro.local
© DEPLOY Process (Success) 05May 2026 13:27  —
o Certificate file is uploaded successfully 01327557
o Certificate chain created successfully ©1327:59
o Intermadiate CA group created successfuly © 13:28:00
o Chain certficate added to intermediate CA group successfully ©1328:02
o Server policy updated successfully ©1328:23
*D ROLLBACK Process (Rollback) 06 May 2026 11:54 =
e Server Policy restored to old certificate successfully © 115451
e Chain certficate removed from intermediate CA group successfully © 115453
e Uploaded chain certificate deleted successfully © 115455
e Uploaded certificate deleted successfully © 115457

Operation Details

The following steps are performed during deployment:

Step Operation Description

1 Certificate file is uploaded to the device

2 Certificate chain is created

3 Intermediate CA group is created

4 Chain certificate is added to CA group

5 Server policy is updated with new certificate

SERVER POLICY OPERATIONS

FortiWeb integration supports Server Policy-based certificate updates. During deployment, the certificate
reference in the relevant server policy is automatically updated.

SNI (Server Name Indication) Management

FortiWeb supports SNI-based certificate management. SNI deployment operations:
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Processes

'D Rollback m Show 10rows > Select~  Show Hide Columns ~ Search:

Id Updated At ! Device IP Device Name Device Type Virtual Server Status
ST-a3c170ecda | 06-05-2026 13:38:10 | 10.90.10.241 | fortiweb Fortiweb =r NI PROFILE NAME YDOMAIN NAME VADDRESS P——— Manual-Rollback
10.90.10.241 bntpro o 10.94.60.190/31 bntpro.com
© DEPLOY Process (Success) 06 May 2026 13:33  —
o Certificate file is uploaded successfully © 13:33:59
o Certificate chain created successfully © 13:33:59
o Intermediate CA group created successfully © 13:34:02
0 Chain certificate added to intermediate CA group successfully © 13:34:09
o SNI members updated successfully © 13:34:09
D ROLLBACK Process (Rollback) 06 May 2026 13:37 —
e SNI members restored to old valued successfully © 13:37:59
9 Certificate is deleted successfully © 13:38:02
9 Chain certificate removed from intermediate CA group successfully © 13:38:03
9 Uploaded chain certificate deleted successfully © 13:38:09
9 Uploaded certificate deleted successfully © 13:38:09

SNI Operation Details

Step Operation Description

1 Certificate file is uploaded to the device
2 Certificate chain is created

3 Intermediate CA group is created

4 Chain certificate is added to CA group
5 SNI member certificate is updated

SNI OVERRIDE OPERATIONS

In SNI member updates, existing certificate references are overridden with the new certificate. This simplifies
domain-based certificate management.

Rollback Operation

The Manual Rollback feature can be used in case of issues after certificate deployment.

AUTOMATIC ROLLBACK

If an error occurs at any step during the deployment process, the system automatically performs a rollback
and all changes are reverted.

Rollback Steps

1. Navigate to Automation > Processes
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2. Find the operation you want to rollback
3. Use the Manual-Rollback option in the Status column

4. Confirm

Operations During Rollback

Step Server Policy Rollback SNI Rollback

1 Server policy is reverted to old certificate SNI member is reverted to old certificate

2 Chain certificate is removed from CA group Chain certificate is removed from CA group
3 Uploaded chain certificate is deleted Uploaded chain certificate is deleted

4 Uploaded certificate is deleted Uploaded certificate is deleted
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FortiGate

SecTrail CM enables automatic deployment and renewal of SSL certificates by establishing agentless connections
to FortiGate firewall devices.

Connection Requirements

Requirement Detail Description

Protocol REST API (HTTPS) FortiGate's native REST API is used

Port 443 Standard HTTPS port or custom management port
Authentication Username and Password Authentication via Username and Password

User Permission Admin or Certificate Manager role Certificate upload and configuration permission

Automated Operations

SecTrail CM automatically performs the following operations on FortiGate:

1. Certificate and Key Upload: Secure transfer of SSL certificate and private key to the device
2. SSL Profile Update: Updating SSL inspection profiles
3. Policy Update: Updating firewall policies to use the new profile

4. Configuration Commit: Making configuration persistent

Configuration Steps

1. Creating FortiGate User

Navigate to Automation > Device Users and create a user for FortiGate.

2. Adding FortiGate Device to SecTrail CM

Click Automation > Devices > Add New Device button and enter the following information:

Add New Device

Name * fortigate-test

@ Device name for identification

Device Users * fortigate v

@ Select credentials for device authentication

P fortigate-test sectrail.com

© Device IP address or hostname

Device Type * FortiGate v

O Select the device typelplatiorm

Deployment Type Generative - Append v
VDOM root

Execution Server default v
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e Name: Provide a descriptive name for the device

e Device Users: Select the user created in Step 1

e IP: Enter the FortiGate device IP address or hostname

e Device Type: Select FortiGate from the dropdown menu
» Deployment Type: Select deployment type

» Generative - Append: Creates a new SSL profile, adds the new certificate to it, and associates it with
matching policies

e Generative - Replace: Creates a new SSL profile, replaces the certificate within it, and associates it with
matching policies

e Override - Append: Adds the new certificate to the existing SSL profile
e Override - Replace: Removes the current certificate from the existing SSL profile and adds the new one
e VDOM: FortiGate VDOM name (e.g. root )

o Execution Server: Server to use for executing deployment operations

AUTOMATIC DISCOVERY AND MONITORING

After the FortiGate device is added to SecTrail CM, all certificates defined on the device are automatically
included in the discovery period and scanned regularly. Automatic alarms are created for certificates that are
about to expire or have issues.

3. Viewing Device Information

After the device is added, it will be displayed in the Automation > Devices list. Click on the row to view device

details:

Name P Last Sync Time 1 Actions

Type
n o — o

Search:

1. sSL Profile Scope Cert Name Common Name Not After Fingerprint Deploy
Test1_PSSL_Change Protecting SSL Server testerisbank tester.isbank.com.tr 2026-10-12 10:49:01 76013 1 2
© Fortinet_SSL. FGVMSLTM26012204 2028-06-29 17:24:49 8d7472992856123bc9e9b85200ac94537126b95
server321321321 server 2027-03-12 13:52:29
) Test2_MCCMS-CI Multiple Clients to Multiple Servers Fortinet_CA_SSL FGVMSLTM26012204 2036-03-27 17:24:49 cb717fe2fbd55703198d0e1d17a070af6900f7c3 2
° no-inspection Multiple Clients to Multiple Servers Fortinet CA_SSL FGVMSLTM26012204 2036-03-27 17:24:49 cb717fe2fbd55703198d0e1d17a070af6900f7c3 1z
Showing 1 to 3 of 3 entries

Showing 1 to 1 of 1 entries (filtered from 7 total entries) 2 rows selected 0 columns selected 0 cells selected Previous - Next
© Info &

SSL Profile: SSL inspection profile name associated with the certificate
e Scope: Scope of the SSL profile (e.g. Protecting SSL Server, Multiple Clients to Multiple Servers)
e Cert Name: Name of the certificate defined on the device

e Common Name: Common Name (CN) information of the certificate
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* Not After: Certificate expiration date

e Fingerprint: Certificate fingerprint

o Deploy: For certificate deployment

Certificate Deployment

Step 1: SSL Profile and Certificate Selection

1. Select your FortiGate device from Automation > Devices

. In the device details, find the SSL profile where you want to deploy the certificate

2
3. Click the Deploy button on the relevant row
4

. In the Deploy Certificate window that opens:

« Virtual Servers: Target virtual server information is displayed (SSL Profile / Common Name / Installation

Target / Not After format)

« Deploy Type: Displays the configured deployment type (e.g. Generative-Replace)
* Replace Certificate: Select the existing certificate on the device to be replaced

o Certificate: Select the new certificate to deploy from the dropdown menu

Deploy Certificate

Virtual Servers

Deploy Type

Replace Certificate

Certificate

Test1_PSSL_Change / tester.isbank.com.tr, FGVMSLTM26012204,server / 2026-10-12 10:

© Virual server information where the certiicate will be deployed

Generative-Replace

Fortinet_SSL

© Select which existing certificate on the device should be replaced.

fmg3.bntpro-vlab.com - 31-03-2028 10:18:27 v

O Select

Step 2: Starting the Deployment Process

Click the Deploy button to start the certificate deployment process.

Step 3: Process Tracking

The deployment process can be tracked from Automation > Processes:
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ST-199a98430d  15:03-2026 153818 60234-224-221-57.compute-1.amazonaws.com _ forigato. ForiGate mmomsms m Manuak-Rolback

® 6c2-34-224-221-57.compute-1.amazonaws.com PSS-Multi deneme.local
o SSL Profile 'PSS-Multi' fetched successfully, cert mode: replace © 15:30:10
o Certificate 'de local, (replace mode) ©1530:16
o SSL Profile body built successfully © 15:30:20
o SSL Profile 'PSS-Multi_ST-193a9843ed' cloned successfully from 'PSS-Multi' ©15:30:24
o Firewall policies fetched successfully (4 policies found) © 15:30:29
o Found 2 policies using 'PSS-Multi' ©1530:33
o Successfully updated 2 firewall policies to use 'PSS-Multi_ST-193a9843ed" 0 1530:41
o Deployment successful for Task ST-193a9843ed © 15:30:43

'D ROLLBACK Process (Rolback) 15Mar2026 1537 —

e Profile 'PSS-Multi_ST-193a9843ed check completed ©15:37:36

e Rollback plan created - Profile PSS-Muli_¢ : True, local will be deleted. © 15:37:4

@ Firewall policies fetched successfully (4 policies found) © 153745

@ Found 2 policies using 'PSS-Multi_ST-193a9843ed" © 15:37:4

e Successfully restored 2 firewall policies to 'PSS-Multi 0153

@ SSL Profile 'PSS-Multi_ST-19329843ed' deleted successfully © 153801

@ Certificate 'deneme.local_ST-193a9843ed" found, proceeding with deletion ©15:38:06

@ Certificate 'deneme local_ST-193a9843ed" deleted successfully 0153811

e Verification completed - Profile ‘PSS-Muti_ST-193a9843ed" deleted. ©15:38:1

@ Rollback successful for Task ST-193a9843ed © 15:38:1 @

Operation Details

The following steps are performed during deployment;

Step Operation Description

1 SSL profile is fetched and cert mode is determined
2 Certificate is uploaded to the device

3 SSL profile body is built

4 SSL profile is stored successfully

5 Firewall policies are fetched

6 Matching policies are updated to use the new profile
7 Deployment completed successfully

Rollback Operation

The Manual Rollback feature can be used in case of issues after certificate deployment.

AUTOMATIC ROLLBACK

If an error occurs at any step during the deployment process, the system automatically performs a rollback

and all changes are reverted.

Rollback Steps
1. Navigate to Automation > Processes

2. Find the operation you want to rollback
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3. Use the Manual-Rollback option in the Status column

4. Confirm

Operations During Rollback

Step Operation

1 Rollback plan is created and certificate to be deleted is identified
2 Firewall policies are fetched

3 Matching policies are reverted to the previous profile

4 New SSL profile is deleted

5 Certificate is deleted from the device

6 Rollback completed successfully
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FortiManager

SecTrail CM enables automatic deployment and renewal of SSL certificates to all managed FortiGate devices by
establishing agentless connections to the FortiManager central management platform.

Connection Requirements

Requirement Detail Description

Protocol REST API (HTTPS) FortiManager's native REST API is used

Port 443 Standard HTTPS port or custom management port
Authentication Username and Password Authentication via Username and Password

User Permission Admin or Certificate Manager role Certificate upload and configuration permission

Automated Operations

SecTrail CM automatically performs the following operations on FortiManager:

1. Certificate and Key Upload: Secure transfer of SSL certificate and private key to ADOM local store
2. Certificate Import: Distributing certificate and key to managed devices via FortiManager

3. SSL Profile Update: Updating SSL inspection profiles

4. Policy Install: Installing updated policies to target devices

5. Configuration Commit: Committing workspace and making configuration persistent

Configuration Steps

1. Creating FortiManager User

Navigate to Automation > Device Users and create a user for FortiManager.

2. Adding FortiManager Device to SecTrail CM

Click Automation > Devices > Add New Device button and enter the following information:
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Add New Device

Name *

Device Users *

Device Type *

Deployment Type Generative - Append v

Install Policy @® Disable O Enable

Install Bypass Validation ® Disable O Enable

ADOM root

Filter SSL Profile

© ForiiManager SSL profile fiter name (optional)

Execution Server default v

e Name: Provide a descriptive name for the device

e Device Users: Select the user created in Step 1

e IP: Enter the FortiManager management IP address or hosthame
e Device Type: Select FortiManager from the dropdown menu

o Deployment Type: Select deployment type

e Generative - Append: Creates a new SSL profile, adds the new certificate to it, and associates it with
matching policies

e Generative - Replace: Creates a new SSL profile, replaces the certificate within it, and associates it with
matching policies

e Override - Append: Adds the new certificate to the existing SSL profile

e Override - Replace: Removes the current certificate from the existing SSL profile and adds the new one
 Install Policy: Should updated policies be installed to devices? (Disabled/Enabled)

 Install Bypass Validation: Should validation be bypassed during policy installation? (Disabled/Enabled)
e ADOM: FortiManager ADOM name (e.g. root )

» Filter SSL Profile: FortiManager SSL profile filter name (optional)

« Execution Server: Server to use for executing deployment operations

AUTOMATIC DISCOVERY AND MONITORING

After the FortiManager device is added to SecTrail CM, all certificates on devices managed by FortiManager
are automatically included in the discovery period and scanned regularly. Automatic alarms are created for
certificates that are about to expire or have issues.

3. Viewing Device Information

After the device is added, it will be displayed in the Automation > Devices list. Click on the row to view device
details:
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+ Add New Device m & Sync All Devices | DOEEN  Show 25 rows ~ Search: fortima
Name Type Last Sync Time 4 Actions

P
ﬂ [T— T0342520 [—— 26.042026 0203154

Search:

Firewall Policy T Policy Package Installation Targets SSL Profile Dynamic Local Certificate Common Name Not After Deploy
Policy ID 500 FGVMSLTM26012204_VDOM1 FGVMSLTM26012204 - VDOM2 Test1_PSSL_Change Fortinet_SSL. FGVMSLTM26012204 2028-06-29 14:02:31 *
FGVMSLTM26012204 - VDOM1 denemet tester.isbank.com.tr 2026-10-12 10:49:01
deneme2 tester.isbank.comtr 2026-10-12 10:49:01
test1_ST-123456 server 2027-03-12 13:52:29
Policy ID 500 FGVMSLTM26012204_root FGVMSLTM26012204 - root no-inspection Fortinet_CA_SSL FGVMSLTM26012204 2036-03-27 14:02:30 P
Policy ID 6 FGVMSLTM26012204_VDOM1 FGVMSLTM26012204 - VDOM2 no-inspection Fortinet_CA_SSL FGVMSLTM26012204 2036-03-27 14:02:30 Py

FGVMSLTM26012204 - VDOM1

Showing 1 to 6 of 6 entries

Showing 1to 1 of 1 entries (filtered from 7 total entries) 1 row selected 0 columns selected 0 cells selected Previous - Next

© Info <

Firewall Policy: Name of the firewall policy associated with the certificate

Policy Package: Policy package the rule belongs to

Installation Targets: Target FortiGate devices the policy will be installed to

SSL Profile: SSL inspection profile name associated with the certificate

Dynamic Local Certificate: Dynamic local certificate mappings on managed devices
Common Name: Common Name (CN) information of the certificate

Not After: Certificate expiration date

Deploy: For certificate deployment

Certificate Deployment

Step 1: Virtual Server and Certificate Selection

1

2
3.
4

. Select your FortiManager device from Automation > Devices

. In the device details, find the policy where you want to deploy the certificate

Click the Deploy button on the relevant row

. In the Deploy Certificate window that opens:
Virtual Servers: Target virtual server information is displayed (SSL Profile / Installation Targets / Common
Name format)
Deploy Type: Displays the configured deployment type (e.g. Generative-Append)

Certificate: Select the certificate you want to deploy from the dropdown menu
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Deploy Certificate

Virtual Servers Test1_PSSL_Change / FGVMSLTM26012204, m. i com.tr,sen

© Virtual server information whers the certiicate will be deployed

Deploy Type

Certificate test1.local - 24-03-2028 12:36:06 v

© Select the certfcate to deploy to the virtual server

Step 2: Starting the Deployment Process

Click the Deploy button to start the certificate deployment process.

Step 3: Process Tracking

The deployment process can be tracked from Automation > Processes:

ST-cbf4aca274 14-04-2026 17:52:16  10.34.2529 localfortim FortiManager _ @ POLICY NAME © S5L PROFILE NAME w Manual-Rollback

10.34.25.29 testerd Test1_PSSL_Change sec2img.local

O DEPLOY Process (Success) 14 Apr2026 17:48 —

o Workspace mode is ENABLED, locking ADOM © 17:48:48
o ADOM "ADOM1" workspace locked successfully © 17:4851
o Certificate 'sec2img local_ST-chf4aea274' uploaded successfully to ADOM 'ADOM1" local store © 17:4854
o Certificate 'sec2img local_ST-chf4aea274' uploaded successfully to 2/2 devices © 17:4859
o Dynamic Certificate Object 'new_sec2fmg.local_ST-chidaea274' created successfully in ADOM 'ADOM1* © 17:49:02
o Dynamic Certificate Mapping assigned successfuly to 2/2 devices (Certificate: sec2img.local_ST-cbi4aea274) © 17:49:07
o Fetched 6 SSLISSH profiles from ADOM 'ADOM1' © 17:49:10
o Base SSL Profile Test!_PSSL_Change' found successfully © 17:49:12
o SSL Profile mode detected: replace © 17:49:14
0 SSL Profile object cleaned successfully. © 17:49:16
o SSL Profile payload prepared successfully for Testi_PSSL_Change_ST-cbi4aea274' © 17:49:18
o SSL Profile cloned successfully © 17:49:20
o Fetched 5 firewall policies from package 'FGVMSLTM26012204_VDOM1' © 17:4923
o Found 2 policies matching target policy name ‘testerd' © 17:4925
o Updated 2/2 policies to use new profile Testi_PSSL_Change_ST-cbi4aea274' © 17:49:30
o ADOM 'ADOM1" workspace committed before install ©17:49:34
0 Deployment successul for Task ST-cbf4aea274 © 17:49:36
o ADOM "ADOM1' workspace committed successfully ©17:4938
o ADOM ‘ADOM1' workspace unlocked successfully © 17:49:40

Operation Details

The following steps are performed during deployment:
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Step Operation Description

1 Workspace mode is enabled, ADOM is locked

2 Certificate uploaded to ADOM local store

3 Certificate distributed to managed devices

4 Dynamic Certificate Object created in ADOM

5 Dynamic Certificate Mapping assigned to devices

6 SSL profile fetched and cloned

7 SSL Profile payload prepared and applied

8 Firewall policies updated to use new profile

9 ADOM workspace committed and policy installed

10 ADOM workspace unlocked successfully
COMMIT

SecTrail CM locks the ADOM workspace before deployment, commits all changes after the operation is
complete, and unlocks the workspace. If Install Policy is enabled, the updated policy is also pushed to the
target FortiGate devices.

Rollback Operation

The Manual Rollback feature can be used in case of issues after certificate deployment.

AUTOMATIC ROLLBACK

If an error occurs at any step during the deployment process, the system automatically performs a rollback
and all changes are reverted.

Rollback Steps
1. Navigate to Automation > Processes
2. Find the operation you want to rollback
3. Use the Manual-Rollback option in the Status column

4, Confirm
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Operations During Rollback

D ROLLBACK Process (Rollback) 14 Apr2026 1751 =

e Workspace mode is ENABLED, locking ADOM ©17:51:33
e 'ADOM 'ADOM1" workspace locked successfully ©17:51:36
e Fetched 7 SSL profiles from ADOM ©17:51:39
e Profile Test1_PSSL_Change_ST-cbf4aea274' found ©17:51:41
e Fetched 5 firewall policies ©17:51:44
e Found 2 policies matching target policy name testera" ©17:51:47
e Reverted 2/2 policies to base profile 0175152
e SSL Profile Test_PSSL_Change_ST-cbf4aea274' deleted successfully © 175154
@ Dynamic mappings deleted from 2/2 devices © 175159
e Dynamic Certiicate Object deleted successfully ©17:5202
@ Certificate deleted from ADOM successfully © 17:52:04
9 Certificate deleted from 2/2 device databases ©17:52:10
e Rollback completed successfully for Task ST-cbfdaea274 © 17:52:11
e 'ADOM 'ADOM1' workspace committed successfully ©17:52:14
e 'ADOM 'ADOM1' workspace unlocked successfully ©17:52:16

Step Operation

1 Workspace mode is enabled, ADOM is locked

2 SSL profiles fetched from ADOM

3 Firewall policies reverted to base profile

4 SSL Profile deleted successfully

5 Dynamic mappings deleted from managed devices

6 Dynamic Certificate Object deleted

7 Certificate deleted from ADOM and device databases
8 ADOM workspace committed successfully
9 ADOM workspace unlocked successfully
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lIS (Internet Information Services)

SecTrail CM enables automatic deployment and renewal of SSL certificates by establishing agentless connections
to Windows IIS (Internet Information Services) web servers.

Connection Requirements

Requirement Detail Description

Protocol WIinRM (Windows Remote Management) Uses Windows Remote Management protocol
Port 5986 / 5985 HTTPS port recommended for secure connection
Transport NTLM / Kerberos / CredSSP Windows authentication mechanisms
Authentication Domain account / Local Administrator Windows user credentials

Automated Operations

SecTrail CM automatically performs the following operations on Windows IIS:

1. Certificate Store Import: Secure transfer of certificate and private key to Windows Certificate Store
2. lIS Binding Update: Updating Virtual Server (Web Site) SSL bindings
3. Configuration Backup: Backing up configuration before changes

4. SSL Validation: HTTPS connection testing and validation

Configuration Steps

1. Creating IIS User

Navigate to Automation > Device Users and create a user for IIS:

e Windows domain user

e Or local administrator

2. Adding IIS Device to SecTrail CM

Click Automation > Devices > Add New Device button and enter the following information:
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Add New Device

Name * iis-test

@ Device name for identification

Device Users * windows v
© Select credentials for device authentication

P iis-test.sectrail.com|
© Device IP address or hostname

Device Type * s v
© Select the device type/platiorm

Connection © winRM O ssH

Transport NTLM v
© WinRM transport protocol

Connection Type @ secure O In Secure

Port 5986

Trust Store @ pisable O Enable

Execution Server default v

e Name: Provide a descriptive name for the device

e Device Users: Select the Windows user created in Step 1
e |IP: Enter the IP address of the Windows IIS server

e Device Type: Select 115 from the dropdown menu

e Connection: Select either WinRM or SSH

e Transport: Select either NTLM or Kerberos

e Connection Type: Select secure for secure connection
e Port: WinRM port (default: 5986 HTTPS or 5985 HTTP)

¢ Trust Store: Include Trust Store? Disabled or Enabled

AUTOMATIC DISCOVERY

After the IIS device is added to SecTrail CM, the IP addresses and ports of all Web Sites defined on the
device are automatically included in the discovery period and scanned regularly.

3. Viewing Device Information

After the device is added, it will be displayed in the Automation > Devices list. Click on the row to view device
details:
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o

P

Type

Last Sync Time

Search: IS

4 Actions

n S _ D
o

IP Address T Port Hostname
443 test.bntpro-
viab.com
443 iis1.bntpro-
viab.com
443
443 adfs.bntpro-

Showing 1to 4 of 4 entries

Certificate Subject

CN=testiocal456.com, OU=bntpro, O=bntpro, L=tr,
S=istanbul, C=TR

CN=testlocal456.com, OU=bntpro, O=bntpro, L=tr,
S=istanbul, C=TR

CN=testiocal456.com, OU=bntpro, O=bntpro, L=tr,
S=istanbul, C=TR

CN=testlocal456.com, OU=bntpro, O=bntpro, L=tr,

Showing 1 to 1 of 1 entries (filtered from 7 total entries) 3 rows selected 0 columns selected 0 cells selected

© Info

o |P Address: IP address of the IIS server

e Port: HTTPS port (443)

Sites

Default Web Site

Default Web Site

Default Web Site

Default Web Site

« Hostname: Hostname information of the |IS website

SSL Flags

1

Thumbprint

275220D67B02DD3A20EEE1EOEDBOB801CA
2FB1BB

275220D67B02DD3A20EEE 1 EOEDBOB801CA
2FB1BB

275220D67B02DD3A20EEE1EOEDBOB801CA
2FB1BB

275220D67B02DD3A20EEE 1 EOEDBOB801CA

e Certificate Subject: Subject (CN) information of the current certificate

 Sites: IIS site name (Default Web Site or custom site name)

e SSL Flags: SSL flag value (0: no SNI, 1: SNI present)

e Thumbprint: Thumbprint value of the current certificate

* Not After: Certificate expiration date

o Deploy: For certificate deployment

Certificate Deployment

Search:
Not After Deploy
2028.03.23 Py
13:17:10
2028.03.23 &
13:17:10
2028.03.23 Py
13:17:10
2028.03.23 1+

+

Step 1: Virtual Server and Certificate Selection

1. Select your IS device from Automation > Devices

2. In the device details, find the Virtual Server (Web Site binding) where you want to deploy the certificate

3. Click the Deploy button on the relevant row

4. In the Deploy Certificate window that opens:

» Virtual Servers: Target Virtual Server information is displayed (Hostname, IP, Port)

e Certificate: Select the certificate you want to deploy from the dropdown menu

Deploy Certificate

Virtual Servers Default Web Site / 443 / 275220D67B02DD3A20EEE1EOEDBOB801CA2FB1BB / 1

© Virtual server information wher the certficate will be deployed

Certificate test1.local - 24-03-2028 12:36:06

© Select the certiicate to deploy to the virtual server
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Step 2: Starting the Deployment Process

Click the Deploy button to start the certificate deployment process.

Step 3: Process Tracking

The deployment process can be tracked from Automation > Processes:

Processes

Rollback 'm Show 10rows > Select~  Show Hide Columns ~ Search:
Login
https://10.34.24.181/login
Id Updated At 4 Device lP Device Name Device Type Virtual Server Status.
©
test.bntpro-viab.com 10.34.24.150 443 Default Web Site Test CA
© DEPLOY Process (Success) 14 Apr2026 10:16 =
o Keypair fle is uploaded successfully ©10:16:29
o 1IS is configured successfully ©10:16:32
*D ROLLBACK Process (Rollback) 30Apr20261559 =
@ 1IS is restored successfully © 1559:50

Operation Details

The following steps are performed during deployment:

Step Operation Description

1 Certificate is imported to Windows Certificate Store in PFX format
2 IIS website SSL binding configuration is updated
Rollback Operation

The Manual Rollback feature can be used in case of issues after certificate deployment.

AUTOMATIC ROLLBACK

If an error occurs at any step during the deployment process, the system automatically performs a rollback
and all changes are reverted.

Rollback Steps
1. Navigate to Automation > Processes
2. Find the operation you want to rollback
3. Use the Manual-Rollback option in the Status column

4. Confirm
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Operations During Rollback

Step Operation

1 IIS website SSL binding is reverted to its previous state

2 Old certificate binding is restored
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Apache HTTP Server

SecTrail CM establishes agent-less connections to Apache HTTP Servers to enable automatic deployment and
renewal of SSL certificates.

Connection Requirements

Requirement Detail Description

Protocol SSH (Secure Shell) Secure remote connection protocol

Port 22 Standard SSH port or custom port
Authentication SSH Key or Password Authentication with SSH key or password

User Permission Configuration read/write permission Access and edit permission for Apache config files

Automatic Operations

SecTrail CM automatically performs the following operations on Apache HTTP Server:

1. Certificate and Key Upload: Secure transfer of SSL certificate, private key, and chain file
2. Configuration Update: Updating Apache VirtualHost SSL directives
3. Configuration Test: Syntax check and validation

4. Service Reload: Seamless reloading of Apache service

Configuration Steps

1. Create Apache Linux User

Navigate to Automation > Device Users and create a user for Apache.

2. Add Apache Device to SecTrail CM

Click Automation > Devices > Add New Device button and enter the following information:
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Add New Device

Name * apache-test

© Device name for identification

Device Users * linux v

© Select credentials for device authentication

P sectrailcm-test.bntpro.com

© Device IP address or hostname

Device Type * Apache Linux v

@ Select the device type/platiorm

Deployment Type Override v
Become Method sudo v
Custom Path lusr/sbin/apachectl

Execution Server default v

¢ Name: Give a descriptive name for the device

e Device Users: Select the user you created in Step 1

e |IP: Enter the IP address of the Apache server

» Device Type: Select Apache Linux from the dropdown menu
 Become Method: Select privilege escalation method

e Custom Path: Enter the path to the Apache binary file (e.g., /usr/sbin/apachectl)

AUTOMATIC DISCOVERY

After the Apache device is added to SecTrail CM, IP addresses and ports of all Virtual Hosts defined on the
device are automatically included in the discovery period and regularly scanned.

3. View Device Information

After adding a device, it will be displayed in the Automation > Devices list. Click on the row to view device details:

+ Add New Device | Import | & SyncAll Devices Show 25 rows ¥ Search: apa x

Name P Type Last Sync Time L Actions
n — o L
Search:
Port 1. Server Name Configurations Others Deploy
*:443 testcm.bnty lab.com d/cm-ssl.conf o SSLCertifi ile i bntpro.com.crt i
o SSLCertific il il bntpro.com.key

o SSLProtocol -ALL
o SSLCipherSuite :ALL:laNULL:leNULL:ILOW:I3DES:IMD5:IEXP:IPSK:ISRP:IDSS:IRC4
o SSLEngine on

o SSLCertificateChainFile /etc/httpd/ssl/wildcard.bntpro.com_chain.crt

Showing 1 to 1 of 1 entries

Showing 1 to 1 of 1 entries (filtered from 9 total entries) 1 row selected 0 columns selected 0 cells selected Previous Next

@ Info +

e Port: Ports Apache is listening on (e.g., *:443, *:444)
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e Server Name: VirtualHost server name or * (all hosts)
e Configurations: Apache configuration file path (e.g., /etc/httpd/conf.d/cm-ssl.conf)
e Others: Current SSL configuration details

» Deploy: For certificate deployment

Certificate Deployment

Step 1: Virtual Host and Certificate Selection
1. Select your Apache device from the Automation > Devices section
2. In the device details, find the Virtual Host you want to deploy a certificate to
3. Click the Deploy button on the relevant row

4. In the Deploy Certificate window that opens:

» Virtual Servers: Target Virtual Host information is displayed (IP, port, server name)

» Certificate: Select the certificate you want to deploy from the dropdown menu

Deploy Certificate

Virtual Servers 10.34.24.43 / apache / *:443 / testcm.bntpro-viab.com

tion where the certificate will be depioyed

Certificate test1.local - 24-03-2028 12:36:06 v

@ Select the certificate to deploy to the virtual server

A Deploy

Step 2: Start Deployment Process

Click the Deploy button to start the certificate deployment process.

Step 3: Process Tracking

The deployment process can be tracked from the Automation > Processes section:
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Processes

[(oets | D rothack | B coon- [T o
] Updated At 4 Device IP Device Name Device Type Virtual Server Status
ST-767€981c23 14-04-202620:0933  10.342443  apache ‘Apache Linux _ Manual-Rollback
©
10342043 -
o Certifcate file is copied successfuly ©200004
o Certifcate file is uploaded successully © 20000
©  Keytieis copied successtuly © 20000
Q Key fil is uploaded successfully ©20000
o Chain fil is copied successfuly
o Chain file is uploaded successfully © 200011
©  contiguration success for Task ST-7676881023 0200014
@ Cerifcate file s copied successfully 200925
©  ouceriicats fie i deleted 0200
Q Key fil s copied successfully o

@ Old key file is deleted

e Chain file is copied successfully
e Old chain file is deleted

e Task ST-767e981c23 Configuration is rolled back

Process Details

The following steps are performed during deployment;

©2009:30

©02009:33

Step Process Description

1 Certificate, key, and chain files are uploaded to the server
2 Current certificate files are backed up

3 New certificate configuration is applied

4 Apache service is reloaded

Rollback Process

If problems occur after certificate deployment, the Manual Rollback feature can be used.

AUTOMATIC ROLLBACK

If an error occurs during any step of the deployment process, the system automatically performs the rollback

operation and all changes are reverted.

Rollback Steps
1. Navigate to Automation > Processes
2. Find the process you want to roll back
3. Use the Manual-Rollback option in the Status column

4. Confirm
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Operations During Rollback

Step Operation

1 New configuration is removed

2 Backed up certificate files are restored

3 Newly uploaded certificate, key, and chain files are deleted
4 Apache service is reloaded
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NGINX

SecTrail CM establishes agent-less connections to NGINX web servers to enable automatic deployment and
renewal of SSL certificates.

Connection Requirements

Requirement Detail Description

Protocol SSH (Secure Shell) Secure remote connection protocol

Port 22 Standard SSH port or custom port
Authentication SSH Key or Password Authentication with SSH key or password

User Permission Configuration read/write permission Access and edit permission for NGINX config files

Automatic Operations

SecTrail CM automatically performs the following operations on NGINX:

1. Certificate and Key Upload: Secure transfer of SSL certificate, private key, and chain file
2. Configuration Update: Updating NGINX Server Block SSL directives
3. Configuration Test: Syntax check and validation

4. Service Reload: Seamless reloading of NGINX service

Configuration Steps

1. Create NGINX Linux User

Navigate to Automation > Device Users and create a user for NGINX.

2. Add NGINX Device to SecTrail CM

Click Automation > Devices > Add New Device button and enter the following information:
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Add New Device

Name * nginx-test

© Device name for identification

Device Users * linux v

05

P nginx-test.sectrail.com

@ Device IP address or hostname.

Device Type * Nginx v

O Select the device typeplatiorm

Deployment Type Override v
Become Method sudo v
Custom Path lusr/sbin/nginx

Execution Server default v

* Name: Give a descriptive name for the device

e Device Users: Select the user you created in Step 1

e IP: Enter the IP address of the NGINX server

e Device Type: Select nginx from the dropdown menu
 Become Method: Select privilege escalation method (e.g., sudo)

e Custom Path: Enter the path to the NGINX binary file (e.g., /usr/sbin/nginx)

AUTOMATIC DISCOVERY

After the NGINX device is added to SecTrail CM, IP addresses and ports of all Server Blocks defined on the
device are automatically included in the discovery period and regularly scanned.

3. View Device Information

After adding a device, it will be displayed in the Automation > Devices list. Click on the row to view device details:

<+ Add New Device & Sync All Devices | [bEEEE  Show 25 rows ~ Search: ngi

Name P Type Last Sync Time L Actions
BN e
&
Search:
Server Name i Port Path Server Deploy
api-dev.uyg.borsaistanbul.com 8443 leteinginx/conf.dirusen_nginx.conf o Listen : 8443 ssl; s
L CertificateFile : rt
L Certifi ile : ke,
api-dev1.uyg.borsaistanbul.crt 8445 letcinginx/conf.d/rusen_nginx.conf o Listen : 8445 ssl; Py
o SSLCertificateFile : fetc/httpd/ssi/dvtester1.sectrail.com_ST-77d62310a6.crt
o SSLCertific ile : 1.sectrail.com_ST-77d62310a6 key

Showing 1 to 3 of 3 entries

Showing 1 to 1 of 1 entries (filtered from 9 total entries) 1 row selected 0 columns selected 0 cells selected Previous - Next

@ Info <

o Server Name: Server block server name (e.g., sectrailcm-test.borsaistanbul.com)
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e Port: Ports NGINX is listening on (e.g., 8443)
« Path: NGINX configuration file path (e.g., /etc/nginx/conf.d/domain_nginx.conf)
e Server: SSL configuration details

» Deploy: For certificate deployment

Certificate Deployment

Step 1: Server Block and Certificate Selection
1. Select your NGINX device from the Automation > Devices section
2. In the device details, find the Server Block you want to deploy a certificate to
3. Click the Deploy button on the relevant row

4. In the Deploy Certificate window that opens:

» Virtual Servers: Target Server Block information is displayed (IP, port, server name)

» Certificate: Select the certificate you want to deploy from the dropdown menu

Deploy Certificate

Virtual Servers 10.34.24.56 / nginx-56 / api-dev.uyg.borsaistanbul.com / 1

© virual where the certiicate wil be deployed

Certificate tester1.sectrail.com - 15-04-2028 10:08:52 v

© Select the certificate to deploy to the virtual server

Step 2: Start Deployment Process

Click the Deploy button to start the certificate deployment process.

Step 3: Process Tracking

The deployment process can be tracked from the Automation > Processes section:

Processes

' Rollback Show 10 rows ~ Select ~ Show Hide Columns ~ Search:
Id Updated At 4 DevicelP Device Name Device Type Virtual Server Status.
O
10.34.24.56 8443 api-dev.uyg.borsaistanbul.com
O DEPLOY Process (Success) 25Apr202617:39 —
o Certificate file is copied successfully ©1739:39
o Certificate file is uploaded successfully ©17:39:41
e Key file is copied successfully ©17:39:42
o Key file is uploaded successfully ©1739:44
e Configuration success for Task ST-957128eb99 © 17:39:47

*D ROLLBACK Process (Rollback) 30 Apr 2026 16:05 —

e Certificate file is copied successfully © 16:05:38
@ Oid certficate file s deleted =D
e Key file is copied successfully © 16:05:40
@ Old key file is deleted © 160541
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Process Details

The following steps are performed during deployment:

Step Process Description

1 Certificate, key, and chain files are uploaded to the server
2 Current certificate files are backed up

3 New certificate configuration is applied

4 NGINX service is reloaded

Rollback Process

If problems occur after certificate deployment, the Manual Rollback feature can be used.

AUTOMATIC ROLLBACK

If an error occurs during any step of the deployment process, the system automatically performs the rollback
operation and all changes are reverted.

Rollback Steps
1. Navigate to Automation > Processes
2. Find the process you want to roll back
3. Use the Manual-Rollback option in the Status column

4. Confirm

Operations During Rollback

Step Operation

1 New configuration is removed

2 Backed up certificate files are restored

3 Newly uploaded certificate, key, and chain files are deleted
4 NGINX service is reloaded

©2026 SecTrall 118 /239



SecTrail CM 3.16 Integrations — System v2.7.0

Apache Tomcat

SecTrail CM enables automatic deployment and renewal of SSL certificates by establishing agentless connections
to Apache Tomcat application servers.

Connection Requirements

Requirement Detail Description

Protocol SSH (Secure Shell) Secure remote connection protocol

Port 22 (default) Standard SSH port or custom port

Authentication SSH Key or Password Authentication via SSH key or password

User Permission Keystore and restart permission Java keystore creation and Tomcat restart permission

Automated Operations

SecTrail CM automatically performs the following operations on Apache Tomcat:

1. Keystore Management: Creating and updating Java KeyStore (JKS/PKCS12)
2. Certificate Import: Adding SSL certificate and private key to keystore
3. Configuration Update: Updating Tomcat server.xml SSL connector settings

4. Service Refresh: Restarting Tomcat service

Configuration Steps

1. Creating Tomcat Linux User

Navigate to Automation > Device Users and create a user for Tomcat.

2. Adding Tomcat Device to SecTrail CM

Click Automation > Devices > Add New Device button and enter the following information:

Add New Device

Name * tomeat-test

© Device name for identification

Device Users * linux v

© Select credentias for device authentication

[ tomcat-test.sectrail.com

© Device IP address or hostname

Device Type * Apache Tomeat Linux v

© Select the device typelplatiorm

Become Method sudo ~

Execution Server default v
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e Name: Provide a descriptive name for the device

e Device Users: Select the user created in Step 1

e IP: Enter the IP address of the Tomcat server

e Device Type: Select Apache Tomcat Linux from the dropdown menu

e Become Method: Select privilege escalation method (e.g., sudo)

AUTOMATIC DISCOVERY

After the Tomcat device is added to SecTrail CM, the IP addresses and ports of all Virtual Servers defined on
the device are automatically included in the discovery period and scanned regularly.

3. Viewing Device Information

After the device is added, it will be displayed in the Automation > Devices list. Click on the row to view device

details:
+Add New Device & Sync Al Devices Show 25 rows ~ Search: tomca

Name P Ty Last Sync Time L Actions

-
n_ o

Search:

Port T Server Name Others Deploy
8443 10.34.24.42 o SSLCertificateFile : s
o SSLCertificateKeyFile :
o SSLProtocol :
o Protocol :org.apache.coyote.http11.Http11Nio2Protocol
o KeyStoreFile :salih24erz.local_20260331_1343_ST- |_ST-1d718¢3040_ST- jk
Showing 1to 1 of 1 entries
Showing 1to 1 of 1 entries (filtered from 15 total entries) 1 row selected 0 columns selected 0 cells selected Previous - Next
© Info +

Port: SSL ports that Tomcat listens on (e.g., 8446, 8448)

Server Name: Virtual server IP address (e.g., 10.34.24.42)

Others: Current SSL configuration details

Deploy: For certificate deployment

Certificate Deployment

Step 1: Virtual Server and Certificate Selection
1. Select your Tomcat device from Automation > Devices
2. In the device details, find the Virtual Server where you want to deploy the certificate
3. Click the Deploy button on the relevant row

4. In the Deploy Certificate window that opens:

Virtual Servers: Target Virtual Server information is displayed (IP and port)

Certificate: Select the certificate you want to deploy from the dropdown menu
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Deploy Certificate

Virtual Servers 10.34.24.42 /8443 / 10.34.24.42 /1

0 v

o cortiicate will be deployed

Certificate test - 09-03-2027 08:56:41 M

© Selact tho certficate to daploy 1o the virual server

Step 2: Starting the Deployment Process

Click the Deploy button to start the certificate deployment process.

Step 3: Process Tracking

The deployment process can be tracked from Automation > Processes:

S Rolck Shom 101ows~ | St Show e Gt
Id Updated At ! Device IP Device Name Device Type Virtual Server Status
O
10.34.24.42 8446
© DEPLOY Process (Success) 14Sep 2025 15:17  —
e Configuration backup is created © 15:17:37
Q Tomcat is restarted ©15:17:55
0 Deployment is successful 0 15:18:22

'D ROLLBACK Process (Rollback) 14.Sep 2025 15:19  —

@ Original configuration is restored © 151042

e Tomcat is restarted © 15:19:59

@ Rollback is successful 0152026

@ Backup configuration file is removed © 15:20:27

@ Temporary configuration file is removed 0152020
Showing 1to 1 of 1 entries (filtered from 14 total entries) Previous - Next
@ Info +

Operation Details

The following steps are performed during deployment;

Step Operation Description

1 Configuration backup file is created

2 JKS (Java KeyStore) file is created and certificate is loaded
3 Changes are made in the configuration file

4 Tomcat service is restarted

Rollback Operation

The Manual Rollback feature can be used in case of issues after certificate deployment.
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AUTOMATIC ROLLBACK

If an error occurs at any step during the deployment process, the system automatically performs a rollback
and all changes are reverted.

Rollback Steps
1. Navigate to Automation > Processes
2. Find the operation you want to rollback
3. Use the Manual-Rollback option in the Status column

4, Confirm

Operations During Rollback

Step Operation

1 Original configuration is restored

2 Tomcat service is restarted

3 Newly created keystore file is removed

4 Backup and temporary files are cleaned up
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SecTrail CM enables automatic management of SSL certificates by establishing agentless connections to
applications using Java Keystore (JKS/PKCS12).

PLATFORM SUPPORT

SecTrail CM supports Java KeyStores running on both Linux and Windows systems. You can perform
automatic certificate deployment and management for both platforms.

Use Cases

Java Applications: Standalone Java applications

e Microservices: Spring Boot, Quarkus, Micronaut microservices
Message Brokers: Apache Kafka, RabbitMQ (TLS)
Databases: Elasticsearch, Cassandra (SSL/TLS)

Connection Requirements

Linux Systems

Requirement Detail Description
Protocol SSH (Secure Shell) Secure remote connection protocol
Port 22 Standard SSH port or custom port

Authentication SSH Key or Password Authentication via SSH key or password

User Permission Keystore read/write permission Access and edit permission to keystore files

Windows Systems

Requirement Detail
Protocol WinRM (Windows Remote Management)
Port 5985 (HTTP)/ 5986 (HTTPS)

Authentication Username and Password

User Permission Keystore read/write permission

Automated Operations

Description

Windows remote management protocol
Standard WinRM ports

Windows user authentication

Access and edit permission to keystore files

SecTrail CM automatically performs the following operations on Java KeyStore:

1. Keystore Backup: Backing up the existing keystore

2. Certificate Import: Importing new certificate and private key with keytool
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3. Truststore Update: Adding Root/Intermediate CA certificates to truststore

4. Validation: SSL/TLS connection testing and validation

Configuration Steps

1. Creating Java KeyStore Linux User

Navigate to Automation > Device Users and create a user for Java KeyStore.

2. Adding Java KeyStore Device to SecTrail CM

Click Automation > Devices > Add New Device button and enter the following information:

Add New Device

Name * jks-test

© Device name for identiication

Device Users * linux 2

© Select credentials for device authentication

[ jks-test.sectrail.com

© Device IP address or hostname

Device Type * Java KeyStore Linux v

© Select the device type/platiorm

Become Method sudo v
Custom Path

KeyStore Path

KeyStore Storepass

Servive Name to Restart

Execution Server default v

e Name: Provide a descriptive name for the device

e Device Users: Select the user created in Step 1

« |IP: Enter the IP address of the Java KeyStore server

« Device Type: Select Java KeyStore Linux from the dropdown menu
e Become Method: Select privilege escalation method (e.g., sudo)

e Custom Path: (Optional) You can specify a custom path

e KeyStore Path: Enter the path to the KeyStore file

o KeyStore Storepass: Enter the KeyStore password

e Service Name to Restart: (Optional) Enter the service name to restart

AUTOMATIC DISCOVERY AND MONITORING

After the Java KeyStore device is added to SecTrail CM, certificates in the KeyStore are automatically
included in the discovery period and scanned regularly. Automatic alarms are created for certificates that are
about to expire or have issues.
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3. Viewing Device Information

After the device is added, it will be displayed in the Automation > Devices list. Click on the row to view device

details:

+ Add New Device | i Import | & SyncAll Devices | BEEIEE  Show 25 rows ~

Name P

i

Last Sync Time

Search:  Java KeyStore - Linu;

+ Actions

.
n_ o -

Certificate Subject

CN=testersalih.com
CN=dvtester.sectrail.com
CN=cmtest01.sectrailcm.local, C=TR, ST=lstanbul, L=tr, O=bntpro, OU=bntpro

CN=cmtest01.sectrailcm.local, C=TR, ST=Istanbul, L=tr, O=bntpro, OU=bntpro

Showing 1 to 27 of 27 entries

Issuer

CN=test.IntermediateCA, C=TR, ST=istanbul, L=tr, O=bnt, OU=bnt

C=US, O=DigiCert Inc, OU=www.digicert.com, CN=RapidSSL TLS RSA CA G1

c i i com, C=TR, ST=lstanbul, L=tr, O=bntpro,
OU=bntpro
c i i com, C=TR, ST=lstanbul, L=tr, O=bntpro,

Showing 1o 1 of 1 entries (filtered from 15 total entries) 1 row selected 0 columns selected 0 cells selected

@ Info

The following information is displayed in device details:

» Certificate Subject: Certificate subject information (CN, ST, L, O, OU)

e Issuer: CA information that issued the certificate

* Not After: Certificate expiration date
o Store Path: KeyStore file path
e Alias Name: Certificate alias name

e Deploy: For certificate deployment

Certificate Deployment

Not After

24-12-2026
15:01:24

04-09-2025
23:59:59

28-11-2024
06:08:32

06-11-2024

Store Path

Iroot/keystore.jks

Irootkeystorejks

Iroot/keystore.jks

Iroot/keystore jks

Search:

Alias Name

satest
nitro3000
dededededde

deneme30

+

Step 1: KeyStore and Certificate Selection

1. Select your Java KeyStore device from Automation > Devices

2. In the device details, find the KeyStore where you want to deploy the certificate

3. Click the Deploy button on the relevant row

4. In the Deploy Certificate window that opens:

©2026 SecTrail

Virtual Servers: Target KeyStore information is displayed (IP, Subject, Alias Name)

Certificate: Select the certificate you want to deploy from the dropdown menu
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Add Trust Store

Name jks_41/10.34.24.56
Alias Name tester.local
© Alas name for the certifcate i the keystore
Trust CA Certificate True v

© Enable trust for the CA certficate

Certificate tester1.sectrail.com - 15-04-2028 10:08:52 v

© Select the certificate to add to the trust store

Store Path

© Full path o the keystore fle

KeyStore Type JKS M

© Select the keystore type (JKS or CERT)

PFXPassword e

© Password for the PFX certificate file

Step 2: Starting the Deployment Process

Click the Deploy button to start the certificate deployment process.

Step 3: Process Tracking

The deployment process can be tracked from Automation > Processes:

D Rollback m Show 10rows > Select~  Show Hide Columns ~ Search:

d Updated At ! Device IP Device Name Device Type Virtual Server Status
)
10.34.24.56 demir.aka.sectrail.com fmgtester1
DEPLOY Process (Succe 08 May 2026 15:4; ‘
o Certificate file is uploaded successfully © 15:47:37

Operation Details

The following steps are performed during deployment:

Step Operation Description

1 Certificate file is uploaded to the server

2 New certificate is added to existing keystore file

Certificate Removal (Remove)

SecTrail CM supports certificate removal from Java KeyStore.
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Processes

' Rolback Show10rows~  Select~  Show Hide Colurns ~ Searah:
1d Updated At ! Device IP Device Name Device Type Virtual Server Status
ST-ale5e33c51  03-05-2026 15:48:47  10.34.24.56  jks_41 Java KeyStore Linux e oo Completed

C)

10.34.24.56 cmtest01.sectrailcm.local dededededde

© DEPLOY Process (Success) 03 May 2026 15:48 —

Q KeyStore certificate is deleted successfully © 15:48:47

Removal Operation Steps
1. Select your Java KeyStore device from Automation > Devices
2. Select the relevant operation in the row of the certificate you want to remove

3. Confirm to start the removal operation

Removal Operation Task Details

The removal operation can be tracked from Automation > Processes. The following steps are performed during
the operation:

Step Operation Description

1 Existing keystore file is backed up

2 Certificate is deleted from keystore with specified alias
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Windows TrustStore

SecTrail CM enables automatic management of trusted certificates (Trusted Root and Intermediate CA) by
establishing agentless connections to Windows TrustStore.

PLATFORM SUPPORT

SecTrail CM supports TrustStores running on Windows systems. You can perform automatic certificate
deployment and management via WinRM protocol.

Use Cases

Trusted Root CA Management: Centralized management of Root CA certificates

¢ Intermediate CA Certificates: Distribution of intermediate CA certificates

Corporate PKI: Enterprise PKI infrastructure management

Certificate Chain Management: Establishing certificate chain trust relationships

Connection Requirements

Requirement Detail Description

Protocol WIinRM (Windows Remote Management) Windows remote management protocol

Port 5986 Or 5985 Secure WinRM port (recommended)
Authentication Username and Password Windows user authentication

Transport NTLM or Kerberos Windows authentication protocol

User Permission Certificate Store management permission Permission to add/remove certificates to TrustStore

Automated Operations

SecTrail CM automatically performs the following operations on Windows TrustStore:

1. Certificate Discovery: Listing existing TrustStore certificates
2. Certificate Import: Adding trusted certificates to TrustStore
3. Certificate Remove: Removing existing certificates from TrustStore

4. Validation: Certificate validity and chain testing

©2026 SecTrall 128 /239



SecTrail CM 3.18 Integrations — System v2.7.0

Supported Certificate Stores

Store Location Description

LocalMachine Machine-based certificate store
My Personal certificates

Root Trusted root CA certificates

CA Intermediate CA certificates

Configuration Steps

1. Creating Windows TrustStore User

Navigate to Automation > Device Users and create a user for Windows TrustStore.

2. Adding Windows TrustStore Device to SecTrail CM

Click Automation > Devices > Add New Device button and enter the following information:

Add New Device

Name * truststore-test

© Device name for identiication

Device Users * windows v

© Select credentials for device authentication

[ truststore-test.sectrail.com

© Device IP address or hostname

Device Type * Windows TrustStore v

© Select the device typelplatiorm

Connection ® winRM O ssH

Transport NTLM v
© WinRM transport protocol

Connection Type @® secure O In Secure

Port 5986

Store Name My ~

Store Location LocalMachine v

Execution Server default v

[Eee]

e Name: Provide a descriptive name for the device (e.g., wintrust )

e Device Users: Select the user created in Step 1 (e.g., windows )

e |IP: Enter the IP address of the Windows TrustStore server (e.g., 10.34.24.150 )
e Device Type: Select windows TrustStore from the dropdown menu

e Connection: Select winrRM or ssH (WinRM recommended for Windows)

e Transport: Select NTLM (or Kerberos)

e Connection Type: Select secure (for HTTPS)

e Port: Enter WinRM port (e.g., 5986 )

©2026 SecTrall 129 /239



SecTrail CM 3.18 Integrations — System v2.7.0

e Store Name: Select store name (e.g., My )

e Store Location: Select store location (e.g., LocalMachine)

AUTOMATIC DISCOVERY AND MONITORING

After the Windows TrustStore device is added to SecTrail CM, certificates in the TrustStore are automatically
included in the discovery period and scanned regularly. Automatic alarms are created for certificates that are
about to expire or have issues.

3. Viewing Device Information

After the device is added, it will be displayed in the Automation > Devices list. Click on the row to view device
details:

Devices

+ Add New Device | S Import | & SyncAll Devices | DEEEE  Show 25 rows Search: Windows TrustStore
Name P Type Last Sync Time ! Actions
ﬂ windows-truststore-150 10.34.24.150 Windows TrustStore 29.04.2026 02:00:32
Store

Certificate Subject T ssuer DNS Names Not After Store Name Location

C=TR, CN=local.RootCA C=TR, CN=local.RootCA DNStlocal. RootCA 2039-08-24 My LocalMachine
14:04:46

CN=(STAGING) Riddling Rhubarb R12, O=(STAGING) ~ CN=(STAGING) Pretend Pear X1, O=(STAGING) DNS:(STAGING) Riddling Rhubarb R12 2027-03-13 My LocalMachine

Let's Encrypt, C=US Internet Security Research Group, C=US 02:59:59

CN=(STAGING) Tenuous Tomato R13, O=(STAGING) CN=(STAGING) Pretend Pear X1, O=(STAGING) DNS:(STAGING) Tenuous Tomato R13 2027-03-13 My LocalMachine

Let's Encrypt, C=US Internet Security Research Group, C=US 02:59:59

CN=(STAGING) Wannabe Watercress R11, O= CN=(STAGING) Pretend Pear X1, O=(STAGING) DNS:(STAGING) Wannabe Watercress R11 2027-03-13 My LocalMachine

Showing 1 to 141 of 141 entries

Showing 1 to 1 of 1 entries (filtered from 15 total entries) 1 row selected 0 columns selected 0 cells selected Previous - Next

© Info o

The following information is displayed in device details:

e Certificate Subject: Certificate subject information (CN, ST, L, O, OU)
 Issuer: CA information that issued the certificate

o DNS Names: DNS names defined in the certificate

* Not After: Certificate expiration date

» Store Name: Certificate Store name

e Store Location: Certificate Store location

Certificate Deployment

Step 1: TrustStore and Certificate Selection
1. Select your Windows TrustStore device from Automation > Devices
2. Click the Add button in device details
3. In the Add Trust Store window that opens:

©2026 SecTrall 130/239



SecTrail CM 3.18 Integrations — System v2.7.0

e Name: Provide a descriptive name for the certificate (e.g., wintrusttest / 10.34.24.150)
e Store Name: Select store name (e.g., My )
» Store Location: Select store location (e.g., LocalMachine)

o Certificate: Select the certificate you want to add from the dropdown menu (e.g., dvtester.sectrail.com -
09-11-2025 23:59:59)

o KeyStore Type: Select Jks (or PKCS12)

o Pfx Password: Enter certificate password

Add Trust Store

Name windows-truststore-150 / 10.34.24.150

Store Name

Store Location

Certificate deneme.com - 10-03-2028 14:03:34 v

© Sclect the cortfcate 10 add to the rust store.

KeyStore Type IS v

PFX Passworc d

Step 2: Starting the Deployment Process

Click the Submit button to start the certificate deployment process.

Step 3: Process Tracking

The deployment process can be tracked from Automation > Processes:

Processes

LLUEETS W BT 8 Show 10rows > Select~  Show Hide Columns ~ Search:
Id Updated At ! Device IP Device Name Device Type Virtual Server Status
ST-edeBabfdee  03-05-2026 15:50:25  10.34.24.150  windows-truststore-150 Windows TrustStore _wm Completed
©
10.34.24.150 aka.sectrail.com 0b
e File copy is successful © 15:50:2;

° Certificate file is uploaded successfully

Operation Details

The following steps are performed during deployment:

Step Operation Description

1 Certificate file is copied to the server ( File copy is successful)

2 Certificate is successfully uploaded to Windows TrustStore ( Certificate file is uploaded successfully )

Certificate Removal (Remove)

SecTrail CM supports certificate removal from Windows TrustStore.
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Processes

 Rollback B+ Export ~ Show 10 rows ~ Select ~ Show Hide Columns ~ Search:
Id Updated At ! Device IP Device Name Device Type Virtual Server Status

ST-03861cbe32  03-05-2026 15:52:50  10.34.24.150  windows-truststore-150 Windows TrustStore _ WSUEeeT Completed

10.34.24.150 denemef.local 0C778C 18DAOF16FDB5F7DCS]

© DEPLOY Process (Success) 03May 2026 1552  —

o TrustStore Certificate Removed © 15:52:49

Removal Operation Steps
1. Select your Windows TrustStore device from Automation > Devices
2. Click the Remove button in the row of the certificate you want to remove

3. Confirm to start the removal operation

Removal Operation Task Details

The removal operation can be tracked from Automation > Processes. The following steps are performed during
the operation:

Step Operation Description

1 Specified certificate is removed from Windows TrustStore ( TrustStore Certificate Removed )
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Dashboard

Dashboard is the main screen in SecTrail CM that provides a comprehensive view of your system status and
certificate inventory.

Overview

After logging in, you'll encounter the dashboard which consolidates the status of all certificates in your
infrastructure, security metrics, and system information on a single screen. The dashboard includes:

+ Real-time certificate metrics and status reports

e Security vulnerability analysis and TLS/SSL configuration status

e [!] Alarm system with expiring certificate warnings

e Visualized reports for easy monitoring

Certiicate Manager = 0 e wmn

& SYSTEM CURRENT TIME VSTEM 05 VERSION au
Apr 28 11:33:36 SSL Manager v27 20%

Certificate Summary Report Certficate Signature Types Certificate Key Sizes
Vi I i 130 iy Expios 190 days NN i — s o

Robot Attack Used on Hosts.

LS Fallback Used on Hosts OpenSSL Heartbleed Used on Hosts. Session Resumption Used on Hosts

OpenSSL CCS Injection Used on Hosts. Session Renegotiation Used on Hosts

SecTrail CM Main Dashboard - System Overview

System Metrics

At the top of the dashboard, you'll find metrics showing the overall system status:

Metric Description

System Uptime System continuous operation time

System Current Time Current system time

System OS Version Operating system version (SSL Manager v2.6.9)
Used Disk Percentage of disk space used
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SYSTEM HEALTH

These metrics allow you to monitor system performance and resource usage in real-time.

Dashboard Charts and Reports

The dashboard offers various charts that visualize the status of certificates in your infrastructure:

Certificate Status Charts

Certificate Summary Report

Shows the general status of certificates by category:

e [OK] Valid - Valid certificates
e Expiring within 60 days - Will expire within 60 days
e Expiring within 30 days - Will expire within 30 days

o Expired - Expired certificates

Certificate Signature Types

Shows the distribution of certificate signature types used. Modern and secure algorithms (RSA-SHA256, ECDSA-
SHA256) should be preferred. Legacy algorithms (RSA-SHAL, MD5) pose security risks.

Certificate Key Sizes

Shows the distribution of certificate key sizes. A minimum of 2048-hit RSA or 256-bit ECC keys is recommended.
1024-bit and smaller keys are not secure.

Security and Protocol Charts

Chart Description

TLS Versions Used On Hosts Distribution of TLS versions used on hosts (TLS 1.3, TLS 1.2, TLS 1.1, TLS 1.0)

TLS Ciphers Used on Hosts Top 10 Most commonly used TLS cipher suites

TLS Fallback Used on Hosts TLS Fallback SCSV usage status (Vulnerable/Not Vulnerable)
OpenSSL Heartbleed Heartbleed (CVE-2014-0160) vulnerability detection
OpenSSL CCS Injection CCS Injection (CVE-2014-0224) vulnerability detection

['] Security Vulnerability Charts

Chart Description

Robot Attack Used on Hosts ROBOT attack security status detection

Deflate Compression Used on Hosts TLS compression (CRIME attack) vulnerability status
Session Resumption Used on Hosts TLS session resumption mechanism usage status
Session Renegotiation Used on Hosts TLS session renegotiation security configuration
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Alarm Table

At the bottom of the dashboard, there is a detailed table showing the alarm statuses of certificates in your

infrastructure:
| D=T5E  Show 10rows~  Column Visibility ~ Search:
Subject Subject Alternative Names Host Issuer Alert Days T
CN=teste trail. D 10.34.28.28:443, 20.10.10.20:443 C=AT O=ZeroSSL CN=ZeroSSL RSA Domain Secure Site CA 33
CN=testhashicorp.local DNS:test.hashicorp, D} local local - sectrail_p} S P Vault CN=sectrail01.local 34
CN=test. local DNS:test. test. I - sectrail_pk p Vault CN=sectrail01.local 34
CN=www.aka.sectrail.com DNS:aka.sectrail.com, DNS:baggage.aka.sectrail.com, ‘www.aka.sectrail.com - sectrail_pki:Hashicorp Vault CN=sectrail01.local 34
DNS:odn.aka.seclralcom, DNS:m.aka.sectal.
DNS:p.aka.sectrail.com, DNS:www.aka.sectrail.com
‘CN=deneme.com DNS:deneme.com ‘deneme.com - sectrail_pki:Hashicorp Vault CCN=sectrail01.local 34
‘CN=bntpro.com DNS:*.bntpro.com, DNS:bntpro.com 10.34.28.167:443, 10.34.24.181:443, 10.34.23.213:443, 192.192.192.193:443 C=US O=Let's Encrypt CN=R12 58
CN=dsadsfddfg DNS:dsadsfddfg dsadsfddfg - sectrail_pki:Hashicorp Vault CN=sectrail01.local 62
CN=d hashicorp.local DI hashicorp.local deneme.hashicorp.local - sectrail_pki:Hashicorp Vault CN=sectrail01.local 62
Cl local DI 1.local, DI local secrusen1.local - sectrail_pki:Hashicorp Vault CN=sectrail01.local 67
CN=tester1.sectrail.com DNS:tester1.sectrail.com tester1.sectrail.com - sectrail_pki:Hashicorp Vault CN=sectrail01.local 72
‘Showing 1 to 10 of 29 entries Previous - 2 3 Nex
@ Info +

Dashboard Alarm Table - Certificate Warnings and Status Information
e Subject - Certificate subject (CN, O, OU information)

¢ Subject Alternative Names - Alternative domain names (SAN). Shows all domains for which the certificate is
valid.

e Host - Server/host address where the certificate is used (IP address or hostname)
e Issuer - Certificate Authority (CA) that issued the certificate (e.g., Let's Encrypt, DigiCert, Sectigo)

e Progress - Progress status in the certificate lifecycle. Shown with a visual progress bar.

Alert Days - Number of days until certificate expiration & Critical warning time

Alarm Color Codes

The alarm table visually shows certificate status with colors:

Color Status Action

Red Expired or very soon to expire certificates CRITICAL - Immediate action required
OrangelYellow Certificates expiring within 30-60 days WARNING - Plan renewal

Green Valid certificates with long expiry NORMAL - In good condition

ALARM NOTIFICATIONS

Regularly check the alarm table on the dashboard. Plan urgent actions for red or orange certificates and
initiate renewal processes.

Understanding and Interpreting Charts

The charts on the dashboard provide valuable insights about your certificate security and infrastructure status.
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Certificate Status Monitoring
Pay attention to priority levels to understand certificate statuses:
e [OK] Valid - Normal monitoring period, no cause for concern

¢ [!] Expiring within 60 days - Start renewal planning, contact vendor

e Expiring within 30 days - High priority, urgent renewal process should be initiated

o Expired - CRITICAL STATUS - Service interruption risk, immediate action required

AUTOMATIC NOTIFICATIONS

SecTrail CM provides automatic notification system for critical situations. You can receive instant alerts by
configuring email and integration settings.
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Discovery Configuration

This guide explains step-by-step how to discover, manage, and monitor certificates in SecTrail CM.

ABOUT THE FEATURE

To learn what the Certificate Discovery feature is, how it works, and its advantages, first review the Features:

Certificate Discovery page.

Certificate Discovery

Accessing Discovery Configurations

ACCESS PATH

To manage discovery operations, go to: Discovery -> Automated Discovery in the application panel.

Discovery Configurations List

You can view all discovery periods and configurations defined in SecTrail CM in a centralized list.

Automated Discovery

Name Discover Type ! IPRange

ctiogs transparency-log bntpro.com
sectrail cm network 10.34.25.0/24
local network 10.34.24.0/24
sectrail.bntpro.com network sectrail.bntpro.com

Showing 1 to 4 of 4 entries

© Info

443,445,8443,8443

443,444,445

443

Search:

Discover Period

Every day at 01:00

Every day at 22:00, Every day at 02:00

L SR N ¥

Every day at 01:00

Every day at 02:15 d

+

Discovery Configurations List - All Defined Discovery Tasks

List Information

The following information is displayed for each row in the discovery configurations list:

* Name - Descriptive name you gave to the discovery task

« Discover Type - Which discovery method is used ( Network Scan or CT Logs)

e IP Range - IP range or domain name to be scanned

e Ports - Which ports are scanned (e.g., 443, 444, 8443)

e Discover Period - How frequently discovery runs

Available Operations

You can perform the following operations from the list:

» View and Filter - Review discovery configurations
« Edit - Update existing configurations

¢ Delete - Remove unnecessary configurations

©2026 SecTrail
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e Create New - Add new discovery configuration

Network Scan Configuration

With Network Scan, you can discover SSL/TLS certificates in your internal network.

Creating New Network Scan

As shown in the image below, you can create a Network Scan configuration:

Edit Discovery

Name * local

IP/CIDR or Domain * 10.34.24.0/24
© Enter a single IP adcress (.g., 192.168.1.1), CIDR notation (e.g., 192.168.1.0124),or domain name (6.9
example.com)

Port* 443,444,445
© Enter a singlo port (0.9, 443), multple ports separated by commas (6.9, 443,8443), or a portrange (e.0., 400-
500)

Discover Type Network Scan v
@ Network Scan will scan specified IP ranges and ports. Transparency Log Scan will query Certificate Transparency
logs for domains

DNS Resolver System DNS v

© Sclect System Default DNS 10 use

r's DNS settings, or Custom DNS to specify your own DNS server

Status Managed v
© Managed certiicates wil be actively managed and renewed. Montored certfcates will only be fracked without
automaic actions

Execution Server default v

© Select which server should execute the discovery scan. This allows you to distribute workioad across different
servers

Discover Period * Daily v 01:00 + Add More

© Configure when the discovery scan should run. You can add multiple schedules by clicking 'Add More'

B3 Submit

Network Scan Configuration Form

Configuration Parameters

Parameter Description Options
Name Provide a descriptive name for the discovery task Use IP range or target system name
IP or CIDR Enter the IP address, CIDR notation, or domain name you - Single IP: 192.168.1.100

want to scan -IPrange: 10.34.24.0/24

- Subnet: 172.16.0.0/16

- Domain: example.com

Port Enter ports to scan, separated by commas - Single port: 443
- Multiple: 443, 444,8443

Discover Type Select discovery method Select Network Scan

Status Determine status of discovered certificates - Managed: Managed certificates
- Monitored: Only monitored
certificates

Discover Set how frequently the scan runs - Period type: Daily or Weekly

Period - Time: HH:MM format

- Add More to add multiple times
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TIPS
e Scanning outside business hours reduces network traffic

» Use Add More button to scan at different times each day

After entering the form information, click the Submit button to save the configuration.

CT Logs Configuration

With CT Logs, you can discover your publicly published domain certificates.

Creating New CT Log Scan

As shown in the image below, you can create a CT Logs configuration:

Add Discovery

Name * ctiogs

Domain: bntpro.com
© Enter a single IP address (e.g., 192.168.1.1), CIDR notation (e.g., 192.168.1.0/24), or domain name (e.g.
example.com)

Discover Type Transparency Log Scan v
© Network Scan willscan specified IP ranges and ports. Transparency Log Scan will query Certifcate Transparency

logs for domains

Services CrtSh v

Status Managed ~
© Managed certicates will be actively managed and renewed. Monitored cerliicates will only be racked without
automaic actions

Execution Server default v
© Seloct which server shouid execute the discovery scan. This allows you to distibute workload across different
servers

Discover Period * Daily v 01:00 + Add More

@ Configure when the discovery scan should run. You can add muttiple schedules by clicking ‘Add More'

CT Logs Configuration Form

Configuration Parameters

Parameter Description Options

Name Provide a descriptive name for the discovery Example: Example.com CT Scan, Company
task Domains

Domain Enter the domain name you want to scan - Example: example.com

- Subdomains are automatically included
- No need to use wildcard ( *.example.com )

Discover Type Select discovery method Select CT Logs

Status Determine status of discovered certificates - Managed: Managed certificates

- Monitored: Only monitored certificates

Discover Set how frequently the scan runs - Period type: Daily or Weekly
Period - Time: HH:MM format

©2026 SecTrail
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SUBDOMAIN DISCOVERY

When you enter example.com , all subdomain certificates for this domain are also automatically found:

www . example.com, api.example.com, mail.example.com , and others.

CT LOGS RECOMMENDATIONS
e Daily scanning is recommended for CT Logs (to catch new certificates)
¢ Be sure to perform daily scanning for Shadow IT detection

* New certificates may take a few hours to be recorded in CT logs

After entering the form information, click the Submit button to save the configuration.

Manual Discovery

You can navigate to Discovery > Manual Discovery to perform quick and instant scans without creating scheduled
discovery tasks.

WHEN TO USE MANUAL DISCOVERY?
e Quick check when adding a new server
e Emergency certificate check
e Test scans

e One-time inventory updates

Manual Discovery

IP/CIDR or Domain * 10.34.24.0/24
© Enter a single IP addess (e.g., 192.168.1.1), CIDR notation (e.g., 192.168.1.0124), or domain name (e.g
example.com)

Port * 443,44|

@ Enter a single port (e.g., 443), multple ports separated by commas (e.g., 443,8443), or a port range (e.g., 400-
500)

DNS Resolver * System DNS ~
@ Select System Default DNS to use server's DNS settings, or Custom DNS to specify your own DNS server
Discover Type * Network Scan ~

© Network Scan will scan specified IP ranges and ports. Transparency Log Scan wil query Certificate Transparency
logs for domains

Status * Managed v

icates will be actively managed and renewed. Monitored certificates will only be tracked without

Manual Discovery Form - Quick Scan
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Manual Discovery Parameters

Parameter Description Options

IP or CIDR Enter IP, CIDR, or domain to scan -SinglelP: 1.1.1.1
-IPrange: 1.1.1.0/24
- Domain: example.com

Port Specify ports to scan - Single port: 443
- Multiple ports: 443,844,444

Discover Type Select discovery method - Network Scan: For IP/Port scanning
- CT Logs: For domain scanning

Status Determine certificate status - Managed: Managed
- Monitored: Monitored

After filling out the form, click the Discover button to start scanning immediately.

IMPORTANT NOTE

e Manual discovery results are automatically added to inventory
e However, it does not create periodic scanning

e For regular scanning, you must create a scheduled discovery configuration

Bulk Discovery Configuration

You can perform bulk import via Excel (XLSX) file to create multiple discovery configurations at once.

WHEN TO USE BULK IMPORT?
e When you want to add many IP ranges or domains at once
e When you want to create discovery configurations from an existing inventory list

e When you want to bulk import network lists from different departments

Import Choose Browse

© Select an XLSX or CSV file containing discovery configuration data

File Type XLSX v

@ Choose the format of your import il (Excel XLSX or CSV)

Download Template 3. Download Template ~

© Download an empty template file o see the required format

File Import Screen - Bulk Discovery Configuration

How to Perform File Import?

Access the bulk import page from Discovery -> Automated Discovery -> File Import menu.
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1. Download and Fill Template

Click the Download Template button to download the Excel (XLSX) template file. Fill in the following columns in
the template:

TEMPLATE TIPS
e Each row in Excel represents a discovery configuration
o Don't fill empty rows, Excel will automatically skip them
e For multiple ports in the Port column, separate with commas: 443, 8443, 636

e Use IP/CIDR for Network Scan, use domain for CT Logs

2. Upload File
1. Click the Choose File or Browse button
2. Select the filled Excel file
3. Ensure XLSX is selected in the File Type field

4. Click the Import button

3. Check Results
e [OK] Successfully imported configurations are shown with green checkmarks
. Rows with errors are marked in red and error message is displayed

e Check all added records from the discovery configurations list

How to Configure Discovery Filters?

If you want certain IP addresses, ranges, or domains to never be discovered during any discovery operation, you
can use the Discovery Filter feature. Targets defined with a filtering rule are automatically excluded from all
discovery processes.

ACCESS PATH

Go to Discovery -> Automated Discovery -> Filter menu.

WHEN TO USE?

« If there are specific IP addresses or ranges you do not want discovered
« |f certain systems must be excluded from the inventory

e For network segments that should be kept out of scanning
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Filter List

+Create Rule | WDelete | B»Export~ WESICVRLIIERGEEEETE g Search:
Pattern Filter Type Condition Priority t
CN=localhostlocaldomain Subject contains 1 e ¢

157
CN=tester Subject contains 2 g ¢

157
CN=deneme Subject contains 3 2 ¢

(57

Showing 1to 3 of 3 entries 0 columns selected 0 cells selected Previous - Next

© Info +

Defined Discovery Filters List

Creating a New Filter

Edit Discover Filter

Pattern * CN=localhost localdomain
© Enter the pattern to match in certiicate subject (e.9., CN=example.com)

Condition contains v
© Choose whether the pattern should match exactly or contain the specified text

Priority 1 v
© St the priority order for this fiter (lower numbers are processed first)

Discovery Filter Creation Form

Parameter Description Example
IP or CIDR IP address or range to exclude from discovery 192.168.1.50, 10.0.0.0/8
Port Port to exclude from discovery (optional) 443 | 8443

After filling in the form and clicking the Submit button, the rule becomes active and these targets will be skipped in
the next discovery operation.

Monitoring Discovery Results

You can track the results of all discovery operations from the Discovery -> Processes menu.
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Discover Processes

Show 10 rows ~ Select Show Hide Columns ~ Search:

Started ! Ended IP Range Port Type Status Message
03.05.2026 02:00:10 03.05.2026 02:00:10 10.34.24.150 443 Managed: iis Completed Discover completed. Founded 1 hosts.
02.05.2026 22:00:02 02.05.2026 22:00:06 10.34.24.0/24 443,445,8443 Automatic Completed Discover completed. Founded 36 hosts.
02.05.2026 02:01:32 02.05.2026 02:01:34 10.34.4.69 - F5:15 Completed 40 host(s) discovered on 5
02.05.2026 02:01:03 02.05.2026 02:01:03 10.34.25.30 - FortiGate: LocalFortiGate ~ Completed 3 SSL profile(s) discovered on LocalFortiGate
02.05.2026 02:00:47 02.05.2026 02:00:48 10.34.25.29 - FortiManager: localfortim  Completed 6 SSL profile(s) discovered on localfortim
02.05.2026 02:00:36 02.05.2026 02:00:37 10.34.4.68 - F5: f5_prod Completed 13 host(s) discovered on f5_prod
02.05.2026 02:00:34 02.05.2026 02:00:34 10.34.25.27 - Panorama: panorama Completed 7 SSLinbound inspection rule(s) discovered on panorama
02.05.2026 02:00:22 02.05.2026 02:00:22 10.34.24.43 443 Managed: apache Completed Discover completed. Founded 1 hosts.
02.05.2026 02:00:22 02.05.2026 02:00:22 10.34.24.43 443 Managed: apache Completed Discover completed. Founded 1 hosts.
02.05.2026 02:00:13 02.05.2026 02:00:13 10.34.24.150 443 Managed: iis Completed Discover completed. Founded 1 hosts.
Showing 11 to 20 of 23 entries Previous 1 n 3 Next

Discovery Results Page - Scan Statuses and Statistics

Displayed Information

On this page, you can see the following details for each discovery operation:
Scan Status : Ongoing, completed, or failed scans

Discovery Type : Network Scan or CT Logs

Target Information : Scanned IP range or domain name

Start Time : Date and time the scan started

End Time : Date and time the scan completed

Duration : Total scan duration

Certificates Found : Number of certificates found in the scan

Scan Details : Detailed log records of each scan

Scan Statuses

Discovery operations can be in the following states:

Status Icon Description Action Required
In Progress Scan is currently ongoing Wait for completion
Completed [OK] Scan completed successfully Review results
Failed [X] Scan ended with error Check error logs

USEFUL INFORMATION

From this page, you can view the results of both scheduled discovery tasks and manual discovery operations.
Past scan records are also saved, allowing you to analyze your discovery performance.
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Alerts and Notifications

In SecTrail CM, you can monitor certificate expiration status, receive automatic notifications when critical deadlines
approach, and create alarm configurations.

ACCESS PATH

You can access alarm and notification features in the application panel through the following paths:

e Monitoring -> Checklist - Certificate alarm list and configuration

Alarm List

The alarm list allows you to track the status of certificates approaching expiration with color-coded visualization.

Checklist
m Show 10 rows ~ Show/Hide Columns ~

Subject Subject Alternative Names Serial Number Expire Host Network Type Alert Days T
Search | [search Search Search | [search | [search | [search
CN=tester.sectrail.com DNS:tester.sectrail.com 8362753205363077787559072803053439325 05-06-2026 02:59:59  10.34.28.28:443, 20.10.10.20:443 External 33
CN=www.aka.sectrail.com DNS:aka.sectrail.com, 0x7A8D60608336DDBDDOB3F7C13D4BSFACEFETF190  06-06-2026 16:54:00  www.aka.sectrail.com - sectrail_pki:Hashicorp Vault Others 34

DNS:baggage.aka.sectrail.com,
DNS:cdn.aka.sectrail.com,
DNS:m.aka.sectrail.com,
DNS:p.aka.sectrail.com,
DNS:www.aka.sectrail.com

CN=deneme.com DNS:deneme.com 0x7D84382CA9E54FC4ACDID0OSAODB0890432A39E2D 06-06-2026 16:42:03 deneme.com - sectrail_pki:Hashicorp Vault Others 34

CN=test.sdgdev.sectrail.local DNS:test. local 4 8EC78370045C33CL 16:06:38  test.sdgdev.sectraillocal - sectrail_pki:Hashicorp Vault Others 34

CN=testhashicorp.local DNS:test hashicorp, 0x03E182A915A4FA1AAO7: 1 2026 16:56:41 icorp.local - sectrail_pki:Hashicorp Vault Others 34
DNS:testhashicorp.local

CN=bntpro.com DNS:*.bntpro.com, D4FE73D: 91FCB 30-06-2026 08:06:44 10.34.24.181:443, 10.34.23.213:443, 192.192.192.193:443, 10.34.28.167:443  External 58
DNS:bntpro.com

CN=de hashicorp.local DM hashicorp.local 0x4C8EACBD33F236FA982CCF3D5BAC4E28FC1DACT5S  04-07-2026 14:45:00 deneme.hashicorp.local - sectrail_pki:Hashicorp Vault Others 62

CN=dsadsfddfg DNS:dsadsfddfg 0x33423023177ADC281B98E60FCO8E7364606910BE 04-07-2026 14:45:20 dsadsfddfg - sectrail_pki:Hashicorp Vault Others 62

CN=secrusen1.local DNS:secrusen1.local, 0x7606F53DD943B0B82616F7CA61FF45DDB24CB19E 09-07-2026 17:31:12 secrusen1.local - sectrail_pki:Hashicorp Vault Others 67
DNS:secrusen2.local

CN=tester1.sectrail.com DNS:tester1.sectrail.com 0x4A0EAF62B6576A50199EB7EA36B2E7F2265750E4 14-07-2026 19:05:37 tester1.sectrail.com - sectrail_pki:Hashicorp Vault Others 72

Showing 1 to 10 of 29 entries Previous - 2 3 Next

Expiration Status Alarm List

List Information

The following information is displayed for each certificate in the alarm list:

e Subject - Certificate's Common Name (CN) information

e Subject Alternative Names - Certificate's SANs (DNS names) list

« Serial Number - Certificate serial number

« Expire - Certificate expiration date and time

e Host - Server address and port information where the certificate is located
» Issuer - CA (Certificate Authority) that signed the certificate

* Network Type - Certificate's network type category (External, Internal, etc.)

e Alert Days - Number of days remaining until certificate expiration

Alarm Color Codes

Certificate expiration status is shown with color codes in the Alert Days column:
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Color Status Description

Red Critical (0-7 days) Certificate will expire within 7 days or has expired

Orange Warning (8-30 days) Certificate will expire within 8-30 days

Yellow Attention (31-90 days) Certificate will expire within 31-90 days
CRITICAL ALARM

Certificates shown in red require urgent action. These certificates must be renewed or updated before
expiration.

List Operations

From the toolbar at the top of the page, you can perform the following operations:

e Show X entries - Set the number of records to display per page
e Search - Search by certificate information

¢ Alarm Configuration - Navigate to the alarm configuration page

Alarm Configuration

On the Alarm Configuration page, you can customize certificate expiration notifications and set automatic
natification times.

ACCESS

You can access alarm configuration settings from Monitoring -> Settings.

Certificate Expiry Tracking 120
Beriod Determines how many days in advance to start tracking certificate expiry.
Include Self-Signed No v
Cedlificates Include self-signed certificates in the notifications.
Dashboard Alert Threshold 1200
Determines the threshod for showing certfcates on the public dashboard.
Notification Trigger Period 30 Daily v 10:00 + Add More
@ Determines how long before expiry the notification should be triggered.

Alarm Configuration Page
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Configuration Settings

Parameter Description Options

Track If Certificates Expires Determines how many days in advance to Enter number of days

In start tracking certificate expiration

Send Notification If Set time periods for sending automatic - Number of days: How many days
Certificates Expires In notifications before to send notification

- Period: Daily or Weekly
- Day: Which day for weekly

notifications
- Hour: What time to send the
notification
Send Self-Signed Should notifications be sent for self-signed - Yes: Notify for self-signed as well
Certificate certificates? - No: Exclude self-signed
Public Dashboard Threshold value for certificates to display on Enter number of days

Threshold public dashboard

SELF-SIGNED CERTIFICATES

Self-signed certificates are typically used in test environments or internal systems. Using certificates signed by
trusted CAs in production environments is recommended.

Saving Configuration

After making all settings, click the Submit button to save the configuration.

..:success Successful Save After the configuration is saved, automatic notifications will start being sent at the
specified periods. :::

Notification Integrations

SecTrail CM can send alarm notifications through different channels:

« Email - Automatic notification delivery to specified email addresses

e SNMP Trap - Alarm delivery to network management systems via SNMP protocol
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Network Type Alarm Configuration

Network Type Alarm Configuration allows you to periodically send a list of all certificates in a specific network type
via email. With this feature, you can regularly receive a complete list of certificates in External, Internal, or other
network types and track which domains you're using.

ACCESS PATH

You can access network type-based alarm configurations from Monitoring -> Alert Rules -> Network Type
Based.

What is Network Type Alarm Configuration?

Network Type Alarm Configuration automatically sends a list of all certificates belonging to a specific network type
via email. This allows you to:

e Receive a complete list of External certificates daily or weekly

e Regularly track the inventory of Internal certificates

e Send separate lists to different teams for each network type

» Report all domains and certificates in use

WHAT IS NETWORK TYPE?

Network Type determines which network category certificates belong to. These values are configured from the
Monitoring -> Alert Rules -> Network Type Based page and automatically categorize certificates.

Network Type Alarm Configuration List

Network Based Alert Rules

+ Create =8 svovorows- seea- Search:

Network Type - Period mail_enabled recipients

External Weekly Yes sdg@bntpro.com s

Internal Daily Yes sectrail@bntpro.com, sdg@bntpro.com P
Showing 11to 2 of 2 entries 0 columns selected 0 cells selected Previous - Next

Network Type Alarm Configuration - Existing Configurations

List Information

On the list page, you can see all defined network type alarm configurations:

Network Type - Network type category (External, Internal, etc.)
e Period - Notification period (Daily, Weekly)
¢ Mail - Is emalil notification active? (Yes/No)

¢ To Mails - Email addresses to receive notifications
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List Operations

You can perform the following operations for each row:

o Edit - Edit existing configuration

e Delete - Delete configuration

NEW CONFIGURATION

Click the Create button to create a new Network Type Alarm Configuration.

Creating New Network Type Alarm Configuration

Add New Network Based Alert Rule

Network Type * External

© Select the network type (Internal, External, etc)

Mail * Yes

© Select whether o send an emal

To Mail sdg-dev@bntpro.com

© Enter the email addresses 1o send the notification to.

Ce More.

© Enter the email addresses to indlude in CC.

+ +
g g
=
3
< < <

Alarm Period * Daily

@ Solect the period for checking the alarm.

Hour * 09:15

© Speciy the time in HH:MM format (24-hour clock)

Mail Subject * SecTrailCM Sertifikalarinizin Gegerlilik Siireleri Hakkinda Bilgilendirme

© Enter the subject of the email

Nalborent [B I U alA vle = E'l(/)_

Sayin Yetkill,

Sunucularinizda kullanilan network tipine ait tim sertifikalar ekte yer alan dosyada
iletimisti,

Bilgilerinize,

© Enter the content ofthe emai.

Add New Network Type Alarm Configuration Form
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Configuration Parameters

Parameter Description Options

Network Select the network type for which the alarm - External: External network certificates

Type configuration will apply - Internal: Internal network certificates
- Custom types defined in Network
Configuration

Mail Should email notifications be sent? - Yes: Email notification active

- No: Email notification disabled

To Mail Email addresses to receive notifications Multiple email addresses can be added (with
Add More)

Cc Copy recipients (optional) Multiple email addresses can be added

Alarm How frequently notifications will be sent - Daily: Every day

Period - Weekly: Weekly

Hour What time notifications will be sent 24-hour format (e.g., 10:00 )

Mail Subject Email subject line Enter email subject

Mail Content Email content Enter email content

NETWORK TYPE RULE

You can create only one alarm configuration per Network Type. You cannot create a new configuration for an
existing Network Type.

AUTOMATIC CERTIFICATE LIST

A list of all certificates in the selected network type is automatically attached to the email content as an
attachment (Excel/CSV).

The list includes:

 Certificate Subject (CN) information
« Certificate expiration dates
e Host and port information

¢ All domain names used

Saving Configuration

Atfter filling in all fields, click the Submit button to save the configuration.

:iisuccess Successful Save After the configuration is saved, the list of all certificates in the relevant network type
will automatically start being sent via email at the specified period and time. :::
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Alarm Customization

Alarm Customization allows you to customize certificate alarms based on much more detailed criteria. With this

feature, you can create special alarm rules for certificates with specific characteristics and send different alarm
notifications to different teams.

ACCESS PATH

You can access alarm customization configurations from Monitoring -> Alert Rules -> Advanced Rules.

What is Alarm Customization?

Alarm Customization allows you to create much more granular and specific alarm rules beyond standard alarm
configuration. This enables you to:

» Scope-based alarms: Separate alarms for servers or certificates

e Type-based alarms: Separate rules for server or CA certificates

¢ Network Type filtering: Only certificates from external, local, or specific network types

e Certificate Owner filtering: Special alarms for certificates owned by specific owners

« Key Size warnings: Automatic notifications for insecure key sizes

o Expired certificates: Separate notifications for expired certificates

« Self-signed checking: Special rules for self-signed certificates

Alarm Customization List

Custom Alert Rules

leaia E» Export ~ Show 10 rows ~ Select ~ Search:
Scope T Type Discover Type Network Type Period Certificate Owner
Certificate Subject Network Al Weekly No s
Server Subject Network Al Daily Yes s
Server Issuer Network Al Daily Yes s
Showing 1to 3 of 3 entries 0 columns selected 0 cells selected Previous - Next
@ Info o

Alarm Customization - Existing Rules

List Information

On the list page, you can see all defined custom alarm rules:

e Type - Alarm type (Subject, Issuer)

e Scope - Scope (Server, Certificate)

» Discover Type - Discovery type (Network, TLS, etc.)

* Network Type - Network type filter (All, External, Internal)

e Threshold Day - How many days in advance to send alarm

e Certificate Owner - Certificate owner filter (Yes/No)
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¢ To Mails - Email addresses to receive notifications

List Operations

You can perform the following operations for each row:

« Edit - Edit existing rule

o Delete - Delete rule

NEW RULE

Click the Create button to create a new custom alarm rule.

Creating New Alarm Customization Rule

Add Advanced Rule

Scope * Server ~
@ Selectthe scope ofth alarm (Server or rtfcat).
Type Subject v

@ Selectthe type or the larm rigger (Supjector ).

Discover Type * Network v

© Seloct ho discovery type.

Network Type * Al v
0 Sclectthe netvork yp 1.6

Include Self-Signed Yes v

Certficates *

0 Specty whetner 1o nclude self-igned cerficates in larm notficatons.

Include Expired Certficates
0 Seloct whother o send exgired corticates.

Mlert on Weak Key Size

Notify Certficate Owner *

e +Add More
Noication Trigger Days 1

° daysinadvance e notfcatonshoud o sent.
Alarm Period - v
Hour® 08:00

© Spocty o me i HHEMM format 26 hourcoc)
Mail Subject SecTrailoM Sertkalarinizin Gegerlik Sireleri Hakinda Bigiendime

© Entr o sutject o th o
Mail Text IB I U alA -l = = E-l</>

Bu bildirim, agagidaki tabloda erisim adresleri belition SSL servislerde kullanian
sertficalarin, yaklasan gegerlik tarihleri hakkinda bilgilendirme saglamak amaciyla
abnderiimektedir.

Add New Alarm Customization Rule Form
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Configuration Parameters

Basic Filters

Parameter

Scope

Type

Discover
Type

Network Type

Alarm Rules

Parameter

Description

Determines the scope in which the alarm will operate

Select the type of certificates for which alarms will be

created

Filter by how certificates were discovered

Select the network type for which alarms will be created

Send Alarm If Certificate

Expires in

Send Expired Certificates

Key Size Alert

Send Self-Signed
Certificate

Certificate Owner

©2026 SecTrail

Description

Determines how many days before certificate
expiration to send alarm

Should notifications be sent for expired

certificates?

Warning for insecure key sizes

Should self-signed certificates be included?

Filter for certificates owned by specific owners

Options

- Server: Separate notification for each
server

- Certificate: Notification for unique
certificates

- Subject: Server certificates
- Issuer: CA certificates

- Network: Network scanning
- TLS: TLS connection
- File: File system

- All: All network types

- External: External certificates only
- Internal: Internal certificates only
- Custom types defined in Network
Configuration

Options

Enter number of days (e.g., 30, 15, 7)

- Yes: Notify for expired certificates as
well
- No: Only non-expired certificates

- Yes: Warning for small key sizes
(e.g., 1024-bit RSA)
- No: Don't check key size

- Yes: Notify for self-signed as well
- No: Exclude self-signed

- Yes: Only certificates with specific
owners
- No: All certificates

1537239
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Notification Settings

Parameter Description Options

Alarm Period How frequently notifications will be sent - Daily: Every day
- Weekly: Weekly

Hour What time notifications will be sent 24-hour format (e.g., 10:00 )

To Mail Email addresses to receive notifications Multiple email addresses can be added (with Add More)
Cc Copy recipients (optional) Multiple email addresses can be added

Mail Subject Email subject line Enter email subject

Mail Text Email content Enter email content

Saving Configuration

After filling in all fields, click the Submit button to save the rule.

:iisuccess Successful Save After the rule is saved, automatic notifications will start being sent for certificates
matching the specified criteria. :::
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TLS Alarm Configuration

TLS Alarm Configuration allows you to receive automatic notifications about old and insecure TLS versions (TLS
1.0, TLS 1.1) used on your servers. With this feature, you can detect and update old TLS versions that create
security vulnerabilities.

ACCESS PATH

You can access TLS alarm configurations from Monitoring -> Alert Rules -> TLS Version Based.

What is TLS Alarm Configuration?

TLS Alarm Configuration monitors TLS protocol versions used on your servers and sends automatic notifications for
old versions considered insecure. This allows you to:

e Detect servers using TLS 1.0
e Detect servers using TLS 1.1

¢ Report services non-compliant with security standards

SECURITY WARNING

TLS 1.0 and TLS 1.1 versions are considered insecure and should no longer be used. Modern security
standards require a minimum of TLS 1.2 or TLS 1.3.

TLS Alarm Configuration List

TLS Based Alert Rules
W Delete m Show 10rows > Select ~ Search:

TLS Versions T Period recipients

TLS 1.0 Daily sdg-dev@bntpro.com s

TLS 1.0, TLS 1.1 Monthly sectrail@bntpro.com p

Showing 1to 2 of 2 entries 0 columns selected 0 cells selected Previous Next
TLS Alarm Configuration - Existing Configurations

List Information

On the list page, you can see all defined TLS alarm configurations:

e TLS Versions - Monitored TLS versions (TLS 1.0, TLS 1.1)
e Period - Notification period (Daily, Weekly)

e To Mails - Email addresses to receive notifications

List Operations

You can perform the following operations for each row:

« Edit - Edit existing configuration
¢ Delete - Delete configuration
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NEW CONFIGURATION

Click the Create button to create a new TLS Alarm Configuration.

Creating New TLS Alarm Configuration

Add New TLS Based Alert Rule

TLS Versions * TLS 1.0 x | [TLS 1.1 x

© Select the TLS versions to check.
To Mail sectrail @bntpro.com + Add More
© Enter the email adresses o send the nofifcation o

Cc <+ Add More

© Enter the email adcresses to include in CC,

<

Alarm Period * Monthly

© Select the period for checking the alarm.

Day of Month 1 B

© Specy the day of the month (1-31) on which the alarm should trigger. Leave emply to trigger on any day.

Hour * 09:00

© Speciy the time in HH:MM format (24-hour clock)

Mail Subject * SecTrailCM Sunucularinizda Kullanilan TLS Versiyonlar Hakkinda Bilgilendirme

© Enter the subject of the emai.

Mail Text |3 7 v a]a -|= = E'l<’>-

Sayin Yetkil,

Bu bildirim, asagidaki tabloda erisim adresler belirtien SSL servislerde kullanilan TLS
versiyonlar hakkinda bilgilendirme saglamak amaciyla gonderiimektedir.

Tabloda Hosts ve Port bilgileriyle belirtilen servislerde kullanilan TLS versiyonlannin
giincel olmadigini ve givenlik riskleri olusturabilecegini nemle hatrrlatiniz. Daha gvenli
ve giincel bir baglanti saglamak adina, belitilen servislerde kullanilan TLS versiyonlarinin
yiikseltilmesi onerimektedr.

@ Enter the content of the email

Add New TLS Alarm Configuration Form

Configuration Parameters

Parameter Description Options

TLS Select TLS versions to monitor (Multiple selections - TLS 1.0: Very old and insecure (1999)

Versions possible) - TLS 1.1: Old and insecure (2006)

To Mail Email addresses to receive notifications Multiple email addresses can be added (with
Add More)

Cc Copy recipients (optional) Multiple email addresses can be added

Alarm How frequently notifications will be sent - Daily: Every day

Period - Weekly: Weekly

Hour What time notifications will be sent 24-hour format (e.g., 11:00 )

Mail Subject Email subject line Enter email subject

Mail Text Email content Enter email content

TLS VERSION SECURITY
e TLS 1.0 - Released in 1999, has serious security vulnerabilities
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e TLS 1.1 - Released in 2006, has security vulnerabilities
e TLS 1.2 - Released in 2008, considered secure (minimum recommended)

e TLS 1.3 - Released in 2018, most secure version

Saving Configuration

After filling in all fields, click the Submit button to save the configuration.

::isuccess Successful Save After the configuration is saved, automatic notifications will start being sent for servers
using the selected TLS versions at the specified period and time. :::
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Certificate Based Alert Rules

SecTrail CM allows you to define customized alarm and natification rules based on the certificate subject or IP
address. You can access these rules from Monitoring -> Alert Rules -> Certificate Based.

Certificate Based Alert Rules

| NSTLUEA  Show 10rows »  Select » Search:
Type T Regex Condition Certificate Owner Notification Alarm
Subject CN=bntpro.com contains No x v P
Subject CN=sectrail.com contains No x v P
Subject CN="sectrail.com contains No v x 7
Showing 1to 3 of 3 entries 0 columns selected 0 cells selected Previous - Next
@ Info +

The list displays Type, Regex, Condition, Certificate Owner, Notification, and Alarm columns for each defined
rule.

Creating a New Rule

Click the + Create button to add a new certificate based alert rule:

Add Certificate Based Policy

Condition * contains. v

To Mail sdg@bnipro.com + Add More

.

Nofcation Trigger Days 1

I -
Sayn Yetkili,

e Type: Select the alarm trigger type ( Subject or IP)

e Condition: Select the matching condition ( contains or equals )

e Regex: Enter the expression to match against the certificate subject or IP address (e.g. CN=bntpro.com)
e Alarm: Should an alarm be created when the rule matches?

¢ Notification: Should a notification be sent after the certificate is renewed?
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RENEWAL NOTIFICATION

When the Notification option is enabled, a renewal notification is automatically sent to the relevant recipients
when a matching certificate is renewed.

e Notify Certificate Owner: Should the certificate owner be notified? ( yes / No)

e To Mail: Email addresses to send the notification to; click + Add More to add multiple recipients
e Cc: Carbon copy email addresses

e Notification Trigger Days: How many days in advance should the notification be sent?

e Alarm Period: Alarm check period ( Daily , Weekly , etc.)

e Hour: Time for the alarm check in HH:MM format

e Mail Subject: Subject line of the notification email

» Mail Text: Body template of the notification email (editable via rich text editor)
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Inventory Management

This guide explains step-by-step how to manage certificate inventory in SecTrail CM, import certificates, manage
CSR (Certificate Signing Request), and track certificate lists.

ABOUT THE FEATURE

Inventory management allows you to view a centralized list of certificates signed through SecTrail CM and
certificates imported from external sources. For certificates found through discovery, review the Discovery
Configuration page.

Certificate List

View and manage all imported and discovered certificates in a centralized list.

ACCESS PATH

To access the certificate list: Go to Inventory -> Certificate Store -> Certificate&Keys menu.

Certificate Based

Identifier Subject Issued By Not Before Not After Status Password

[search Search Search ] [search Search ] (search

ST com RapidSSL TLS RSA CA G1 04-05-2026 00:00:00 06-05-2026 23:59:59

cf RapidSSL TLS RSA CAG1 04-05-2026 00:00:00 06-05-2026 23:59:59

ST-1a7ad1a7ba C=TR, ST=istanbuk, L=tr, O=bnt, OU=bnt, CN=salih.local Root-CA 20-04-2026 16:20:08 19-04-2028 16:29:08

cf trail.com Root-CA 20-04-2026 07:21:50 19-04-2028 07:21:50

ST-8219090972 CN=aka.sectrail.com Root-CA 16-04-2026 11:34:59 15-04-2028 11:34:59

ST-ae03e5/03c CN=tester1 sectrail.com Root-CA 16-04-2026 10:08:52 15-04-2028 10:08:52

ST-e455678004 CN=local bntpro.comtr GlobalSign RSA OV SSL CA 2018 - Staging1 24-03-2026 14:44:46 09-10-2026 14:44:46

ST-b8f52f67ca =deneme.local Root-CA 24-03-2026 14:24:32 23-03-2028 14:24:32

s com RapidSSL TLS RSA CA G1 24-03-2026 00:00:00 26-03-2026 23:59:59

(+)

® cl RapidSSL TLS RSA CA G1 24-03-2026 00:00:00 26-03-2026 23:59:59

©
§
@

-2 3 4 5 .. 51 Next

Showing 1 to 10 of 503 entries

Certificate List - All Certificates and Their Status

List Information

The following details are displayed for each certificate in the certificate list:
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Column Description

Identifier Auto-generated unique identifier for the certificate

Created At Date and time the certificate was added to the system

Subject Certificate subject information (CN, O, OU, C, ST, L)

Certificate Type Certificate type (CERT/KEY, Certificate, CSR)

Issued By CA (Certificate Authority) that signed the certificate

Not Before Certificate validity start date and time

Not After Certificate validity end date and time

Status Certificate management status: Managed (Managed) or Monitored (Monitored)
Password Certificate private key password

Certificate Statuses

Each certificate has a status indicator on the left:

Icon Status Description
Active Certificate is valid and active
Expiring Soon Certificate will expire soon
Expired Certificate has expired

Available Operations

Top Menu Operations
¢ Show 10 rows - Set number of certificates to display per page
o Selection - Select certificates for batch operations
o Export - Export certificate list (CSV, Excel, PDF)
e Import - Import new certificate
» Revoke - Revoke selected certificates
e Delete - Delete selected certificates

» Download - Download selected certificates in different formats (Zip, Pfx, Jks, Cer, Chain, Bundle, Der, P7b,
Key)

e Last - View recently added certificates

e Show/Hide Columns - Customize displayed columns

Filtering and Search

You can search each column in the list and adjust the number of records displayed per page.

Row-Based Operations

You can perform view, download, delete, and detail view operations on each certificate row.
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Batch Operations

You can select multiple certificates to perform Export, Download, Revoke, or Delete operations in bulk.

CAUTION

Revoke operation revokes the certificate from the CA and is irreversible. Delete operation only removes it
from SecTrail CM inventory.

CSR List

You can view and manage all certificate requests (CSR) in a centralized list.

ACCESS PATH

To access the CSR list: Go to Inventory -> Certificate&Keys -> CSR List menu.

CSR List
[ downioad= | Spon- | mpon | oo [ RS S—

Identifier Created At Subject DNS Names Password
Search Search ] [search ] [search
ST-6fee0c8419 2026-05-04 14:59:19 CN=dvtester.sectrail.com, C=TR, ST=istanbul, L=tr, O=bnt, OU=bnt DNSwdviestersectrailcom -
ST-497501e371 2026-04-20 19:41:27 CN=salih.local, C=TR, ST=istanbuk, L=tr, O=bnt, OU=bnt DNSsalihlocal ®
ST-5634474b74 2026-04-20 10:34:08 CN=demir.aka.sectrail.com DNS:aliakasectrail.com DNS:demir.aka.sectrailcom @
ST-b6eal93458 2026-04-16 14:47:12 CN=aka.sectrail.com DNS:aka.sectrail ka.sectrail.com,DNS:cdn.aka.sectrail.com, DN @
m.aka.sectrail.com,DNS:p.aka.sectrail.com, DI cirail.com
ST-eadd374cal 2026-04-16 13:21:04 CN=tester1 sectrail.com DNStestert.sectailcom ®
ST-9001b48115 2026-04-10 10:30:56 CN=Ittest35.local, C=TR, ST=istanbul, L=tr, O=bnt, OU=bnt DNSites85.local ®
ST-ate7cia62b 2026-04-10 10:30:39 CN=ittest local, C=TR, ST=istanbul, L=tr, O=bntpro, OU=bntpro DNSittestiocal o
ST-e5071b424a 2026-04-10 10:12:17 CN=stestmobil sectrail.com, C=TR, ST=istanbul, L=tr, O=bnt, OU=bnt ctrail.com, Dl tailoom ®
ST-de2c430048 2026-04-09 17:11:17 CN=testdeneme.local, C=TR, ST=istanbul, L=tr, O=bnt, OU=bnt DNStestdenemedlocal ®
ST-7c28267b9 2026-04-09 17:11:05 CN=testdeneme2.local, C=TR, ST=istanbul, L=tr, O=bnt, OU=bnt DNSttesideneme2local )
Showing 110 10 of 206 enties e - BRIk 2 Nex

CSR List - Certificate Requests

List Information

The following information is displayed for each record in the CSR list:

Column Description

Identifier Auto-generated unique identifier for the CSR
Created At Date and time the CSR was created

Subject Subject information in the CSR (CN, O, OU, C, ST, L)
E-Mail Address Email address defined in the CSR

Certificate Type CSR type (usually CSR)

Password CSR private key password (shown hidden if exists)

©2026 SecTrall 162 /239



SecTrail CM

4.8 User Guide — Inventory

v2.7.0

Available Operations

Top Menu Operations

Show 10 rows - Set number of records to display per page

Selection - Select CSR for batch operations

Export - Export CSR list
Import - Add new CSR

Delete - Delete selected CSRs

Download - Download selected CSRs

Filtering and Search

You can search each column in the list and adjust the number of records displayed per page.

Row-Based Operations

You can perform view, download, and delete operations on each CSR row.

Certificate Import

SecTrail CM offers flexible import options that support different certificate types and sources.

ACCESS PATH

the Import button.

SSL Certificate/Key Source

To import certificates: Go to Inventory -> Certificate Store -> Certificate&Keys or CSR List page and click

Certificate Type Cert&Key
Source @ uploadFile  Paste Text
Custom Certificate File Choose certificate file
Custom Key File Choose key file
Custom Chain File Choose chain file
Key Security Normal
Key Import Key Database
Add to Managed-Manual List
Certificate Types

You can select one of the following certificate types on the import screen:

©2026 SecTrail
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Type Description Use Case
Cert&Key Certificate and private key together For importing existing active certificates and keys
Certificate  Certificate file only For monitoring purposes or adding certificate only without
key
CSR Certificate Signing Request For creating and managing certificate requests
PKCS12 Certificate and key packaged in PKCS#12 For certificates exported from Windows or Java

format

Cert&Key Import

Used to import certificate and private key together.

Configuration Parameters

environments

Parameter Description Options
Certificate Type Select data type to import Select Certé&Key
Source Determine how to provide certificate and - Upload File: File upload

key
Custom Certificate File Upload certificate file
Custom Key File Upload private key file
Custom Chain File

Key Security

Key Import

Add to Managed-Manual
List

IMPORTANT

(Optional) Certificate chain file

Determine key security level

Select where the key will be stored

Add certificate to managed list

- Paste Text: Paste text

In .crt, .cer, .pem formats

In .key, .pem formats

For Intermediate and Root CA certificates

- Normal: Unencrypted key
- Password: Encrypted key (passphrase
required)

- Key: In SecTrail CM database
- Database: Store in separate database

Check for manual management

e Use Custom Chain File to add Intermediate CA and Root CA certificates

e For encrypted keys, select password in Key Security field and enter password

« Key Import option is important for secure key storage

Steps
1. Select certékey as Certificate Type

2. Select Upload File or Paste Text as Source

3. Upload certificate, key, and chain files via Browse buttons or paste their contents

4. If key is encrypted, select Key Security password and enter password

5. Select Key Import method (Key or Database)
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6. Optionally check Add to Managed-Manual List option

7. Click Import button to complete the import

Certificate Import

Used to import certificate file only (without private key).

WHEN TO USE?
* When adding public certificates for monitoring purposes
« For certificates that will only be monitored

e For third-party certificates you don't have the private key for

Configuration

Select Certificate as Certificate Type and upload only the certificate file. Other steps are the same as
Cert&Key.

CSR Import
Used to import Certificate Signing Request (CSR) files.

WHAT IS CSR?

Certificate Signing Request (CSR) is a special file used when requesting an SSL/TLS certificate from a
Certificate Authority (CA). CSR contains domain name, organization information, and public key.

Configuration
1. Select csr as Certificate Type
2. Upload your CSR file or paste its content
3. Click Import button

PKCS12 Iimport

Imports certificates and keys packaged in PKCS#12 format.

WHAT IS PKCS12?

PKCS#12 (usually with .pfx or .p12 extension) is a format that packages certificate, private key, and chain
in a single file. It's commonly used when exporting from Windows IIS and Java Keystores.

Configuration
1. Select pkcs12 as Certificate Type
2. Upload .pfx or .pi2 file
3. Enter PKCS12 file password (if exists)
4. Click Import button
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Discovered Certificates

You can view, manage, and categorize all certificates found through discovery operations.

ACCESS PATH

To view discovered certificates, you can use the following paths in the application panel:

« Inventory -> Certificate Registry -> Host Based - Server-based view

¢ Inventory -> Certificate Registry -> Certificate Based - Certificate-based view

Discovered Certificates List

You can examine discovered certificates in SecTrail CM in two different views:
o Certificate-Based List - Shows each unique certificate in a single row

e Server-Based List - Lists certificates according to the servers they're found on

Server-Based List View

Host Based
Assign Network m Add Device Generate CSR Show 10 rows ~ Selection All~ Network Type ¥ Certs ¥ Show/Hide Columns v

Last Seen + server Port Type Subject Alert Days Not Before Not After Status
©) 2026-05-0421:11:12  10.34.24.181 443 Network CN=bntpro.com 57 01-04-2026 08:06:45 ~ 30-06-2026 08:06:44 m
2026-05-04 19:35:22  10.34.25.27 - new-policy - Panorama : CN=pssisectrail2.local 696 31-03-2026 14:33:45  30-03-2028 14:33:45 m
° - SecTrail-DG2 panorama ->
10.34.25.27
© 2026-05-0402:15:05  sectrail.bntpro.com 443 Network CN=bntpro.com 57 01-04-2026 08:06:45 ~ 30-06-2026 08:06:44 m
2026-05-04 02:00:51  10.34.25.29 - Policy D5 - FortiManager : C=TR ST=ISTANBUL L=Tuzla O=isbank CN=tester.isbank.com.tr 161 27-03-2026 10:49:01  12-10-2026 10:49:01 m
() 00 - Testi_PSSL_Chang localfortim ->
. 10.34.25.29
o 2026:05-0402:00:36  10.34.23.69 443 F5:15_prod -> C=TR ST=ISTANBUL L=MARMARA O=BNTPRO-VLAB OU=SDG-DEV CN=sni1 .bntpro-viab.com 564 19-11-2025 11:34:49  19-11-2027 11:34:49 m
10.34.4.68
o) 2026:05-040200:36  10.34.30.66 443 F5:15_prod -> CN="bntpro.com -981 26-08-2022 03:00:00 ~ 27-08-2023 02:59:59 m
10.34.4.68
o 2026:05:04020024 testombntpro-viab.com 443 Apache : apache  CN=testcm.bntpro-viab.com 642 05022026 15:26:41  05-02-2028 15:26:41 w
(10.34.24.43) gaioeroaic
o 2026:05:040200:24  10.34.24.43 443 Apache : apache  CN=testcm.bntpro-viab.com 642 05022026 15:26:41  05-02-2028 15:26:41 m
->10.34.24.43
2026-05-04 02:00:14  test.bntpro-vlab.com (1 443 1IS :is -> C=TR ST=lstanbul L=Istanbul O=TestOrg CN=Test CA 3598 13-03-2026 14:49:11  10-03-2036 14:49:11 m
) 0.34.24.150) 10.34.24.150
©) 2026-05-0402:00:12  10.34.25.28 443 Network CN=cs sectrail.com -1440 24-02-2022 02:07:56  25-05-2022 02:07:55 m
Showing 1 to 10 of 72 entries (filtered from 105 total entries) Previous ' 2 3 4 5 8  Next

Discovered Certificates - Server-Based View

List Information

The following information is displayed for each row in the server-based view:

e Last Seen - Date and time the certificate was last seen

e Server - IP address or hostname of the server where the certificate is found
e Port - Which port the certificate is running on (e.g., 443, 8443)

e Type - Network type of the certificate ( Network , External, F5, etc.)

e Subject - Common Name (CN) information of the certificate

* Not Before - Certificate validity start date
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« Not After - Certificate validity end date

e Status - License status of the certificate ( Managed or Monitored )

Operations on the List

From the toolbar at the top of the page, you can perform the following operations:

e Show X rows - Set the number of rows to display per page (25, 50, 100)
e Selection - Select multiple rows for batch operations

e Export - Export the list (in Excel, CSV, PDF formats)

e Status - Filter by license status ( Managed , Monitored )

o Details - View details of selected certificate

e Delete - Delete selected records

e Add Device - Add new device

e Generate CSR - Create Certificate Signing Request (CSR)

e Last - Filter by last seen time

e Network Type - Filter by network type

e Certs - Filter by certificate chain type (Server Certificate, Signing Certificate)

e Show/Hide Columns - Customize displayed columns

COLUMN CUSTOMIZATION

With the Show/Hide Columns button, you can customize displayed columns. You can add or remove

columns according to your needs to use the list more efficiently.

Certificate-Based List View

Discovered Certificates

Assign Network m Generate CSR Show 10 rows ~ Selection ¥ Network Type ¥ Al ~ Certs v Show/Hide Columns ¥

Subject Subject Alternative Names AlertDays ' Not Before Not After Status

Search Subject Search Subject Alternative Names Search Alert Da [Search Not Before | [Search NotAfter | Search Ste
©  CN=registersectrail.com DNStregister.sectrail.com 31 06-03-2026 11:43:51  04-06-2026 11:43:50 m
©  CN=testhashicorp.local DNStest hashicorp, DNS:testhashicorp.local 33 18-11-2025 16:56:11  06-06-2026 16:56:41 [N
©  CN=testsdgdev.sectraillocal DNStest.sdgdev.sectrail local 33 18-11-2025 16:06:08  06-06-2026 16:06:33 PPN
o CN=wwwakasectrail.com DNS:aka.sectrail.com, DNS:baggage.aka.sectrail.com, DNS:cdn.aka.sectrail.com, DNS:m.aka.sectrail.co 33 18-11-2025 16:53:30  06-06-2026 16:54:00 m

m, DNS:p.aka.sectrail.com, DNS:www.aka.sectrail.com
©  CN=deneme.com DNS:deneme.com 33 18112025 16:41:33  06-06-2026 16:42:03 (PPN
©  CN=bntpro.com DNS:*.bntpro.com, DNS:bntpro.com 57 01-04-2026 08:06:45 ~ 30-06-2026 08:06:44 m
©  CN=deneme.hashicorp.local DNS:deneme. hashicorp.local 61 16-12-2025 14:44:30  04-07-2026 14:45:00 m
©  CN=dsadsfddig DNS:dsadsfddfg 61 16-12-2025 14:44:50  04-07-2026 14:45:20 m
©  CN=secrusent.local DNS:secrusen.local, DNS:secrusen2.local 66 09-07-2025 17:30:42  09-07-2026 17:31:12 m
©  CN=sectrailo2.local DNS:sectrail02.local 66 09-06-2025 17:26:08  09-07-2026 17:26:08 ([N
Showing 1 to 10 of 84 entries (filtered from 98 total entries) Previous n 2 3 4 5 9 Next

Discovered Certificates - Certificate-Based View

List Information

In the certificate-based view, each row represents a unique certificate and includes the following information:

e Subject - Certificate's Common Name (CN) and DN information
e Subject Alternative Names - Certificate's SANs (DNS names) list

©2026 SecTrail
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* Not Before - Certificate validity start date
« Not After - Certificate validity end date

o Status - Certificate license status

Status (License Status)

There are two different statuses for discovered certificates:

Status Description Usage Purpose
Managed Certificates fully managed by SecTrail CM Automatic renewal, deployment, lifecycle
Monitored Certificates only displayed in inventory (read-only) Provides inventory visibility, no alarms/warnings

MANAGED VS MONITORED
+ Managed: Full control over certificates - create, renew, deploy, rotate operations possible

e Monitored: Inventory visibility only - certificates are displayed in inventory, but alarm, warning, and
management operations cannot be performed

Network Configuration (Network Type Configuration)

Values in the Network Type column determine which network category the certificates belong to. These values can
be customized with the Network Configuration feature.

NETWORK CONFIGURATION ACCESS

You can access network type configuration settings by clicking the Assign Network button on the Inventory -
> Certificate Registry -> Certificate Based or Host Based pages.

Assign Network

ISR svoviorous-  sesats Search:
Type Condition Regex T
Internal contains CN=bntpro.com o
(52 &
External contains CN=DigiCert g ¢
Internal contains CN=FMG-VMTM26003966 e ¢
5]
External contains CN=GlobalSign o
& &
Internal contains CN=localhost.localdomain g s
<
External contains CN=R12 e s
5]
Internal contains CN=register.sectrail.local o
& &
Internal contains CN=rootCA g ¢
<
Internal contains CN=sectrailom.local 2 ¢
5]
External contains CN=ZeroSSL ~ »
& &
Showing 1 to 10 of 10 entries Previous - Next
© Info +

Network Configuration Management - Network Type Definitions
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What is Network Configuration?
Network Configuration allows you to automatically categorize certificates based on Subject (CN) information. This
way:

e You can automatically separate internal and external certificates

e You can group certificates belonging to specific Certificate Authorities (CA)

e You can make certificate reporting more meaningful

e You can speed up filtering and search operations

Network Configuration List

On the list page, you can see all defined network type rules:

e Type - Network type category ( External , Internal)
e Condition - Matching condition (usually contains)

¢ Regex - Matching rule (text or regex to search within Subject)

Creating New Network Configuration

Update Rule

Type * External v

© Select the network type (Internal or External)

Condition contains v

© Select the matching condition

Regex * CN=DigiCert

© Enter the regex pattern for the rule

New Network Configuration Add Form

Configuration Parameters

Parameter  Description Options

Type Determine network type - External: External certificates (signed by public CAs)
- Internal: Internal certificates (private CAs, self-signed)

Condition Select matching method - contains: Text searched in Subject (used in most cases)
- equals: Exact match
- regex: Regular expression matching

Regex Enter text or regex pattern to search in - CN=GlobalSign (all certificates containing GlobalSign)
Subject - CN=localhost (localhost certificates)
- CN=.*\.mycompany\.com (all subdomains under
mycompany.com)

After entering the form information, click the Submit button to save the configuration.
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Viewing Certificate Details

You can view detailed information of a certificate by clicking on any certificate row or pressing the Details button:

e Subject DN - Full Distinguished Name information

e Issuer DN - CA that signed the certificate

» Serial Number - Certificate serial number

e Signature Algorithm - Signature algorithm (e.g., SHA256withRSA)
e Public Key - Public key information and algorithm

o Validity - Validity dates (Not Before / Not After)

» Extensions - Certificate extensions (SAN, Key Usage, etc.)

o Thumbprint - Certificate fingerprint (SHA1, SHA256)

AUTOMATION TIP

When you define Network Configuration rules correctly, newly discovered certificates are automatically
assigned to the correct categories and no manual action is required.
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Managed-Manual List

This guide explains how to manually add certificates that cannot be discovered to the managed list and monitor
them in SecTrail CM.

ABOUT THE FEATURE

The Managed-Manual List allows you to include certificates that cannot be discovered through the network in
the alarm and monitoring system. This way, you can monitor all your certificates from a central point and
receive expiry alarms.

Overview

When to Use?

The Managed-Manual List is used in the following situations:

» Certificates on internal systems that cannot be accessed by network scanning
 Certificates behind firewalls
o Certificates on offline systems

e Test certificates that need to be managed manually

Key Features

Alarm and Monitoring : Expiry alarms are created for added certificates

Manual Management : Manually add certificates that cannot be discovered through network scanning to
monitoring

Centralized Monitoring : Track all your certificates from a single point

Managed-Manual Certificates List

Manually added certificates or certificates included in the managed list are displayed in this list.

ACCESS PATH

To access the Managed-Manual Certificates list: Go to Inventory -> Certificate Registry -> Manual Registry
menu.
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Manual Registry
Assign Network m Generate CSR m Show 10 rows ~ Selection ¥ All~ Network Type ~ Show/Hide Columns ~

Last Seen + server Port Type Subject Alert Days Not Before Not After Status

o 2026-05-04 15:28:54  Managed-localca-ST - Managed-Manual CN=deneme1.local O=test OU=test 961 26-03-2026 16:50:40  20-12-2028 16:50:40 m
-b61c1e9as2

o 415:28:54  Managed-gloablsig - Managed-Manual C=TR ST=ISTANBUL L=Tuzla O=isbank CN=tester.bntpro.com.tr 161 27-03-2026 10:49:01  12-10-2026 10:49:01 m
ST-3e4929fead

o 0260504152854 Managed-ados:ST4 - Managed-Manual ~ CN=sectrail1.bntpro-vlab.com 692 27-03-2026 10:31:40  26-03-2028 10:31:40 m
480961827

o 2026-05-04 15:28:54  Managed-localca-ST - Managed-Manual cl local O=test OU=test 962 27-03-2026 09:28:57  21-12-2028 09:28:57 m
-3eafBafbee

o 2026-05-04 15:28:48  Managed-Inventory- - Managed-Manual CN=tester.sectrail.local 730 04-05-2026 06:40:25  03-05-2028 06:40:25 m
ST-abd08392b3

o 20260504152848  Managed-adosSTfo - Managed-Manual ~ CN=fmg2.bntpro-vlab.com 697 01-04-2026 13:18:08  31-03-2028 13:18:08 m
3abb77a4

o 2026-05-04 15:28:48  Managed-adcs-ST-9 > Managed-Manual CN=fmg3.bntpro-viab.com 697 01-04-2026 13:18:27  31-03-2028 13:18:27 m
899f0fda3

o 2026-05-04 15:28:48  Managed-adcs-ST-e - Managed-Manual CN=tester.sectrail.local 730 04-05-2026 06:28:51 03-05-2028 06:28:51 m
822009c9¢

415:28:48  Managed-adcs-ST-2 - Managed-Manual ~ CN=testimg.local 702 06-04-2026 10:02:58  05-04-2028 10:02:58

° preregecs =

o 2 5-04 15:28:48  Managed-Invent - Managed-Manual CN=tester.sectrail.local 730 04-05-2026 06:43:16  03-05-2028 06:43:16 m
ST-6167bbfdf4

Showing 1 to 10 of 48 entries Previous - 2 3 4 5 Next

Managed-Manual Certificates List

List Information

The following information is displayed for each certificate in the Managed-Manual Certificates list:

Column Description

Last Seen Date and time the certificate was last seen

Server Server information where the certificate is located
Port Port number where the certificate is used

Type Certificate type (Managed-Manual, Discovered, etc.)
Subject Certificate subject information (CN, O, OU, C, ST, L)
Not Before Certificate validity start date

Not After Certificate validity end date

Available Operations

Top Menu Operations
e Show 25 rows - Set the number of records to display per page
e Selection - Select certificates for batch operations
e Export - Export the list
e Import - Add manual certificate
» Delete - Remove selected certificates from the list
» Last - View recently added certificates
* Network Type - Filter by network type

e Show/Hide Columns - Customize displayed columns
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Filtering and Search

You can search each column in the list and adjust the number of records displayed per page.

Manual Certificate Addition

You can manually add certificates that cannot be discovered through the network. You can use two different
methods:

ACCESS PATH

Access the addition screen from Inventory -> Certificate Registry -> Manual Registry -> Import menu.

SSL Certificate/Key Source

© Enter the server IP address or hostname

© Enter the port number (e.g, 443 for HTTPS)

Certificate Text

© Paste the certiicate in PEM format

Manual Certificate Addition Screen

Addition Methods

Automatic Retrieval with Server and Port

If you have access to the server, you can automatically retrieve the certificate by providing the IP address and port
information:

1. Enter the IP address or hostname in the Server field (e.g., 192.168.1.100, internal.example.com)
2. Enter the port number in the Port field (e.g., 443, 8443)
3. Click the Import button

4. The system automatically retrieves the certificate and adds it to the list

AUTOMATIC RETRIEVAL

With this method, SecTrail CM automatically retrieves the certificate from the specified server and port.
Access to the server must be available.

Manual Addition with Certificate Text
If there is no server access or you have the certificate file, you can paste the certificate text (PEM format) directly:
1. Paste the certificate text in the Certificate Text field (must start with ----- BEGIN CERTIFICATE----- )

2. Optionally enter Server and Port information (for description purposes)
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3. Click the Import button

Adding to Managed-Manual List from Inventory

You can also add certificates in the Certificate List to the Managed-Manual list.

Steps
1. Go to Inventory -> Certificate Registry menu
2. Select the certificate you want to add to the Managed-Manual list
3. Check the Add to Managed-Manual List option on the certificate detail page

4. Save changes

USAGE SCENARIO

This feature is used to monitor certificates that have been imported or added through other methods.
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Certificate Creation

This guide explains step-by-step how to create different types of certificates through SecTrail CM. SecTrail CM
allows you to manage your own Certificate Authority (CA) infrastructure and sign certificates for various purposes.

ABOUT THE FEATURE

With the certificate creation feature, you can perform Root CA, Intermediate CA, Self-Signed, CSR, and
external CA signing operations. Each certificate type is optimized for different use cases.

Certificate Creation Screen

You can use the built-in certificate manager in SecTrail CM to create a new certificate.

ACCESS PATH

To create certificates: Go to Inventory -> Issue Certificate -> New Certificate menu.

Create New Certificate

General Information ~ Configuration  Security & Key

Common Name * tester.sectrail.local

@ Enter the Common Name (CN) for the certificate (e.g., www.example.com)

Subject Alternative Names

@ Enter Subject Alternative Names (SANS) if needed (e.g., DNS:example.com, IP:1.1.1.1).

Organization

© Enter the organization name (0).

Organizational Unit

© Enter the organizational unit (OU).

Locality

@ Enter the locality or city (L).

State

© Enter the state or province (ST).

Country Optional v

@ Select the country code (C).

E-mail Address

© Enter the email address associated with the certificate.

Certificate Creation Form - General Information

Certificate Types

SecTrail CM supports the following certificate types for different use cases:
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Certificate Type Options

Certificate Type Description Usage Purpose
Root CA Root certificate authority Top level of your CA infrastructure, signs all other certificates
Intermediate CA Intermediate certificate Signed by Root CA, signs end-user certificates

authority
Self-Signed Self-signed certificate For test environments, internal applications, development
Sign With Local Signing with local CA Sign new certificates with existing CA in SecTrail CM
CA
CSR Certificate Signing Request Create certificate request to be signed by external CAs
External CA Signing with external CA Signing with integrated CAs like ADCS, GlobalSign, DigiCert,

Hashicorp Vault

Certificate Parameters

The certificate creation form is presented in three tabs.

Tab 1: General Information

Create New Certificate

General Information ~ Configuration  Security & Key

Common Name * tester.sectrail.local

© Enter the Common Name (CN) for the certicate (6.g., www.example.com)

Subject Alternative Names

© Enter Subject Aornative Names (SANS) f needed (e.g., DNS:example.com, IP:1.1.1.1)

Organization

© Enter the organ

Organizational Unit

© Enter the organizational unit (OU).

Locality

© Enter the localty or city (L),

State

© Enter the state or provine (ST).

Country Optional v

© Select the country code (C).

E-mail Address

© Enter the email

ess associated with the certificate.

e Common Name: Main domain name (FQDN) of the certificate — required (e.g. example.com ,

*.example.com )

¢ Subject Alternative Names: Additional domain names and IP addresses (e.g.
DNS:example.com,IP:1.1.1.1)

e Organization: Organization name (O)

e Organizational Unit: Department or unit (OU)
e Locality: City (L)

e State: State or province (ST)
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e Country: Country code — select from dropdown (C)

¢ E-mail Address: Contact email address
SUBJECT ALTERNATIVE NAMES (SAN)

Separate multiple values with commas: DNS:example.com, DNS:www.example.com,IP:1.1.1.1

Tab 2: Configuration

Create New Certificate

General Information Configuration ~ Security & Key

Certificate Type External CA v
© Select the type of certficate you want o create.
Certificate Authorities (CA) ADCS v

© Select the Extenal CA provider.

Domain Name BNTPRO - sectrail web server v

© Enter the Active Directory domain name (e.g., company.local)

o Certificate Type: Certificate type (External CA, Local CA, Self-Signed, CSR, etc.)
e Certificate Authorities (CA): External CA provider to use (e.g. ADCS, GlobalSign, DigiCert)

 Domain Name: Active Directory domain name (for External CA)

Tab 3: Security & Key

Create New Certificate

General Information ~ Configuration  Security & Key

Key Algorithm RSA v

© Select the key algortm (RSA or EC).

Key Length 2048 v
© Select the bit length of the key.

Hash Function sha256 v
@ Select the hash function to use.

Pix Password IOl Generate

@ Enter a password to protect the PKCS#12 (PFX) fil

Confirm PFX Password @

Encrypt Key
@ Check this box to encrypt the private key with

Key Import Key Database v
€ Previous Create

¢ Key Algorithm: Key algorithm ( RSA or EC)

e Key Length: Key bit length (e.g. 2048, 4096 )

e Hash Function: Hash algorithm (e.g. sha256)

o Pfx Password: Private key protection password; can be auto-generated with Generate
e Confirm PFX Password: Password verification

e Encrypt Key: Should private key be stored encrypted?
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» Key Import: Where the key will be stored ( Key , Database , HSM, BeyondTrust )

KEY STORAGE OPTIONS

SecTrail CM offers multiple options for securely storing private keys:

o Key: Private key is stored together with certificate (default)
« Database: Stored encrypted in SecTrail CM database

o HSM (Hardware Security Module): Stored in hardware security module (most secure, recommended for
enterprise environments)

+ BeyondTrust Password Safe: Stored in central password vault with BeyondTrust integration

For configuring HSM and BeyondTrust integrations, review the Integrations page.

Extended Key Usage (EKU) Values

Determines the purposes for which the certificate can be used:

EKU Value Description Use Case

serverAuth Server authentication Web servers (HTTPS), TLS/SSL
clientAuth Client authentication VPN, mutual TLS, user certificates
codeSigning Code signing Software, application signing
emailProtection Email protection S/MIME, email encryption
timeStamping Time stamping Document and transaction timestamps
ocspSignhing OCSP response signing OCSP responder certificates

Certificate Types and Creation Steps

1. Creating Root CA

Root CA forms the foundation of your own PKI infrastructure. It is used to sign all other certificates.

WHEN TO USE?
e When setting up a new PKI infrastructure
e When creating your own internal certificate authority

e When you want to centrally manage all organization certificates

Steps
1. Select rRoot cA from Certificate Type field

2. Fill in basic information:

Common Name: CA name (e.g., MyCompany Root CA)

Organization: Company name

Country: Country code
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3. Set security parameters:

o Lifetime: 3650 days (10 years - Root CAs are long-lived)
e Key Length: 4096 bit (maximum security)
e Hash Function: sha256 or sha384

4. Set and confirm Pfx Password
5. Leave Extended Key Usage field empty (Root CA is used for all purposes)
6. Click Submit button

VERY IMPORTANT
The Root CA private key is extremely critical. If you lose or have this key stolen, your entire PKI infrastructure

is compromised. You must:

e Use a strong password
e Take encrypted backup

e Keep access limited

2. Creating Intermediate CA

Intermediate CA acts as a bridge between Root CA and end-user certificates.

WHEN TO USE?
» To protect Root CA (Root CA can be kept offline)
e When creating separate CAs for different departments or regions

e As a good security practice (recommended)

Steps
1. Select Intermediate CA from Certificate Type field

2. Fill in basic information:

e Common Name: MyCompany Intermediate CA

o Fillin fields like Organization, Country
3. Set security parameters:

o Lifetime: 1825 days (5 years)
o Key Length: 2048 or 4096 bit

e Hash Function: sha256

4. Signing with Root CA: The existing Root CA in the system will automatically sign this Intermediate CA
5. Set Pfx Password
6. Click Submit button

BEST PRACTICE
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I Use Intermediate CA for daily certificate signing operations, keep Root CA offline and in a secure location.

3. Creating Self-Signed Certificate

Self-signed certificates are ideal for quick test and development environments.

WHEN TO USE?
e For development and test environments
e For internal network applications
e For proof-of-concept work

 For quick prototyping

Steps
1. Select self-signed from Certificate Type field

2. Fill in basic information:

e Common Name: dev.example.com Or *.dev.example.com (wildcard)

e Subject Alternative Names: DNS:dev.example.com,DNS: *.dev.example.com
3. Set security parameters:

o Lifetime: 365 days
o Key Length: 2048 bit (sufficient for testing)

¢ Hash Function: sha256

4. Extended Key Usage: serverAuth (for web servers)
5. Set Pfx Password
6. Click Submit button

CAUTION

Self-signed certificates are marked as untrusted by browsers. Do not use in production environments.

4. Sign With Local CA (Signing with Local CA)

Create new certificates using your existing CAs in SecTrail CM.

WHEN TO USE?
e When creating certificates for production servers
e When signing certificates with your trusted CA

e When producing certificates compliant with corporate standards

Steps
1. Select sign with Local cA from Certificate Type field

2. Select CA to sign: Choose one of the registered CAs in the system
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3. Fill in basic information:

e Common Name: web.example.com

e Subject Alternative Names: Add all needed domains
4. Set security parameters:

« Lifetime: 365 or 825 days (according to public trust requirements)
e Key Length: 2048 bit

e Hash Function: sha256
5. Extended Key Usage:

e For web servers: serverAuth

e For VPN: serverAuth,clientAuth

6. Set Pfx Password
7. Click Submit button

5. Creating CSR (Certificate Sighing Request)
Create CSR to obtain certificate from an external CA (Let's Encrypt, DigiCert, GlobalSign, etc.).

WHEN TO USE?
e When purchasing public certificates
e When using third-party CA services

« If your organization has external CA agreements

Steps
1. Select csr from Certificate Type field

2. Carefully fill in basic information:

¢ Common Name: Domain for which you'll request certificate
e Organization: Company name to be verified by CA
e Organizational Unit, Locality, State, Country: Required for verification

e E-mail Address: Contact email
3. Set security parameters:

e Key Length: 2048 bit (accepted by most CASs)
e Hash Function: sha256

4. Set Pfx Password (for private key protection)
5. Click Submit button
6. Download the created CSR and send to CA

POST-CSR STEPS
1. Download CSR from SecTrail CM
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2. Go to your CA provider's website

3. Upload or paste CSR

4. Complete domain verification process
5. Receive signed certificate from CA

6. Import certificate to SecTrail CM (Import)

6. External CA (Signing with External CA)

Sign certificates directly with external CA systems integrated with SecTrail CM.

WHEN TO USE?
 If you have Microsoft ADCS (Active Directory Certificate Services) integration
» If you have enterprise CA agreements like GlobalSign, DigiCert
 If you're using Hashicorp Vault PKI

« If you want automatic certificate management

Supported External CAs

SecTrail CM supports the following external CA integrations:

CA Provider Description Usage

ADCS Microsoft Active Directory Certificate Services Windows environments, enterprise PKI
GlobalSign GlobalSign HVCA (Managed PKI) Enterprise, high-volume certificate management
DigiCert DigiCert CertCentral API Public SSL/TLS certificates

Hashicorp Vault Vault PKI Secrets Engine Cloud-native, dynamic certificate management

PREREQUISITE: CA INTEGRATION

You must configure the relevant CA integration before signing certificates with external CA.
For Integration Setup:

1. Go to Settings -> Integrations -> CA Integrations section
2. Select the CA you want to use (ADCS, GlobalSign, DigiCert, Hashicorp Vault)
3. Configure API information and connection settings

4. Test the connection

For detailed setup instructions, review the Integrations page.

ADCS Signing Steps
1. Certificate Type: Select External CA
2. From External CA Dropdown: Select Abcs

3. ADCS Configuration:
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[S2 I

CA Server: ADCS server address
Certificate Template: Template name to use

Credentials: Authorization information

. Fill in certificate information (Common Name, SAN, etc.)
. Click Submit button

GlobalSign Signing Steps

1.
2.
3.

Certificate Type: Select External CA
From External CA Dropdown: Select GlobalSign

GlobalSign Configuration:

API Key: GlobalSign HVCA API key
API Secret: API secret key

Profile: Certificate profile

. Fill in certificate information

. Click Submit button

DigiCert Signing Steps

1.
2.
3.

Certificate Type: Select External CA
From External CA Dropdown: Select pigicCert

DigiCert Configuration:

API Key: DigiCert CertCentral API key
Organization ID: Org ID in DigiCert
Certificate Type: OV, EV, DV selection

4. Fill in certificate information
5. Click Submit button

Hashicorp Vault Sighing Steps

1. Certificate Type: Select External CA

2. From External CA Dropdown: Select Hashicorp Vault

3. Vault Configuration:

Vault Address: Vault server address
PKI Path: PKI secrets engine path
Token: Vault authentication token

Role: Vault PKI role name

4. Fill in certificate information

5. Click Submit button
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Post-Certificate Creation Operations

After a certificate is successfully created, it is automatically added to inventory and you can perform various
operations.

AUTOMATIC INVENTORY RECORDING

Every certificate you create is automatically added to the inventory list on the Inventory -> Certificate Store -
> Certificates & Keys page. From here you can view, manage, and track all your certificates. For detailed
information about the inventory list, review the Inventory Management page.

Viewing and Downloading Certificate

Immediately after certificate creation, the Show Certificate screen opens and you can view certificate information:

# Show Certificate

Certificate Details 2 Subject

CN=tester.sectrail.local

£ Subject Alternative Names

DNS:tester.sectrail local

B lIssuer

DC=com, DC=bntpro-viab, CN=Root-CA

Serial Number

D46DEF3

@ Fingerprint

(SHA256) a06066430662b872d22230e7bd93d6bc097bc8d4dc921431cf4ab37d
9205

(SHA1)  d537f158f1b887ae259a8e007elc42aed381dc14

& Valid From

04-05-2026 03:43:16

i Valid To

03-05-2028 03:43:16

@ Signature Algorithm

Password e °

Download ZIP (All Files) M X Download

Certificate Details and Download Options

Displayed Information

Field Description

Name Certificate's Common Name (CN) value (e.g., sectrail.local)
Certificate Complete certificate content in PEM format (starts with ---- - BEGIN CERTIFICATE----- )
Password Certificate private key password (shown hidden for security, can be viewed by clicking eye icon)

Downloading Certificate

After certificate creation, you can download in different formats using download buttons on the screen:

e Download Zip - Archive containing all files (cert, key, chain, pfx, der, jks, bundle)
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Download Pfx - PFX/P12 format for Windows 1IS and Exchange
Download Jks - Java KeyStore format for Java/Tomcat

Download Crt - Certificate file only (public key)

Download Chain - CA chain files

Download Bundle - Complete certificate chain (cert + intermediate + root)

Download Key - Private key only

IMPORTANT NOTE

You will need the Pfx Password value you set to use downloaded certificates.

Access from Inventory List

After certificate creation, you can also access and manage from the Inventory -> Certificate Store -> Certificates
& Keys page. You can view, filter, and perform various operations on your certificates in the list.
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CSR Signing

This guide explains step-by-step how to sign CSR (Certificate Signing Request) through SecTrail CM. You can sign
CSRs with local CA or external CA integrations.

ABOUT THE FEATURE

The CSR signing feature allows you to obtain certificates without sharing the private key. You can perform the
signing process by uploading a CSR created in your own application to SecTrail CM or by creating a CSR
through SecTrail CM.

CSR Signing Scenarios

SecTrail CM supports two different CSR signing scenarios:

1. External CSR Sighing (Recommended)

Used when you don't want to share the private key:
1. Create CSR on your own server/application (private key stays on your server)
2. Import CSR to SecTrail CM
3. Sigh CSR through SecTrail CM

4. Download signed certificate and install on your server

SECURITY ADVANTAGE

With this method, the private key is never shared and only stays on your own server. It is the most secure
method.

2. Creating CSR on SecTrail CM

Used for centralized management:

1. Create CSR through SecTrail CM
2. Sign the created CSR immediately

3. Download certificate and private key together

CSR Signing Screen

There is a special interface in SecTrail CM for CSR signing operations.

ACCESS PATH

To sign CSR: Go to Inventory -> Issue Certificate -> Sign CSR menu.
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Sign CSR

CSR* tester.sectrail.local - ST-2a073a90fa x m
dvtester.sectrail.com - ST-246d8670ce x

© Select one or more CSFs.

CAType ExtenalCA v
@ Select the type of certificate you want to create.

Certificate Authorities (CA) ADCS v
© Seloct the External CA provider.

Domain Name BNTPRO - sectrail web server v
© Enter the Active Directory domain name (e.g., company.local)

Password @ Generate
O Enter a password 1o protect the PKCS#12 (PFX) file

% Sign

CSR Signing Form

CSR Signing Parameters

Basic Information

Field Description Example
CSR CSR selection to be signed Select existing CSR from dropdown
CA Type Signing type Local CA, External CA
External CA External CA selection (if CA Type: External CA) ADCS, GlobalSign, DigiCert, Hashicorp Vault
Domain Name Certificate domain name (optional) Descriptive name
Password Certificate private key password Strong password
CSR SELECTION

All CSRs in SecTrail CM inventory are listed in the CSR dropdown. Format: [Organization] -
[Identifier] (e.g., bntpro.com - ST-5cc54e0593 )

CA Type Options

1. Local CA (Local CA)
Signing CSR with your existing CAs in SecTrail CM:

Usage Scenarios:

e For internal/corporate certificates
e For test and development environments

e For certificates managed with your own PKI infrastructure
Advantages:
e Fast signing
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¢ Full control
* No additional cost

e Can work offline

2. External CA (External CA)
Signing with integrated CAs like ADCS, GlobalSign, DigiCert, Hashicorp Vault:

Usage Scenarios:

e For public certificates
» For certificates requiring browser trust
e For compliance requirements

e For enterprise CA integrations

Supported External CAs:

CA Provider Description Usage

ADCS Microsoft Active Directory Certificate Services Windows environments, enterprise PKI
GlobalSign GlobalSign HVCA (Managed PKI) Enterprise, high-volume certificate management
DigiCert DigiCert CertCentral API Public SSL/TLS certificates

Hashicorp Vault Vault PKI Secrets Engine Cloud-native, dynamic certificate management

PREREQUISITE: CA INTEGRATION

You must configure the relevant CA integration before using External CA.

For detailed setup instructions, review the Integrations page.

CSR Signing Steps

Method 1: External CSR Signing (Private Key Not Shared)

This method is used to obtain certificates without sharing the private key.

Step 1: Creating CSR on Your Own Server

First create CSR and private key on your own server/application:
Creating CSR with Windowsl/IIS:

1. IIS Manager -> Server Certificates

2. Create Certificate Request

3. Fill in Distinguished Name information

4. Cryptographic Service Provider: Microsoft RSA SChannel, 2048 bit
5. Save CSR file
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Step 2: Importing CSR to SecTrail CM

1. Go to Inventory -> Import Certificate menu
2. Select csr as Certificate Type

3. Upload your CSR file or paste its content

4. Click Import button

After CSR is successfully imported, it is added to inventory and assigned an identifier (e.g., ST-5cc54e6593 ).
Step 3: Signing CSR

1. Go to Inventory -> Issue Certificate -> Sigh CSR menu
2. CSR Selection:

e Select the CSR you imported from dropdown

e Format: [Organization] - [Identifier]
3. CA Type Selection:

e Local CA: Signing with CA in SecTrail CM
e External CA: Signing with External CA

4. External CA Selection (if External CA is selected):

* ADCS, GlobalSign, DigiCert, or Hashicorp Vault

5. Domain Name (Optional):

e Enter a descriptive name (e.g., bntpro.local - copy of sectrail webserver )
6. Password:

e Set a strong password for the certificate
e You can generate an automatic password with the Generate button
7. Click Sign button

Step 4: Downloading Signed Certificate

After signing is completed, the Show Key screen opens:

# Show Certificate

Name Identifier Password Download
tester.sectrail local ST-ab408392b3 e Lol ZIP (Al Files) v

A Certificate Details

& Subject CN=tester.sectrail.local

#% Subject Alternative Names DNStester.sectrail.local

B Issuer DC=com, DC=bntpro-viab, CN=Root-CA

Serial Number DCS: D

@ Fingerprint (SHA256) 0673327116ec7d8e283

@ Fingerprint (SHA1) b70858a7656218712121962719966831a447bb7f

i Valid From 04-05-2026 03:40:25

& Valid To 03-05-2028 03:40:25

& Signature Algorithm rsa
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Signed Certificate and Download Options
Download Buttons:
e Download Zip - All files (cert, chain, bundle)
e Download Jks - Java KeyStore format
e Download Crt - Certificate file only
e Download Chain - CA chain
e Download Bundle - Complete certificate chain

« Download Key - Private key (only for CSRs created in SecTrail CM)

IMPORTANT

The Download Key button does not work for external CSRs because the private key is not in SecTrail CM
but on your own server. This is a security feature.

Method 2: Creating CSR on SecTrail CM

This method is suitable for centralized management but the private key is also created in SecTrail CM.

Step 1: Creating CSR
1. Go to Inventory -> Create Certificate menu
2. Select csr as Certificate Type

3. Fill in certificate information:
¢ Common Name, Organization, Country, etc.

4. Key Length: 2048 or 4096 bit
5. Set Pfx Password
6. Click Submit button

CSR and private key are created and added to inventory.

Step 2: Sighing CSR
Follow the steps in Step 3: Sighing CSR section above.

Step 3: Downloading Certificate and Private Key

In this scenario, since the private key is also in SecTrail CM, the Download Key button works and you can
download all files.

Domain Name Field

The Domain Name field is optional and used for identification purposes:

Example: bntpro.local - copy of sectrail webserver

This field:

» Helps identify the certificate in inventory
e Used to distinguish multiple similar certificates
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e Appears in reports and logs

Password Generation

For the Password field:

1. Manual Input: Write your own password

2. Automatic Generation: Click GENERATE button

Creates strong, random password

Minimum 16 characters

Contains uppercase/lowercase letters, numbers, and special characters

3. View: You can view the password with the eye icon

PASSWORD SECURITY

Store the password in a secure password manager and use different passwords for each certificate.
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Certificate Template Management

This guide explains how to create and manage certificate templates on SecTrail CM. Certificate templates speed up
and standardize the certificate creation process by predefining organization information, key algorithm, and other
parameters.

ABOUT THE FEATURE

By using templates, you can create certificates from ready-made templates instead of repeatedly entering the
same information (Organization, OU, Country, etc.) each time. This saves time and ensures compliance with
corporate standards.

What is a Template?

A template is a predefined structure of certificate creation parameters. By using templates:

e Fast certificate production: Just fill in Common Name and SAN fields, all other fields are automatically filled

« Standardization: Ensure all certificates are created with the same organization information and security
parameters

e Error reduction: Prevent manual input errors

e CA Integration: Work integrated with external CAs like ADCS, GlobalSign, DigiCert

Template List

ACCESS PATH

For template management: Go to Inventory -> Issue Certificate -> Templates menu.

Template

IR svovorous-  soea~ Search:
Template Name T cAType Domain Name Organization Key
ades ADCS BNTPRO RSA [—
osr CSR test test RSA 7
digicert DigiCert RSA P
gloablsign GlobalSign RSA 7
localca LocalCA test test RSA 7
Showing 1 to 5 of 5 entries Previous - Next
@ Info +

Template List and Operations

You can view and manage all your existing templates in the template list.
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List Columns

Column Description

Template Name Unigue name of the template (e.g., acme , adcs, csr)

CA Type Certificate authority type (ACME, ADCS, CSR, DigiCert, GlobalSign, Hashicorp, LocalCA)
Domain Name Domain/organization domain the template is associated with

Organization Organization name

E-mail Contact email address

Key Key algorithm (RSA, ECDSA)

Actions Action buttons (Generate, Edit, Delete)

Template Operations

You can perform three basic operations for each template:

1. Generate (Create Certificate)

When you click the Generate button, the certificate creation screen opens with template parameters pre-filled. You
only need to fill in Common Name and Subject Alternative Names (SAN) fields.

Generate Certificate

Common Name tester.sectral.local i)

© Enter the Common Name (CN) for the certficate (e.g., www.example.com).

Subject Alternative Names o
© Enter Subject Atiamative Names (SANS) if necded (e.g., DNS:example.com, IP:1.1.1.1).

CAType ADCS

CA BNTPRO

Organization
©Enterthec

Organizational Unit

© Enter the organizational it (OU),

Key Algorithm RSA v
© Select the key algorithm (RSA or EC).
Key Length 2048 v
© Select the bit length of the key.
B Generate Certificate

Creating Certificate with Template
When creating certificate with template:

1. Click the Generate button of the desired template from the template list

2. Check auto-filled fields in the opened form:

CA Type, Organization, OU, Locality, State, Country

Key Algorithm, Key Length, Hash Function

Lifetime, E-mail Address
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3. Fillin Common Name field (e.g., test.sectrail.local)
4. Add additional domains or IPs to Subject Alternative Names field (optional)
5. Click Generate button

TIME SAVINGS

Using templates, you can create certificates instantly by filling in only 2 fields (Common Name and SAN). In
normal certificate creation, you need to fill in 15+ fields.

2. Edit (Edit)
Click the Edit button to edit existing template. You can update template parameters.
3. Delete (Delete)

Click the Delete button to completely remove the template from the system.

CAUTION

When a template is deleted, certificates previously created with this template are not affected. Only this
template cannot be used in future certificate creation operations.

Creating New Template

Click the Create button to create a new certificate template. The form is presented in three tabs.

Tab 1: General Information

Edit Panel Template

General Information ~ Configuration  Security & Key

Name * adcs

O Enter a unique name for this certificate template

Organization

© Enter the organization name ().

Organizational Unit

© Enter the organizational unit (OU).

Locality

© Enter the locality or city ().

State

Country Optional v

© Seloct the country code (C),

(e} ® Di;
e OEnable @ Disable

@ Enable or disable emailfield in certficate request form

e Name: Unique name for the template (e.g., adcs, prod-ssl)
e Organization: Organization name (O)

e Organizational Unit: Department or unit (OU)

e Locality: City (L)

e State: State or province (ST)
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e Country: Country code (dropdown selection)

e E-mail: Should the email field be shown in the certificate creation form? ( Enable / Disable)

Tab 2: Configuration

General Information Configuration ~ Security & Key

CAType * ExteralCA v

© Select the Certfcate Authority type to be used for certcats issuance

Certificate Authorities (CA) ADCS v
© St the Extemal CA provider
Domain Name BNTPRO - sectrail web server v

© Enter the Active Directory domain name (e.g., company.ocal)

Managed No v

@ Managed certficates will be automaicaly renewed. Non-managed certficates willony be racked

Generate Text Message

© Custom message to isplay when generating certiicates using tis template

Password Length 8

@ Deautt password lengih for generated certficates (miimum 8 characters)

© Domains or patterns to exclude from certicate generation (e.g., *example.Jocal)

Common Name Format Please give a common name for your certificate. Ex: ‘SecTrail bntpro.local’
Message
7

© Vaidation rues and format requirements for Common Name field

Subject Alternative Names Please provide DNS o IP addresses for your certificate.Ex: 'DNS: sectrailem01.local, DNS:

Format Message sectrailomo2.local,IP: 1.2.3.4,IP: 1.23.5'

Z
0 Vaiidation rles and formt requirements for Subject Allemative Names
Daily Request Limit
© Maximum number of certicate requests allowed per day (lsave empty for uniimitec)

Enable Confirmation
© Requirs email confirmation before renewing certicates using this template

CA Type: Certificate authority type (ExternalCA, LocalCA, etc.)

Certificate Authorities (CA): External CA provider to use (e.g., ADCS)
o Domain Name: Active Directory domain name (e.g., company.local )

e Managed: Should certificates be automatically managed? ( Yes / No)

MANAGED CERTIFICATES

If you set Managed to ves , certificates are automatically monitored and renewal alarms are sent. For details:
Managed Certificates

e Generate Text Message: Custom message to display when a certificate is created

« Password Length: Length of automatically generated password (characters)

« Ignored Domain: Domains for which certificate creation will be blocked (e.g., *.example.local)

« Common Name Format Message: Guidance message shown to the user about Common Name format
e Subject Alternative Names Format Message: Guidance message about SAN format

« Daily Request Limit: Maximum number of certificate requests per day

« Enable Confirmation: Require confirmation before creating a certificate?
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Tab 3: Security & Key

General Information ~ Configuration  Security & Key

Key Algorithm RSA v
© Select the key algorithm (RSA or EC).

Key Length 2048 v
© Select the bit length of the key.

Hash Function sha2s6 v
© Select the hash function to use.

Key Import Database v
© Select the key import method.

CRGIE m

o Key Algorithm: Key algorithm ( RSA or EC)

Key Length: Key bit length (e.g., 2048 )
e Hash Function: Hash algorithm (e.g., sha256)

e Key Import: Where the private key will be stored ( batabase , Key , HSM, BeyondTrust )

Template Types

SecTrail CM supports various CA types for different use cases:

1. LocalCA Template

Used for signing certificates with your own local Certificate Authority.
When to Use:

e For internal network applications
e When producing certificates compliant with corporate standards

 Signing with Root/Intermediate CAs created in SecTrail CM
Example Configuration:

e Name: localca

e CAType: LocalCA

e Organization: secrusen
e Key Algorithm: RSA

e Key Length: 2048

o Lifetime: 365 days

2. ADCS Template

Creates certificates with Microsoft Active Directory Certificate Services integration.
When to Use:

e In Windows environments
 In enterprise PKI with Active Directory integration
e When automatic domain verification is required
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Example Configuration:

¢ Name: adcs

e CA Type: ADCS

e Organization: bntpro

e Domain Name: bntpro.local
o Key Algorithm: RSA

e Key Length: 2048

3. CSR Template

Used to create Certificate Signing Request. Used when you want to get certificates from external CAs.
When to Use:

* When getting certificates from external CAs (Let's Encrypt, DigiCert, etc.)
e For public SSL/TLS certificates

e When third-party verification is required
Example Configuration:

e Name: csr
e CA Type: CSR

e Organization: sectrail

4. ACME Template

Creates automatic certificates with ACME protocol (Let's Encrypt, ZeroSSL, etc.).
When to Use:

e For free SSL certificates with Let's Encrypt
¢ When you want automatic renewal

e For public domains
Example Configuration:

e Name: acme

e CAType: ACME

e Organization: bntpro

e Managed: Yes (for automatic renewal)

« Lifetime: 90 days (Let's Encrypt standard)
5. DigiCert Template
Creates certificates with DigiCert CertCentral API integration.
When to Use:

 If you're a DigiCert customer

e For OV (Organization Validated) or EV (Extended Validation) certificates
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e For enterprise SSL certificates

6. GlobalSign Template

Creates certificates with GlobalSign HVCA (Managed PKI) integration.

When to Use:

 If you have GlobalSign agreement
e For high-volume certificate management

 If you're using Managed PKI service

7. Hashicorp Vault Template

Creates dynamic certificates with Hashicorp Vault PKI Secrets Engine.

When to Use:

¢ In cloud-native environments
e In Kubernetes, microservices architectures

e For dynamic, short-lived certificates

©2026 SecTrail

198/239



SecTrail CM 4.14 User Guide v2.7.0

System Integrations

You can manage the configurations and deployment operations of system applications you want to integrate with
SecTrail CM from this section. Supported systems:

e F5 BIG-IP - Citrix NetScaler - Fortiweb - FortiGate - FortiManager
e NGINX/NGINX Plus - Palo Alto Networks - PaloAlto Panorama

Apache - 1IS - Apache Tomcat

Windows TrustStore - Java Keystore (JKS)

IBM DataPower - HashiCorp Vault

INTEGRATION CONFIGURATIONS

You can access general configuration steps for all system integrations from the Integrations -> System page.

Devices

The configurations of system applications you want to integrate are listed on the Automation -> Devices page.

Devices

+AddNew Devico | Bimport | @syncapevices | B Expor- | Woewe [ERNELIE Seareh
Name P Type Last Sync Time L Actions
o f5-test sectrail.com F5 BIG-IP Standalone 04.05.2026 17:14:17 2 s
4
o 5-prod 5-prod.sectrail.com F5 BIG-IP - Certificate Store 04.05.2026 02:01:18 ~ yl
o ‘windows-truststore-150 win-test.sectrail.com Windows TrustStore 04.05.2026 02:00:23 e Vi
o nginx-56 nginx.sectrail.com Nginx 04.05.2026 02:00:17 =] Vi
o lis. iis.sectrail.com s 04.05.2026 02:00:12 ] Vi
o ks_41 Jks.sectrail.com Java KeyStore - Linux 04.05.2026 02:00:12 I~ Vi
o 10.34.24.41 apache.sectrail.com Apache Linux 04.05.2026 02:00:11 5] pa
o  tomeat tomeat.sectail.com Tomeat Linux 16.04.2026 02:00:20 g ¢
4
o paloaltonew paloalto.sectrail.com Palo Alto Firewall 13.04.2026 02:00:27 5] P
o netscaler netscaler.sectrail.com Citrix NetScaler 08.03.2026 17:14:16 e P
Showing 110 15 of 15 entries 5 rows selected 0 columns selected 0 cells selected Previous - Next
@ Info +

Defined Device List

You can add a new device configuration by clicking the Create button.
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Modify Device

Name iis
Device Users windows .
® 10.34.24.150

Device Type iIs .
Connection © winRM O SsH

Transport Ntim .

Connection Type O secure @ Insecure

Port 5985
@ pisable O Enable

Trust Store

Upload Key to Arx Not Set v

New Device Configuration Form

Process

From the Automation -> Process section, all operations performed on devices (certificate deployment, etc.) can
be viewed in detail.

O Rollback Show 10 rows ~ Select ~ ‘Show Hide Columns ~ Search:

id Updated At 4 DeviceIP Device Name. Device Type Virtual Server Status
ST-4150456544 03-05-2026 17:34:33  10.34.469 15 LR | IRTUAL SERVER NAME T OESTINATION P o O SoLFROrIE Manual-Rollback
()
ghr_keycloak 10.34.28.200 443 AppViewX-profile
ST-c27e42d89¢ 03052026 173147 1034469 15 F5 BIG-IP Standalone ([N pUI 7 DESTINATION 1P Y PORT © S5LPROFILE Manual-Rollback
©
10342817 10342817 443 AppViewX-profie
ST-03861cbe32 08-05-2026 15:52:50  10.34.24.150  windows-truststore-150 Windows TrustStore m P — Completed
©
10.34.24.150 denemet local 8
ST-edeBdbidee 03052026 15:5025  10.34.24.150  windows-truststore-150 Windows TrustStore # SuBJECT @ THUMBPRINT Completed
©
10.34.24.150 aka sectrail.com d34d95b09e61550500b0700510c21039840923
ST-ate5e33c51 03-05-2026 15:48:47  10.34.2456  jks_41 Java KeyStore Linux _ # SUBJECT m Completed
©
10342456 cmtesto?.sectrailom local dededededde
ST-610924012¢ 08-05-2026 15:48:41  10.34.2456  jks_41 Java KeyStore Linux _ # suBsECT m Completed
©
10342456 turkcellsvetestisbank.com.tr turkeell_test
ST-c1318408b3 03-05-2026 15:48:34  10.34.2456  jks_41 Java KeyStore Linux _ # suBJECT ® ALIAS NAME Completed
©
10342456 frtr rusen1000
©
10.34.24.56 demiraka sectrail.com fmgtester!
()
10342456 8443 api-dev.uyg borsaistanbul.com
‘Showing 11 0 20 of 39 entries 2 rows selected Previous 1 n 3 4 Next
@ Info +

Process History - All Device Operations

Device Users

From the Automation -> Device Users section, you can create user definitions to be used in device connections.
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Device Users

Name 1 Username Cyberark
cyberark-device administrator Enable i
15 admin Enable y
15-prod-certmanager salih Enable V.
15_truststore_4_69 salih Enable ya
15_truststore_4_94 certman Enable y
fortigate admin Enable y
fortimanager admin Enable Vi
linux root Enable Vi
netscaler nsroot Enable 7
nginx_user root Enable P
Showing 110 10 of 14 entries Previous - 2 Nex
@ Info +

Device Users List

Edit Device User

Name * netscaler
© Enter a descriptive name forthis user credential This name wil be used to identily this credenial within the
system.

Usemame * nsroot

Domain Name
xample.com). Thi fleld s optonal and ony required
Use CyberArk Vault Disable ~
© Enableto retieve the password securely from CyberArk vaut. I isabled, you wil need o enfer the password
manually
Password

Jberhrk s enabled, tis field will be hidden and the password

Create New Device User

Service Deployment

From the Automation -> Deployments -> Service Deployments page, you can initiate an instant certificate
deployment to selected devices.
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Discover Certificate CN=bntpro.com - 30-06-2026 08:06:44 0.

@ Select the discovered certficate to deploy

Inventory Certificate bntpro.com - 30-06-2026 05:06:44 o.

© Select the inventory cerificate to use for deployment

© Select the target device for certficate deployment

Virtual Hosts slymn_https - bntpro_2026may._clinetssl - 10.34.28.167:443 x x

© Select the virtual hosts where the certficate wil be deployed

Devices 15_prod v 2 n

Virtual Hosts *

Egitim-SecTrail-Redirection - wildcard_bntpro_com_2024_Q4_ST-94e8801a8f - x
10.34.23.213:443

Egitim_vs - wildcard_bntpro_com_2024_Q4_ST-dd538cd18e - 192.192.192.193:443 x

+ Add More

Instant Service Certificate Deployment

TrustStore Deployment

From the Automation -> Deployments -> TrustStore Deployments page, you can initiate an instant TrustStore
deployment to selected devices.

TrustStore Policy

Discover Certficate CN=denemehashicorp - 31-08-2026 15:51:21 .

@ solect the discovered certficate 1o depioy

Inventory Certificate dvtester.sectrail.com - 06-05-2026 23:59:59 0.

© Solact the inventory certiicate 1o uso for deploymont

Devices windows ustsore-150 v [ x|

© Selact th target device for cerificate deployment

Certificate. CN=denemehashicorp - 2026-08-31 15:51:21 x x

@ Soloct certfcates to depioy to the dovice

+ Add More

KeyStore Type JKS

@ Solect the keystore type for the deployment

Pix Password

=

Instant TrustStore Deployment
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Workflow Management

This guide explains step by step how to configure certificate lifecycle automation rules, create and manage
workflows in SecTrail CM.

ABOUT THE FEATURE

Workflow management enables you to automate certificate renewal, deployment, and notification processes.
With server-based automation rules, you can centrally manage certificate lifecycles.

Automatic Operation Principle: Once configured, the system regularly monitors certificate expiration based
on your renewal threshold value (e.g., 15 days). As expiration approaches, it automatically initiates the
workflow steps you've defined (approval, renewal, deployment) and performs certificate renewal and
installation when the time comes.

Workflow Policies List

View and manage all created workflow policies.

ACCESS PATH

To access workflow policies: Go to Workflow -> Policy menu.

Workflow Policies

Search:

* Workilow identifior Type Common Narme Certificate Signature Types Certificate Expire Date Actions Status

ST-Obcabefbl Server-Based-Automation CN=bntgro.com ACME 21-01-2026 06:52:47 P D

C
Created At Type Detal
29.082025 15:55:20 Certificate-Ranewal-Confirmation - Renewal Confirmation Mails : sdg@bntpro.com, sdg-dev@bntpro.com , destek@bntpro.com
29.08.2025 15:55:20 Gentificate-Renewal - GAType: ACME

20.08.2026 16:56:21 Deliver = Deliver mails i com.ir .com.r com

14.10.2026 15:38:56 Deployment o Host:10.36.24181
- Device Type : Apache
- Virtual Host : 443
- ServerName : cm.bntpro.com

Showing 112 10 1 entries

Workflow Policies - All Automation Rules

List Information

The following details are displayed for each policy in the workflow list:
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Column Description

Workflow Identifier Automatically generated unique identifier for the workflow (e.g., ST-Ob6c4befbl)

Created At Policy creation date and time

Type Workflow type (Certificate-Renewal-Confirmation, Certificate-Renewal, Deliver,
Deployment)

Common Name Common name information of the certificate to which the workflow applies

Certificate Signature Certificate signature type (ACME, RSA, ECDSA)

Types

Certificate Expire Date Expiration date of the associated certificate

Actions Action buttons for editing and deleting

Status Workflow status: Active or Inactive

Workflow Details

Each workflow record can be expanded to view detailed information:

Detail Fields
* Renewal Confirmation Mails: Email addresses for renewal approval notifications
e CA Type: Certificate authority type used (ACME, Internal CA)
« Deliver mails: Email addresses to receive certificate delivery notifications
e Host: Server IP address for deployment
» Device Type: Target device type (Apache, Nginx, F5, etc.)
 Virtual Host: Virtual host configuration

o ServerName: Server name information

Available Actions

Top Menu Actions
¢ Add New Flow - Create new workflow policy
e Search - Search workflows by identifier number
 Edit - Edit existing policy (pencil icon)
e Delete - Delete policy (trash icon)

e Expandi/Collapse - Show/hide detail information

CAUTION

Deleting an active workflow will stop automatic certificate renewal and deployment processes. Make sure
before deleting.

Creating New Workflow

Create certificate lifecycle automation rules.
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ACCESS PATH

To create a new workflow: Click the Add New Flow button on the Workflow -> Policy page.

Add Workflow Rule

Workflow Type Server Based Automation ~

Discover Certificate CN=bntpro.com - 21-01-2026 09:52:47

Select Servers 10.34.23.213:443 % | (10.34.24.181:443 » | [cm.bntpro.com:443 x | [0.0.0.0443 | [erm.brtpro.com:443 x | sa.bntpro.com:443

Renewal Threshold 15

Template lots_oncrypt_template ~

Deployment

Virtual Hosts Egitim-SecTrail-Redirection - wildeard_bntpro_com_2024_Q4_ST-ad03846dc2 - 10.34.23.213:443
Egitim_vs - wildcard_bntpra_com_2020_Q4_ST-ad03846dc2 - 192192162 183:443

Virtual Hosts cm batpro.com - 443

Deployment Time 100

Retry Limit 1

Canfirmation

Notification

Send Inventary Certificate via Email

Creating New Workflow Rule

Basic Configuration

1. Workflow Type and Certificate Selection

Parameter Description Options

Workflow Type Specify the automation rule type Server Based Automation

Discover Select the discovered certificate to which the Certificate selection from discovery list
Certificate workflow applies

Select Servers Specify the servers where automation will run IP address or hostname selection (supports

multiple selection)

Renewal Certificate renewal threshold value (days) How many days before certificate expiration to
Threshold renew (default: 15)
Template Certificate template to use Selection from predefined templates

Steps

1. Select Server Based Automation as Workflow Type
2. Select the relevant certificate from the Discover Certificate dropdown
3. Select target servers in the Select Servers field (multiple servers can be selected)

4. Enter the number of days for Renewal Threshold (e.g., 15)
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5. Select the appropriate template from the Template dropdown

2. Deployment Configuration

Add Workflow Rule

Workflow Type Server Based Automation ~
Discover Certificate CN=bntpro.com - 21-01-2026 09:52:47

Select Servers 10.34.23.213:443 % | (10.34.24.181:443 » | [cm.bntpro.com:443 x | (0.0.0.0443 | [erm.brtpro.com:443 x | [sa.bntpro.com:443

Renewal Threshold 15

Template lots_encrypt_template v

Doployment

itm-SecTrail-Redirection - wildeard_bntpro_com_2024_Q4_ST-ad03846dc2 - 10.34.23.213:443

itim_vs - wildcard_bntpra_com_2024_Qd_ST-ad03846dc2 - 192192 192.193:443
Devices 10.34.24.16° ~ n
Virtual Hosts Gm.bntpro.com - %443 *
Deployment Time 01:00

Retry Limit 1

Confirmation

Notification

Send Inventary Certificate via Email

Create

Deployment Settings

Configure certificate deployment parameters.

Parameter Description

Deployment Enable automatic deployment (checkbox)

Devices Select target device type (F5, Apache, Nginx, etc.)
Virtual Hosts Select virtual host configurations for deployment
Devices (Secondary) IP address for secondary devices

Virtual Hosts (Secondary) Secondary virtual host configurations

Deployment Time Time when deployment will occur (in HH:MM format)
Retry Limit Number of retries for failed deployment

Configuration Steps
1. Check the Deployment checkbox
2. Select the device type from the Devices dropdown
3. Select relevant configurations for Virtual Hosts
4. Enter IP address for secondary devices
5. Enter time information in the Deployment Time field (e.g., 01:00)
6. Specify the number of retries for Retry Limit (e.g., 1)
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3. Confirmation Configuration

Confirmation
Renewal Confirmation Emails sdmin@example.cornr
Renewal Confirmation Emalls Content Sayin Yetkili,

Sunucularinizda kullamlan sertifikanin yenilenmesi igin bir talep alinmigtir. Bu talebe istinaden gerekli iglemlerin baglatiimas:
planlanmaktadir. Onayirizi rica ederlz.

Deployment Confirmation Emails sdmin@example.con

Deployment Confirmation Emails Content Sayin Yetkili,

Sertifika dagiimiyla ligill bir talep alinmigtir. Bu talebe istinaden gerekli islemlerin baglatiimas planlanmaktadir. igleme
baglanmadan énce onayinizi rlca ederiz.

Approval Notifications Settings

Configure approval processes for certificate renewal and deployment.

Parameter Description

Confirmation Enable confirmation mechanism

Renewal Confirmation Emails Email addresses for renewal approval (comma-separated)
Renewal Confirmation Emails Content Content of renewal approval email

Deployment Confirmation Emails Email addresses for deployment approval

Deployment Confirmation Emails Content Content of deployment approval email

Configuration Steps
1. Check the Confirmation checkbox
2. Enter email addresses in the Renewal Confirmation Emails field
3. Write the email text in the relevant content field
4. Repeat the same steps for Deployment Confirmation Emails

5. Add additional email addresses with the Add More button
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4. Notification Configuration

Netification

Metification E-mail admin@example.com

Workflow Confirmation Error Message[Mail Sayin Yetkil, Sertifika Onayi Hatasi
Subject

i akigi onay sirasinda beklenmeyen bir hata meydana geldi ve

sertifika olugturma iglemi gergeklegtirilemedi. Hata detaylanni

gdrmek igin |Utfen yonetici panelindeki System > Log > Workflow

Logs bélimind kontrel edin

Bilgilerinize, y
Workflow Renewal Error Message/Mail Subject Sayin Yetkili, Sertifika Yenileme Hatasi

Sertifika imzalama iglemi sirasinda bir hata meydana geldi. Hata

detaylarini incelemek igin llitfen ybneticl panelindeki System > Log >

Warkflow Logs bélimine géz aun

Bilgilerinize,

4

Workflow Deployment Error Message/Mail Sayin Yetkili, Sertifika Daditimi Hatas|
Subject

Sertifika dagiumi sirasinda, agadidaki tabloda belirtilen kirmizi ile

isaretli satirda bir hata meydana geldi. Hata detaylarini incelemek

igin litfen yénetici panelindeki System > Log > Workflow Logs

bélimine giiz atin.

Bilgllerinize, P
Workflow Completed Message/Mail Subject Sayin Yetkili, Sertifika Siregleri Bagariyla Tamamland

Tanimlamig oldugunuz sertifika lle ilgill tim suregler bagariyla

tamamlanmigtr. iigill iglemler sorunsuz bir sekilde

gergeklestiriimigtir.

Bilgllerinize,

4

Notification Settings

Configure notification parameters for workflow processes.

Parameter Description

Notification Enable notification mechanism

Notification E-mail Email addresses to receive notifications
Workflow Confirmation Error Message/Mail Subject Confirmation error email subject and content
Workflow Renewal Error Message/Mail Subject Renewal error email subject and content
Workflow Deployment Error Messagel/Mail Subject Deployment error email subject and content
Workflow Completed Message/Mail Subject Successful completion email subject and content

5. Send Certificate via Email

Send Inventory Certificate via Email

Email to be sent adrr

BCC admin@example.com
Mail Subject SecTrallCM Yenilenen Sertifika
Mail Text Sayin Yetkili,

Sertifikaniz bagariyla yenilenmistir. Ektekl zip dosyasini indirerek yenllenen sertifikaniza erigebilirsiniz.

Bilgllerinize,
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Send Certificate via Email
Automatically send renewed certificates via email.

Parameter Description

Send Inventory Certificate via Email Enable email sending feature

Email to be sent Email addresses to receive the certificate
BCC Email addresses to receive blind copy
Mail Subject Email subject line

Mail Text Email content text

Configuration Steps
1. Check the Send Inventory Certificate via Email checkbox
2. Enter recipient email addresses in the Email to be sent field
3. Add blind copy recipient addresses in the BCC field
4. Write an appropriate subject for Mail Subject (e.g., "SecTraillCM Renewed Certificate")
5. Enter the email content in the Mail Text field

6. Click the Create button to save the workflow

Workflow History

View the execution history and details of created workflows.

ACCESS PATH

To access workflow history: Click on a workflow identifier in the Workflow -> Processes list.

Workflow Policies

Workflow Type  Server Based Automation M Q

ST-0bGc4befb1 - bntpro.com

History:
21-01-2026 06:62:47
Saarch

Type ™ staws Deployment Id Details Created At End At
Certificate-Renewal-Confirmation Completed Approved by Salih Demir@bntpro.com 2025-10-23 08:05:03 2025-10-24 09:14:12
Certificate-Renewal Completed Certificate renewal started 2025-10-23 08:05:03 2025-10-24 09:14:12
Deliver Completed Renewal certificate sent to mail allbagci@dwu.com b, yahyayazici@morten.com.ir, hakan batum@bntpro.com 2025-10-23 08:05:03 2025-10-24 09:12:12
Deployment Completed ST-ad03846dc2 - Devices: f5_prod 2025-10-23 08:05:03 2025-10-24 091412

- IPii02a23213

- Port: 443
Deployment Completed 5T-130d391dbd 2025-10-23 08:05:03 2025-10-24 09:14:12

- Virtual Host: cm bntero.com

Showing 110 5 of 5 entries

Workflow History - Process Steps

©2026 SecTrall 209 /239



SecTrail CM 4.15 User Guide v2.7.0

History Information

The following information is displayed for each workflow execution:

Column Description

Type Operation type (Certificate-Renewal-Confirmation, Certificate-Renewal, Deliver, Deployment)
Status Operation status ( Completed , Failed , Pending)

Deployment Id Deployment identification number

Details Operation details and descriptions

Created At Operation start date and time

End At Operation completion date and time

Status Indicators

Status Description

Completed Operation completed successfully
Failed Operation failed
Pending Operation in progress

Deployment Details

When deployment records are expanded, the following details are displayed:

e Devices: Target device list (e.g., f5_prod)

e |IP: Target server IP address

e Port: Target port number

e Virtual Host: Related virtual host configuration

e Type: Deployment type (Client-Side, Server-Side)

¢ Profile Name: Profile name used

Sample Deployment Record

- Devices: f5_prod

- IP: 10.34.23.213

- Port: 443

- Virtual Host: E§itim-SecTrail-Redirection

- Type: Client-Side

- Profile Name: wildcard_bntpro_com_2024_Q4_ST-4cb3205188

Search and Filtering

e Search: Search by workflow identifier
o Date Filter: Filter history records by date range

» Status Filter: Filter records by status
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PAGINATION

At the bottom of the list, you can navigate through "Showing 1 to 5 of 5 entries" information and page
numbers.

Workflow Scenario Example

Below is a step-by-step workflow configuration with a real-world use case scenario.

Scenario: Automatic Wildcard Certificate Renewal and Deployment
Situation: Your company uses a wildcard certificate for *.bntpro.com . This certificate is used on multiple servers

(Apache, F5 load balancer).

Requirement: The certificate should be automatically renewed before expiration and deployed to all servers.

Step 1: Certificate Discovery
1. Create a certificate discovery rule from the Discovery -> Discovery List menu
2. Add target servers ( 10.34.23.213, 10.34.24.181, cm.bntpro.com:443)

3. Start discovery and wait for certificates to be detected

Step 2: Workflow Creation
. Click the Add New Flow button from the Workflow -> Workflow Policies page

=

2. Workflow Type: Select Server Based Automation
3. Discover Certificate: Select cN=bntpro.com - 21-01-2026 09:52:47
4

. Select Servers: Select all servers

e 10.34.23.213:443
e 10.34.24.181:443
e cm.bntpro.com:443
* 0.0.0.0:443

e crm.bntpro.com:443

sa.bntpro.com:443

5. Renewal Threshold: Setto 15 days

6. Template: Select lets_encrypt_template

Step 3: Deployment Configuration
1. Check the Deployment checkbox
2. Devices (Primary): Select f5_prod

3. Virtual Hosts (Primary):

e EQJitim-SecTrail-Redirection - wildcard_bntpro_com_2024 _Q4_ST-ad038846dc2 - 10.34.23.213:443

Egitim_ss - wildcard_bntpro_com_2024_Q4_ST-ad038846dc2 - 192.192.192.193:443

N

. Devices (Secondary): 10.34.24.181
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5. Virtual Hosts (Secondary): cm.bntpro.com -*443
6. Deployment Time: 01:00 (1:00 AM)
7. Retry Limit: 1

Step 4: Confirmation Mechanism
1. Check the Confirmation checkbox
2. Renewal Confirmation Emails: admin@example.com, sdg-dev@bntpro.com, destek@bntpro.com

3. Deployment Confirmation Emails: admin@example.com

Step 5: Notification Configuration
1. Check the Notification checkbox
2. Notification E-mail: admin@example.com
3. Workflow Confirmation Error Message
4. Workflow Renewal Error Message
5. Workflow Deployment Error Message

6. Workflow Completed Message

Step 6: Email Delivery
1. Check the Send Inventory Certificate via Email checkbox
2. Email to be sent: admin@example.com, sdg-dev@bntpro.com, destek@bntpro.com
3. BCC: admin@example.com

4. Mail Subject: secTrailCM Renewed Certificate

Step 7: Save and Activation

1. Click the Create button to save the workflow
2. The workflow automatically becomes Active

3. The system automatically starts the renewal process 15 days before certificate expiration

Workflow Execution Sequence

The created workflow runs in the following sequence:

1. Day 0-15: System checks certificate expiration

2. Day 15 (Renewal Start):

e Renewal approval email is sent

e Waits for approval
3. After Approval:

o Certificate renewal process begins (ACME/Let's Encrypt)

e New certificate is created
4. Deployment Approval:

e Deployment approval email is sent
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e Waits for approval
5. At 01:00 (Deployment):

e Deployment to F5 load balancer
e Deployment to Apache server

e Retry for each deployment (if failed)
6. Completion:

« If all operations succeed, notification email is sent
* New certificate is shared via email

7. Error State:

« If an error occurs in any step, relevant error notification is sent

e Detailed log record is created in Workflow Logs

BEST PRACTICES
+ Deployment Time: Set deployment time to low-traffic hours (1:00 AM-4:00 AM)

e Retry Limit: Increase retry limit for critical systems

Notification: Add multiple administrator emails

BCC: Use BCC for archiving in all email notifications

Testing: Test with a test certificate during initial setup

Pending Approvals

When the confirmation mechanism is enabled, user approval is required before renewal or deployment steps begin.
You can view and manage workflows awaiting approval from this screen.

NAVIGATION

To access pending approvals: Go to Workflow -> Approval menu.

Approval Inbox
Show 25 entries Search:
Type Workflow Identifier Certificate ca Submitted + Action
[ Renewal ST-7200d755¢a cmtesto1.sectrailom.local ADCS 2026-05-05 10:27 ® Review
Showing 1101 of 1 entries Previous - Next

Pending Workflow Approvals List

List Information

The following information is displayed for each record in the approval list:
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Column Description

Workflow Identifier Unique identifier of the workflow

Type Approval type (Certificate-Renewal-Confirmation, Deployment-Confirmation)
Common Name Common name of the related certificate

Created At Date and time the approval request was created

Actions Approve or reject actions

Approval Process

To approve a pending workflow, click the Approve button on the relevant record. Once approved, the workflow
continues from where it left off.

#Sertifika Yenileme Onay Talebi

Dear admin,
You can complete the renewal process by clicking the bution below for the certiicate listed below.
1 Subject CN=cmtesto1.sectrailem.local C=TR ST=Istanbul L=tr O=bntpro OU=bntpro
12 Issuer Subject CN=sectrailom.local C=TR ST=Istanbul L=tr O=bntpro OU=bntpro
> DNS Names DNS:cmtest01.sectrailcm.local
E Not After 28-11-2024 09:08:32
@ Fingerprint: 7dbbacee10489d8501d7428a7571i738bdd712f

&) Serial Number 3D1EDA98ED5354263BF41CBDE00A0A4376142BBD

{ CAType ADCS

 Note

(optional)

© Decline @ Accept

Approval Detail Screen

NOTICE

If you reject an approval request, the related workflow step will be cancelled and the process will be stopped.
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Ownership Management

SecTrail Certificate Manager provides the ability to automatically assign ownership to certificates based on server
or certificate attributes. This ensures alarms and notifications are directed to the right teams and individuals.

Overview

With the ownership management system, you can:

e Assign ownership based on server IP addresses or certificate attributes
e Automatically update discovery lists with ownership information

e Direct alarms to relevant teams

 Integrate with external inventory systems via API

» Define ownership rules using regex patterns

Ownership Components

Ownership Groups

Ownership Groups define the teams or individuals responsible for certificates. Each group consists of:

e Group Name: A unique identifier for the group

« Email Addresses: One or more email addresses to receive notifications

Ownership Groups

+ Create Group | RS0 EA  Show 10rows~  Select Search:
Group Name 1. E-mail Address
bntpro bntpro@bntpro.com p
sdg sdg@bntpro.com Vi
sectrail sectrail@bntpro.com, sdg@bntpro.com p
Showing 11to 3 of 3 entries 0 columns selected 0 cells selected Previous - Next
© Info +

Creating an Ownership Group
1. Go to the Ownership Groups section
2. Click the Create Group button

3. Enter the following information:

Group Name: A descriptive name for the team or group

E-mail Address: Add one or more email addresses using the "Add More" button

4. Click the Submit button to create the group
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Add New Ownership Group

Group Name * bntpro

E-mail Address *

Ownership Profiles
Ownership Profiles define rules that determine which certificates or servers belong to which ownership group. You
can create profiles based on the following criteria:

» Network-based discovery (IP addresses)

» Certificate attributes (subject, issuer, SAN, etc.)

Ownership Profiles

Name Rule Type Priority T/ Discover Type
sectrail Regex 1 Network p
bntpro Regex 2 Network v
network Regex 4 Network y
Showing 1to 3 of 3 entries 0 columns selected 0 cells selected Previous - Next
@ Info +

Creating an Ownership Profile
1. Go to the Ownership Profiles section
2. Click the Create button

3. Configure the following fields:
Basic Information:

e Name: A descriptive name for the profile

o Discover Type: Select either Network or DataPower

* Rule Type: Select the matching method (Regex, Service)

o Type: Select the attribute to match (Subject, IP Address)

e Condition: Select the matching condition (contains, equals)

¢ Regex: Enter the regex pattern to match. You can add multiple patterns with "Add More"
o Example for certificates: CN=example.com.tr,0U=Security...

e Example for IP addresses: 192.168.1..*
Group Assignment:

e Ownership Groups: Select the ownership group to assign when the rule matches
Use Certificate Email:

» Utilize the email address found in the certificate:

o Enable: Use email addresses found in the certificate
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» Disable: Use only ownership group emails

Priority:

o Specify the priority level for this rule (1 = highest priority)

e When multiple rules match, the rule with the highest priority is applied

4. Click the Submit button to create the profile

Add New Ownership Profiles

Name * sectrail

© Enter the profile name

Discover Type * Network M

© Select the discovery type for this profile

Rule Type * Regex v

© Select the rule type to apply for ownership matching

Type * Subject -

0 Selec

Condition * contains v

@ Select the matching condition (contains or equals)

© Enter regex pattern to match certificates

Use Certficate Email @ Disable EED

© Enable to use email from certificate as owner

Ownership Groups sectrall M

© Select ownership group for this profile

Priority * 1 v

© Lower numbers have higher priority

Ownership Service Profiles

Regex * CN=".sectrail.com + Add More
CN=cm.sectrail.com X Remove

If your organization has its own inventory system and stores ownership information in that system, you can
integrate SecTrail CM with your own API. With this integration:

e SecTrail CM calls the API you provide to automatically query ownership information for discovered certificates

» Your technical team prepares an API endpoint in your own inventory system

e Ownership information is synchronized with SecTrail CM via the API

¢ No manual ownership assignment is required

SQL Profiles

L DEEEN B NSTEA  Show 10rows ~  Select ~

Name T Host Database Name

testsql tester.sectrail.com sectrail

Showing 1o 1 of 1 entries 0 columns selected 0 cells selected

@ Info

Creating an Ownership Service Profile
1. Go to the Ownership Service Profiles section
2. Click the Create button

3. Enter the following integration information:
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e Name: A descriptive name for the service profile (e.g., "CMDB API", "Inventory System")
e URL: Your inventory system's APl endpoint address (e.g., https://cmdb.yourcompany.com/api/ownership )
e Username: API authentication username (credential information)

o Password: API authentication password (credential information)

4. Click the Submit button to create the service profile

FOR API INTEGRATION

You need to contact your technical team to prepare an APl endpoint in your own inventory system that
SecTrail CM can query. The API should receive certificate information and return the relevant ownership
group.

Discovery Settings

To reflect ownership information onto certificates in the inventory, discovery scheduling must be configured from the
Ownership -> Discovery Settings section. This way, SecTrail CM automatically matches ownership profiles with
certificates at the defined interval and keeps the inventory up to date.

Discover Ownership

Type T/ Working Period
Network Every week on Friday at 12:00 p

Showing 1o 1 of 1 entries 0 columns selected 0 cells selected Previous - Next
@ Info +

o Type: Specifies the discovery type (e.g., Network )

e Working Period: The period during which ownership matching will run (e.g., Every week on Friday at
12:00)
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System Logs

SecTrail CM records all operations performed on the system under different log categories. These logs can be
monitored within the system or forwarded to an external Syslog server.

Syslog Configuration

To forward logs to an external Syslog server, edit the existing profile under System > Log > Logging Profiles.

Logs Profile
m Show 10 rows ~ Select ~ Search:
Profile Name 1 syslog
logProfile Not Set p
Showing 1to 1 of 1 entries 0 columns selected 0 cells selected Previous Next
@ Info o

Click the pencil icon on the profile and fill in the following fields:

Edit Logs Profile

Name * logProfile
© Enter a descriptive name for this logging profile

@ Yes No

© Enabie sysiog integration to forward logs o exteral server

Syslog Active

Syslog Server IP testsyslog.sectrail local

© 1P address of the syslog server

Port 514

© Sysiog server port (dofault: 514)

Syslog Severity info v

© Minimum saveriy evel fo logging

e Name: A descriptive name for the log profile

e Syslog Active: Select ves to enable Syslog forwarding

o Syslog Server IP: IP address or hostname of the Syslog server
e Port: Port of the Syslog server (default: 514)

e Syslog Severity: Minimum log severity level to forward (e.g. info, warning, error)

Log Categories

Audit Logs

Records user actions and system events. Used to track who performed which operation and when.
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Audit Logs
Show 10 rows ~

Date User Message Source Server
Search Date | [Search User | [Search Message | [Search Source Server
2026-05-03 16:59:29 admin The device of type F5 named f5 has been updated. Sync queued. SecTrailCM
2026-05-03 16:51:51 admin The device of type F5 named f5 has been updated. Sync queued. SecTrailCM
2026-05-03 16:48:19 admin The deployment for iis has been deleted. SecTrailCM
2026-05-03 16:20:46 admin User logged in. SecTrailCM
2026-05-03 15:52:43 admin Certificate removal has been initiated for the device named windows-truststore-150 of type TrustStore. SecTrailCM
2026-05-03 15:50:11 admin Certificate installation has been initiated for the device named windows-truststore-150 of type TrustStore. SecTrailCM
2026-05-03 15:48:28 admin Certificate removal has been initiated for the device named jks_41 of type JavaKeyStoreLinux. SecTrailCM
2026-05-03 15:47:32 admin Certificate installation has been initiated for the device named jks_41 of type JavaKeyStoreLinux. SecTrailCM
2026-05-03 15:42:43 admin User logged in. SecTrailCM
2026-04-30 17:31:21 admin Adcs Service's updated successful that named bntpro-viab.com SecTrailCM

Showing 1 to 10 of 1,471 entries

Previous - 2 3 4 5 148 Next

@ Info +

Device Logs

Contains detailed logs of certificate deployment and synchronization operations performed on devices.

Show 10 rows ~

Date Username Message Status
Search Date | [Search Usemame | [Search Message Search Status
2026-05-03 17:05:03 admin Synchronization started for device of type F5 named f5 (10.34.4.69) INFO
2026-05-03 17:05:08 admin Deployment failed for device f5 (10.34.4.69) — VIP: /Commonigkr_keycloak | SSL Profile: /Common/AppViewX-profile | CN: tester.sectrail.co INFO

m | Deployment ID: ST-5818332556

2026-05-03 17:04:07 admin Deployment started for device f5 ({"active":"10.34.4.69")) — VIP: /Commonlgkr_keycloak | SSL Profile: /Common/AppViewX-profile | CN: teste INFO
r.sectrail.com | Deployment ID: ST-5818332556

2026-05-03 17:04:05 admin F5 server named f5 (10.34.4.69) synced successfully INFO
2026-05-03 17:03:01 admin Synchronization started for device of type F5 named 5 (10.34.4.69) INFO
2026-05-03 17:03:00 admin Deployment failed for device f5 (10.34.4.69) — VIP: /Common/10.34.28.17 | SSL Profile: /Common/AppViewX-profile | CN: tester.sectrail.com INFO

| Deployment ID: ST-182c4909¢5

2026-05-03 17:02:07 admin Deployment started for device 5 ({"active":"10.34.4.69")) — VIP: /Common/10.34.28.17 | SSL Profile: /Common/AppViewX-profile | CN: tester. INFO
sectrail.com | Deployment ID: ST-1824909c5

2026-05-03 17:00:45 admin F5 server named f5 (10.34.4.69) synced successfully INFO
2026-05-03 16:59:41 admin Synchronization started for device of type F5 named f5 (10.34.4.69) INFO
2026-05-03 16:59:40 admin F5 server named f5 (10.34.4.69) synced successfully INFO

Showing 1 to 10 of 5,436 entries

Previous - 2 3 4 5 544 Next

@ Info +

Workflow Logs

Contains step-by-step logs of deployment processes triggered within automation workflows.
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Workflow Logs

Date

Show 10 rows ~

Identifier

Message

Status.

Source Server

Search Date

Search Identifier

Search Message

| [Search Status

| [Search Source Server

2026-04-25 17:51:04

2026-04-25 17:51:04

2026-04-25 17:51:04

2026-04-25 17:51:03

2026-04-25 17:50:12

2026-04-25 17:50:12

2026-04-25 17:50:12

2026-04-25 17:50:12

2026-04-25 17:50:11

2026-04-25 17:50:11

ST-96a63adc9e

ST-96a63adc9e

ST-96a63adcoe

ST-96a63adce

ST-96a63adc9e

ST-96a63adc9e

ST-96a63adc9e

ST-96a63adc9e

ST-96a63adc9e

ST-96a63adc9e

Showing 21 to 30 of 8,423 entries

@ Info

ACME Logs

Deployment process begins

Group Gi1: triggering next member (process #2001)

F5 Synchronized: 3 additional virtual hosts (gkr_keycloak--AppViewX-profile, tester_with_ ppViewX-profile, il
&) updated to Completed for ss! profile: AppViewX-profile - 5

10.34.28.17 443 15 deployment is completed

10.34.28.17 443 F5 deployment is started

F5 virtual host 'sectrail--AppViewX-profile' set to Waiting for main on sl profile: App! profile - f5

F5 virtual host ‘tester_with_source--AppViewX-profile' set to Waiting for main deployment on ss! profile: AppViewX-profile - f5

F5 virtual host 'gkr_keycloak--AppViewX-profile’ set to Waiting for main on ssl profile: App\ profile - 15
Deployment process begins

Group G1: triggering next member (process #1997)

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

INFO

SecTrailCM

SecTrailCM

SecTrailCM

SecTrailCM

SecTrailCM

SecTrailCM

SecTrailCM

SecTrailCM

SecTrailCM

SecTrailCM

Contains logs of DNS challenge and certificate renewal operations performed via the ACME protocol.

ACME Logs
Show 10 rows ~

Date
" Source Server

Seart e
2025-05-16 11:13:53
2025-05-16 11:13:53
2025-05-16 11:13:48
2025-05-16 11:13:48
2025-05-16 11:13:46
2025-05-16 11:13:45
2025-05-16 11:13:44
2025-05-16 11:13:41
2025-05-16 11:13:41

2025-05-16 11:13:38

Identifier

Search Identifier

ST-15ad342fc2

ST-15ad342fc2

ST-15ad342fc2

ST-15ad342fc2

ST-15ad342fc2

ST-15ad342fc2

ST-15ad342fc2

ST-15ad342fc2

ST-15ad342fc2

ST-15ad342fc2

Showing 5,291 to 5,300 of 5,312 entries

@ Info

©2026 SecTrail

Message
| [Search Message
DN challenge record cannot be created
DNS challenge record is queried pd6_CNKbWHAJfEMVhSVZf20mmAawp0Z20JbRQEEmfgo
DN challenge is validated
DN challenge authorization status is valid
Querying DNS challenge Authorization

DNS challenge record cannot be created

DN challenge record is queried chig 4760g8JppSeFjvDTbDo
DNS challenge is validated
DNS challenge authorization status is valid

Querying DNS challenge Authorization

Previous

Status

Search Status

ERROR

INFO

INFO

INFO

INFO

ERROR

INFO

INFO

INFO

INFO

Source Server

843 Next

| [Search Source Server

Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown
Unknown

Unknown

529 m 531

532 Next
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Mail Configuration

SecTrail CM provides SMTP-based mail configuration to deliver certificate alarms and notifications via email.
Defined profiles can be viewed and edited under System > Mail Configuration.

Mail Configuration
= Test Send Mail | & Send Alarm Mail Show10rows~  Select~ Search:

Mail Server Name T 1P Name From Mail To Mails

mailtrap sandbox.smtp.mailtrap.io sdg@bntpro.com salih.demir@bntpro.com P
Showing 1to 1 of 1 entries 0 columns selected 0 cells selected Previous - Next

© Info o

The list displays Mail Server Name, IP Name, From Mail, and To Mails columns. The Test Send Mail button can
be used to verify the configuration, and the Send Alarm Mail button sends an alarm mail immediately.

Editing Mail Profile

Click the pencil icon on the profile and fill in the following fields:

Edit Mail Profiles

Name *
Meail Server IP * sandbox.smtp.mailtrap.io

© SUTP server P address or osiname.
Mail Port * 587

osum
Authentication @ Disable Enable

© Enable SMTP authentcaton i requred by your mail server
From Mail Name * Certificate Manager - 53

© Dispiay name fo sender (.g. Cerificate Manager)
From Mail Address * sdg@bntpro.com

© Emal adoress used as sender (6.9, noreply @exampie.cor)

To Mail * ‘salih.demir@bntpro.com + Add More

© Pimary reciiont email adcrossos

Ce + Add More

© Carbon copy recpient email adresses

Mail Subject * SecTrailCM Sertifkl

Gegerliik Sreleri Hakkinda Bilgilendirme.

© Detaut su

ey [ 7 v a]a = = sv]</>-

Sayin Yetkili,

Bu bildirim, agagidaki tabloda erisim adresleri belirtien SSL servislerde kullanilan
sertfikalarin, yakiasan gegeriiik tarihleri hakkinda bilgilendirme saglamak amaciyla
gonderiimektedr.

Tabloda Hosts, Port servisler igin kullanilan
SSL sertiikalannizin gincellenmesi énerimektedir.

© Defaut email body tem

B Submit

* Name: A descriptive name for the mail profile

e Mail Server: IP address or hostname of the SMTP server

e Mail Port: SMTP port (default: 25)

¢ Authentication: Select Enable if SMTP authentication is required

e From Mail Name: Sender display name (e.g. Certificate Manager - S5)
e From Mail Address: Sender email address

o To Mail: Primary recipient address for notifications; click + Add More to add multiple recipients
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e Cc: Carbon copy email addresses; click + Add More to add multiple addresses
e Mail Subject: Subject line for alarm emails

e Mail Text: Default body template for alarm emails (editable via rich text editor)
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SNMP Configuration

SecTrail CM can forward certificate alarms as SNMP traps to an external SNMP server. SNMP profiles can be
created and managed under System > SNMP.

SNMP

Name Toe Port
snmp snmp.sectraillog 162 s

Showing 110 1 of 1 entries 0 columns selected 0 cells selected Previous - Next
© Info +

The list displays the Name, IP, and Port information of defined profiles.

Creating a New SNMP Profile

Click the + Create button to add a new SNMP profile:

Add New SNMP Profiles

Community * sectrail

Clear Trap Api User * tester

Clear Trap Api Password *

* Name: A descriptive name for the SNMP profile

e |IP: IP address or hostname of the SNMP trap receiver

e Port: SNMP trap port (default: 162 )

e Community: SNMP community string (e.g. sectrail )

e Clear Trap Api User: Username for Clear Trap API authentication

e Clear Trap Api Password: Password for Clear Trap API authentication

INFO

Once a profile is created, when certificate alarms are triggered, the corresponding SNMP traps are
automatically forwarded to the configured server.
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User Management

SecTrail CM provides both local user management and enterprise identity management support with LDAP/Active

Directory integration. This allows you to easily manage your users and integrate with your corporate directory
services.

User Types

SecTrail CM supports two different types of users:

1. Local Users

Local users are users defined and managed in SecTrail CM's own database.

Features:

Created and managed within SecTrail CM

e Defined with username, password, and email address

Role-based authorization support

Ability to create dedicated users for APl access

2. LDAPIActive Directory Users

Provides centralized identity management by integrating with your corporate Active Directory or LDAP servers.
Features:

e Centralized user management
e Login with existing corporate credentials
e Group-based authorization

e User-based authorization

Local User Management

Creating a New User
1. Navigate to the Local Users tab from the Users menu
2. Click the Create button

3. Fill in the following information in the Add New Panel Users form:
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Edit Panel Users

Name * sectrail

@ Enter the full name of the user (€.g. John Doe)

Username * sectrail

O Enter

for login purposes (e.g., john.doe)

E-mail * sectrail@bntpro.local

© Enter a valid er

User Role * Admin v

© Select the role that determines this user's permissions in the system

Password

Confirm Password

© Reenter the password to confirm it matches

Form Fields
e Name: User's first and last name
e Username: Username to be used for system login (must be unique)
e E-mail: User's email address (valid format: name@mail.com )
e User Role: Role to be assigned to the user
e Password: User password

¢ Confirm Password: Password confirmation

1. Click the Submit button to create the user

TIP

Create users with dedicated API roles for API integrations. These users should only be used for AP| access.

User List

The Users screen displays all users in the system in table format.

TS svovioow - sola-

Name T uUsername E-mail Role Type

admin admin admin@bntpro Admin LOCAL P

sectrail sectrail sectrail@bntpro.local Admin LOCAL P

testert testert tester1 @bntpro.com role_sectrail_all_rw LOCAL 7
Showing 1to 3 of 3 entries 0 columns selected 0 cells selected Previous - Next

© Info +

On this screen:
Column Information:

o Name: User's full name
¢ Username: Username used for system login
¢ E-mail: User's email address

e Role: Role assigned to the user
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User Operations

Action buttons are located on the right side of each user row:

o Edit (): Edit user information

e Delete (): Remove user from the system

WARNING

Be careful when deleting users with active sessions. User deletion is irreversible.

LDAP/Active Directory Integration

SecTrail CM provides enterprise identity management by integrating with your Active Directory or LDAP servers.

LDAP Server Configuration

Creating a New LDAP Profile

You can create a new LDAP/AD profile using the Add New Ldap Server form.

Edit Ldap Server

LDAP Name * Idap

© Enter a descrptive name for this LDAP server configuration

LDAP Server * Idap.sectrail.local + Add More

@ Enter one or more LDAP server IP addresses or hostnames. Use the Add More button to add multiple servers for
failover.

@ InSecure O Secure

Connection Type *
© Choose Normal (LDAP) or Secure (LDAPS) connection type. Port 389 is typically used for normal connections,
port 636 for secure connecions.
LDAP Port * 389
© Enter the LDAP port number. Default is 389 for normal connections and 636 for secure (LDAPS) connections.
User DN * CN=OTPUSER,0U=Saccount,DC=bntpro,DC=local

© Enter the Distinguished Name (DN) of the LDAP user account for authentication. Example:
GN=admin,OU=Departm ny,DC=local

Admin Password *

© Enter the password for the LDAP admin user account

Base DN * DC=bntpro,DC=local

@ Enter the base Distinguished Name for LDAP searches. Example: DC=company,DC=loca

Manage Role * Default v

ault (assign a single default role) or Policy (use authentication policies to

User Role * Admin v

© Select the default role that will be assigned to us ng through this LDAP server

Test User *

@ Enter a test username to veriy the LDAP connection and authentication settings

Form Fields
e LDAP Name: Unique name for the LDAP profile

e LDAP Server: IP address or hostname of the LDAP/AD server. Multiple servers can be added using the Add
More button

e Connection Type: Connection type selection
¢ In Secure: Unencrypted connection (Port 389, for testing/development)
e Secure: SSL/TLS encrypted connection (Port 636, for production)

e LDAP Port: Connection port number (default: 389 or 636 )
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User DN: Administrator DN for LDAP connection

Admin Password: Password for the administrator specified in User DN
Base DN: Base DN where user searches will begin

Manage Role: Default role for LDAP administrators

User Role: Default role for LDAP users

Test User: Username to test the connection

WARNING

Always test your LDAP connections. Incorrect configuration can prevent user logins and make system access
impossible.

TIP

Before configuring your first LDAP setup, ensure you have a local admin account that can log into the system.
This way, you can access the system in case of LDAP issues.

LDAP Profile Management

The LDAP Profiles table displays all defined LDAP servers.

LDAP Name T IP Address User DN

Idap Idap.sectrail.com CN=OTPUSER,0U=Saccount,DC=bntpro,DC=local 7
Showing 110 1of 1 entries 0 columns selected 0 cells selected Previous - Next

@ Info o

Table Columns:

LDAP Name: Profile name
IP Address: LDAP server IP address

User DN: Administrator DN used for connection

Profile Operations:

Two action buttons are located on the right side of each profile row:

Edit (): Edit LDAP profile settings

You can update all configuration fields

Server address, port, DN information can be changed
You may need to re-enter the password

Delete (): Delete LDAP profile

Deletion is irreversible

Remote Authentication Policies associated with this profile may be affected

CAUTION
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Before deleting an actively used LDAP profile, ensure that users logging in with that profile can access the
system through another method.

Remote Authentication Policies

Remote Authentication Policy allows you to assign custom roles to LDAP/AD users on a group or user basis. This
way, you can assign different roles based on AD group memberships.

Creating a New Policy

You can create a new policy using the Add New Remote Authentication Policy form.

Edit Remote Authentication Policy

Policy Type * Group v

Policy Value * CN=SecTrail,0U=Saccount,DC=bntpro,DC=local

© Enter the usemame or group name (e.g., CN=GroupName, 0U=Groups, DG=company,DC=local)

User Role * Admin v

© Select the role that determines this user's permissions in the system

Form Fields
e Policy Type: Type of policy
e Group: AD group-based policy
e User: Individual user-based policy
e Policy Value: Policy value (varies based on Policy Type)
e If Group is selected: AD group DN is entered
e If User is selected: Only username is entered

e User Role: Role to be assigned to users matching this policy

Policy List

The Remote Authentication Policy table displays all defined policies.

Remote Authentication Policy

Policy Type T Policy Value Role

Group CN=SecTrail, OU=Saccount,DC=bntpro,DC=local Admin 7

Group CN=System,0OU=Saccount,DC=bntpro,DC=local role_sectrail_all_rw P

User rusen.arslan Admin &
Showing 1 to 3 of 3 entries 0 columns selected 0 cells selected Previous - Next

@ Info +

Table Columns:

e Policy Type: Type of policy ( Group or User )
e Policy Value: Group DN or username

¢ Role: Assigned role

Policy Operations:
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Two action buttons are located on the right side of each policy row:
o Edit (): Edit policy settings
e Policy type, value, or role can be changed
 Edit carefully for active users
o Delete (): Delete policy
e When a policy is deleted, users return to the default role in the LDAP profile

o Active sessions are not affected, applies to new logins

Policy Priority Order

If multiple policies apply to a user, the priority order is as follows:
1. User Policies: Highest priority

2. Group Policies: Second priority

TIP

Use group-based policies whenever possible. This simplifies management and works in harmony with your
AD structure.

WARNING

Policy changes take effect in new sessions. Active users may need to log in again.

User Roles

In SecTrail CM, users are managed through role-based authorization. One or more roles can be assigned to each
user.

Default Roles

e Admin: Full administrator privileges

o API: Dedicated role for APl access

For detailed information about roles and permissions, see the Role and Permissions section.
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Role and Permissions

SecTrail CM manages user permissions using role-based access control (RBAC). This system allows you to assign
appropriate permissions to users based on their job definitions and provides secure access management.

Role-Based Access Control

Role-based access control is a security model that enables permission assignment through roles rather than
directly assigning permissions to users.

Basic Concepts
e Role: Alogical group of specific permissions
e Permission: Authorization for a specific operation that can be performed in the system

e User: A system user assigned to one or more roles

Advantages
e Centralized Management: Permissions are managed at the role level
« Easy Maintenance: User permissions are updated collectively through role changes

e Security: Facilitates the application of the principle of least privilege

Flexibility: Role definitions suitable for organizational structure

Auditability: Role-based permission control and reporting

Default Roles

SecTrail CM comes with the following default roles:

Admin

This role has full administrator privileges and can perform all operations on the system.
Use Cases:

e System administrators
e Fully privileged super users

« Initial setup and configuration

API

This role is specifically designed for APl access and is used for operations via REST API.
Use Cases:

e System integrations
e Automation scripts

e Third-party applications

©2026 SecTrall 231/239



SecTrail CM 5.2 Administration v2.7.0

Role Management

Viewing Role List

The Role Management screen displays all roles in the system in a simple table format.

Role Management
W Delete m Show 10rows ~  Select ~ Search:

Name 1
Admin
AP

role_sectrail_all_rw Vi

Showing 1to 3 of 3 entries 0 columns selected 0 cells selected Previous - Next

@ Info +

Table Columns:

« Name: Role name

e Actions: Action buttons

Creating a New Role

You can create a new role and assign permissions to it using the Add New Roles form.

Edit Roles

Name * role_sectrail_all_rw

© Enter a descriptive name for this role (e.g., Certfcate Manager, Auditor)

Permissions *

Form Fields

Showing all 348

>>

Showing all 17

<<

monitoring-checkiist
monitoring-settings
monitoring-network-based-create
monitoring-network-based-edit
monitoring-network-based-delete
monitoring-tis-version-based-create
monitoring-tis-version-based-edit
monitoring-tis-version-based-delete
inventory-assign-network-create
inventory-assign-network-delete
inventory-assign-network-edit
discovery-automated-create
discovery-automated-edit
discovery-automated-delete
inventory-host-based-add-device
discovery-automated-import
discovery-automated-import-upload
discover-process-list
discover-process-delete

inventory-assign-network
inventory-host-based
inventory-cerificate-download
inventory-certificate-import
inventory-templates
inventory-templates-generate
inventory-templates-generate-download
workflow-policy

download-zip

download-csr
inventory-certificate-based
inventory-certificate-list
inventory-csr-list
inventory-generate-csr
workflow-processes
workflow-list-data
inventory-view-password

© Select permissions to assign to this role. Use the arrow buttons to move permissions between available and selected lists.

e Name: Unique name for the role (lowercase and hyphen characters are recommended, e.g., sign,

certificate-viewer , deployment-operator )

* Permissions: Permission selection is made through a two-panel transfer box

Permission Selection Interface:

The form contains two panels, left and right:

o Left Panel: Displays all available permissions in the system. You can quickly search for permissions using the

Filter box.
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e Transfer Buttons: You can move permissions from the left panel to the right panel with the >> button, and

from the right panel to the left panel with the << button

¢ Right Panel (Selected Permissions): Shows the list of permissions to be assigned to the role

USING FILTERS
e sign -> Find signing operations
e delete -> Find deletion permissions
e create -> Find creation permissions
e edit ->Find editing permissions

e download ->Find download permissions

Editing a Role
1. Click the Edit () button next to the role you want to edit in the role list
2. Update the role name and permissions

3. Click the Submit button to save the changes

Deleting a Role
1. Click the Delete () button next to the role you want to delete in the role list

2. Confirm the deletion

WARNING

Before deleting roles assigned to active users, ensure that you have assigned other roles to these users.
Otherwise, users may not be able to access the system.

Assigning Roles to Users

After creating roles, you need to assign these roles to users.

Local Users

1. Navigate to Users > Local Users
2. When creating or editing a user, select the relevant role from the User Role field

3. Save the changes

LDAPIAD Users

For LDAP or Active Directory users, roles are assigned through Remote Authentication Policy:

1. Navigate to the Remote Authentication Policy section
2. Create a group or user-based policy

3. Select the role you want to assign in the User Role field

For detailed information, see the User Management section.
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APl Documentation

SecTrail Certificate Manager provides a powerful RESTful API that enables you to automate your certificate
management operations.

Overview

The SecTrail CM API provides comprehensive endpoints for certificate lifecycle management. Using the API, you
can:

e Perform certificate signing operations

e Upload and manage certificates

e Manage discovery lists in bulk

¢ Query the certificate inventory

APl Documentation Interface

SecTrail CM offers an interactive Swagger/OpenAPI documentation interface for you to explore and test all API
endpoints:

https://your-sectrailcm-server/documentation

Through this interface, you can:

e View all available endpoints
e Review request/response schemas

o Test API calls directly

Authentication

Before you start using the API, you need to authenticate with a Bearer token. For detailed information, refer to the
Authentication section.

Getting Started

1. Create a user with API role
2. Obtain an authentication token

3. Start using API endpoints

For all endpoints and usage examples, please review the Endpoints page.
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Authentication

The SecTrail CM API uses Bearer token-based authentication. To use the API endpoints, you must first obtain an
access token.

Creating an API User

Before you start using the API, you should create a user with API role:

Steps
1. Navigate to Users > Local Users in the SecTrail CM interface
2. Create a new user
3. Assign the API role to the user

4. Save the username and password

TIP

Use strong passwords for API users and store these credentials securely.

Obtaining an Authentication Token

After creating your API user, you need to obtain an authentication token.
Endpoint

POST /api/login

Request Body

"username": "api-user",
"password": "your-secure-password"

3

Response

{

"user": "apiuser",
"access_token": "eyJOeXAi0iJKV1QiLCJhbGci..."
}

Example cURL Command

curl -X POST https://your-sectrailcm-server/api/login \
-H "Content-Type: application/x-www-form-urlencoded" \
-d "username=api-useré&password=your-secure-password"
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Using the Token

You must use the obtained authentication token in the Authorization header for all your API requests:

curl -X GET https://your-sectrailcm-server/api/endpoint \
-H "Authorization: Bearer eyJhbGciOiJIUzIINiISINR5cCI6IkpXVCJ9..."

Token Expiration

e Authentication tokens expire after a certain period
e When your token expires, you need to obtain a new token

e The response contains the username (user ) and access token (access_token ) information

Security Recommendations

e Never store tokens in your source code

e Use environment variables or a secure vault
e Secure all API requests by using HTTPS

e Renew tokens regularly

e Grant only necessary permissions to API users
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API Endpoints

The SecTrail CM API provides various endpoints to automate your certificate management operations. For detailed
documentation of all endpoints, you can use the Swagger interface:

https://your-sectrailcm-server/documentation

Primary Use Cases

1. Certificate Signing

You can perform certificate signing operations in various formats through the API:
Supported Signing Types:

e CSR (Certificate Signing Request) signing
» Self-Signed certificate creation
o Template-based certificate generation

» JKS (Java KeyStore) format certificate creation

Endpoint:

POST /api/generate

INFO

For certificate signing operations, the operation type is determined using the requestType parameter. Please
review the Swagger documentation for a detailed parameter list.

2. Certificate Upload and Distribution

You can automatically distribute your certificates to target servers and devices through the API:
Features:

 Distribution to multiple target devices (F5, Apache, Nginx, IIS, etc.)
 Virtual host-based distribution
e Scheduled distribution support

e Retry mechanism for failed distributions

Distribution status querying and monitoring

Endpoint:
POST /api/deployment
3. Discovery List Management

You can manage your discovery lists in bulk through the API:
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Features:

o Discovery list creation
e Bulk domain/IP addition
e Querying discovery results

e Scheduling discovery plans

Endpoint:

POST /api/discoverlList

4. Certificate Inventory

You can query certificates in the inventory and retrieve their information:
Features:

» Retrieving bulk certificate list
e Viewing certificate details

¢ Querying certificate status

Endpoint:

POST /api/getCertificates

APl Usage Examples

Authentication

You must use an authentication token in all API requests:

curl -X POST https://your-sectrailcm-server/api/endpoint \
-H "Authorization: Bearer YOUR_TOKEN" \
-H "Content-Type: application/json" \
-d "{"key": "value"}'

Error Handling
The API uses standard HTTP status codes:

e 200 OK - Request successful

e 201 Created - Resource created

e 400 Bad Request - Invalid request

e 401 Unauthorized - Authentication error
e 403 Forbidden - Authorization error

e 404 Not Found - Resource not found

e 500 Internal Server Error - Server error
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Swagger Documentation

Use the Swagger interface for detailed descriptions of all endpoints, parameter definitions, and example
request/response structures:

https://your-sectrailcm-server/documentation

Through the Swagger interface, you can:

o Explore all endpoints
o View request/response schemas

o Test API calls interactively

TIP

You can use the "Try it out" feature in the Swagger documentation to test your API calls directly and see the
results.
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